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highly likely that further convictions will be 
challenged. A number of court cases have been 
initiated by women tricked into intimate 
relationships with undercover agents (and in a few 
cases having children by them. Hearings in 
Parliament have questioned the more extreme 
methods employed, such as the use of death 
certificates of children to provide a false identity 
for the spies involved; while using Parliamentary 
Privilege, Green MP Caroline Lucas has accused 
one spy of being an agent provocateur, committing 
arson while an activist with the Animal Liberation 
Front. 

Elsewhere another officer, Peter Francis, came 
forward with details of how the undercover police 
were used to smear the Stephen Lawrence family. 

It has become apparent that a culture of abuse 
grew up around the units involved in covert 


What's New on Undercover 
Research 


What's New on UndercoverResearch 

1. Operation Elter 

2. John Graham (alias) 

3. Andy Coles AKA Andy Davey 

4. Rod Richardson (alias) 

5. Andrew Robbins, Head ofNDET 

6. Muslim Contact Unit 

7. Bob Lambert and the Muslim Community 

8. Bob Lambert and the Academic 
Community 

9. Bob Lambert Writing and Speaking 

10. Roger Pearce 

Undercovers Uncovered 


List of 'confirmed' undercover officers in the 
UK 

1. Peter Francis AKA Peter Daley or Pete 
Black, SDS 

2. Mark Kennedy AKA Mark Stone, NPOIU 

3. Lynn Watson (alias), NPOIU 

4. Marco Jacobs (alias), NPOIU 

5. Jim Boyling AKA Jim Sutton, SDS 

6. Simon Wellings (alias), SDS 

7. Robert Lambert AKA Bob Robinson, SDS 

8. John Dines AKAVobn Barker, SDS 

9. Mark Jenner AKA Mark Cassidy, SDS 

10. Carlo Neri (alias), SDS 

11. "RC" (alias), SDS 


















policing and how that intelligence was used. So 
much so, that a public inquiry was announced in 
2014. 


Where to Start? 


Follow the links below to learn about the 
secretive world of undercover policing, the 
shadowy units and the personalities involved, 
as well as context for the stories seen in the 
news. 

• An A-Z list of articlesS on the people, groups 
and issues around undercover operations and 
policing of protest. 

Undercover Operations in Policing Protest 
and Dissent 

• The Undercover Officers: profiles of known 
undercover police. 

• The Covert Police Units: the units which spied 
on protests and protestors. 

• Police Officers: the senior police who knew and 
had oversight 

• International Surveillance and Undercover 
Groups 

• Non-UK undercover police 

Corporate Spying 

• Known Infiltrators 

• Corporate Intelligence Agencies and Private 
Investigation Agencies: the private security 
firms who have spied on campaign groups. 

• UndercoverResearch: Ex-Cops in the Security 
Industry: police officers who have taken their 
knowledge and experience to the corporate 
world. 

Issues/Case Studies/Background/Analysis 

• Smearing of the Stephen Lawrence Campaign 

• Use of Identities of Children 

• Sexual Relations 

• Domestic Extremism 

• Convictions Overturned 

• Consultancy Association Blacklist 

• Far Right 

Holding Authorities to Account 

• Official Inquiries 

• Rules & Regulation on Undercover Policing 

• Parliamentary Hearings and Questions 

• Cases in Court 

• Official Inquiries, Cases in Court & Questions - 
Abroad 

• International Policy and Agreements on 
Undercover Operations 

Targets and Background 

• Targeted Groups 


12. Gary R. & Abigail L. (aliases), NPOIU 

13. Rod Richardson (alias), SDS 

14. Mike Chitty AKA Mike Blake, SDS 

15. Matt Rayner (alias), SDS 

16. Jason Bishop (alias), SDS 

17. N81, SDS 

18. Roger Pearce, SDS 

19. Andy Coles AKAAndy Davey, SDS 

20. Rick Gibson (alias), SDS 

21. Douglas Edwards (alias), SDS 

22. John Graham (alias), SDS 

23. William Paul'Bill 1 Lewis, SDS 

Undercover Police Officers & 
Agents - Abroad 

1. Simon Bromma AKA Simon Brenner 
(Germany) 

2. Christian Hoibo (Norway) 


Further Reading 


collaborating with 

• ARspycatcherS 

• Police Spies Out of LivesS 

• Campaign Opposing Police Surveillances 

• Network on Police Monitoring (NetPol)S 

• SpinWatchS 

• CorporateWatchS 

• StateWatchS 

others of interest 

• The Monitoring Groups 

• Hillsborough Justice Campaigns 

• Random Reflectons of a Domestic 
Extremists 

• ActivistSecurity.org S 

resources for further action 

• FOIA Fighters 

• NetPol guide to requesting your data from 
the polices 

• Exposing Infiltrators and InformersS (pdf 
from ActivistSecurity.org) 

• Activist Security Handbooks (pdf from 
ActivistSecurity.org) 











• Targeted Events 
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Data protection principles 

The data protection principles set out the standards governing the processing of personal data . All chief officers, in their capacity as data controllers, must comply with the 
principles unless an exemptions applies. 


Contents 

1 Principle 1 - fair and lawful processing 

1.1 Lawful processing 

1.2 Lawful processing - confidentiality 

1.3 Data Protection Act 1998 Schedule 2 

1.3.1 Schedule 2 condition 1 - consent 

1.3.2 Schedule 2 condition 3 - non-contractual legal obligations 

1.3.3 Schedule 2 condition 4 - vital interests 

1.3.4 Schedule 2 condition 5 - public functions 

1.3.5 Schedule 2 condition 6 - legitimate interests 

1.4 Data Protection Act 1998 Schedule 3 

1.4.1 Schedule 3 condition 1 - explicit consent 

1.4.2 Schedule 3 condition 3 - vital interests 

1.4.3 Schedule 3 condition 6 - legal proceedings 

1.4.4 Schedule 3 condition 7 - public functions 

1.4.5 Schedule 3 condition 10 - additional conditions issued by the secretary of state 

1.5 Fair processing 

1.5.1 Fair processing requirements - obtaining 

1.5.2 Fair processing requirements - fair processing notices 

1.5.3 Exemptions from providing fair processing notices 

1.5.4 Police use of fair processing notices 

2 Principle 2 - notification and compatible use 

3 Principle 3 - adequate, relevant and not excessive 

4 Principle 4-accurate and up to date 

4.1 Accurate 

4.2 Keeping data up to date 

5 Principle 5 - retention 

6 Principle 6 - rights of data subjects 
6.1 Subject access 

6.1.1 Managing subject access requests 

6.1.2 Types of subject access requests 

6.1.3 Validating requests 

6.1.4 Finding and retrieving relevant information 

6.1.5 Further clarification of the request 

6.1.6 Routine amendment and deliberate destruction 

6.1.7 Withdrawal and requests 

6.1.8 Circumstances when information and personal data may be withheld 

6.1.9 Third-party personal data 











6.1.10 Disproportionate effort 

6.2 Subject access exemptions 

6.2.1 National security 

6.2.2 Crime and taxation 

6.2.3 Health, education and social work 

6.2.4 Regulatory activity 

6.2.5 Manual data held by public authorities 

6.2.6 Appropriate fees limit (unstructured personal data) 

6.2.7 Miscellaneous exemptions 

6.3 Responding to requests 

6.4 Information other than personal data 

6.5 Fast track 

6.6 Miscellaneous 

6.6.1 Criminal Procedure and Investigations Act 1996 

6.6.2 Retention and deletion 

6.6.3 Enforced subject access 

6.6.4 Updating force records from subject access requests 

6.6.5 Multiple/duplicate previous subject access request 

6.6.6 Subject access requests from members of staff 

6.6.7 Requests for additional information 

6.6.8 Failed job applicants 

6.6.9 Joint applications 

6.6.10 Non-specific applications 

6.6.11 ANPR 

6.6.12 Fee waiving 

6.6.13 CCTV 

6.6.14 Undetected crime reports 

6.7 Right to prevent processing likely to cause damage or distress 

6.8 Preventing direct marketing 

6.9 Automated decision taking 

6.10 Compensation 

6.11 Correcting inaccurate personal data 

6.12 Requesting an assessment from the Information Commissioner 

6.13 Complaints and resolutions 

7 Principle 7 - security and protective measures 

7.1 Data processing contract 

7.2 Data protection/information system operating rules 

7.3 Security of personal data in decommissioned police premises 

8 Principle 8 - transfer outside the European Economic Area 


Principle 1 - fair and lawful processing 

The first principle tends to be the most significant of the eight principles. It includes detailed conditions that apply to obtaining and 
processing personal data, and a requirement for lawfulness which necessitates consideration of other legal rules. 

The first principle requires that personal data shall be processed lawfully and fairly and in particular should not be processed unless at 
least one of the conditions in Schedule 2 is met, and, in the case of sensitive personal data, at least one of the conditions in Schedule 3 is 
also met. It requires the police force to ensure that it has a legitimate basis for processing all personal data. If a police force cannot 
comply with this principle, the processing is in breach of the DPA. 

Lawfully and fairly are not precisely defined in the DPA, although Part 2 of Schedule 1 provides interpretation of fairly in terms of obtaining. 

The exemption at DPA section 29(1) provides the police with a useful relief from some requirements of the first principle where it is necessary to prevent or detect crime, or to 
apprehend or prosecute offenders. 

Lawful processing 

Personal data must not be processed in contravention of any statute, legal obligation or restriction - to do so would represent unlawful 
processing and thus breach the first principle. There should be a positive legal justification for the processing. 

The power for the police to process personal data can be derived from its policing purpose. 

The police may also be subject to other common law, statutory obligations or by order of the court which require or permit certain types 
of processing. 

Where data is processed for a policing purpose, it is likely that the requirements of this element are met. Unlawful processing may arise where the police process personal data is: 

1. beyond or in contravention of their statutory or common law powers (eg, ultra vires), for example, the police sell the names and addresses of burglary victims to companies 
trying to sell double-glazing 

2. in breach of an obligation of confidentiality, for example, the police publish the names and home addresses of all staff on the internet 

3. in breach of any law or prohibitions, for example 

o the police obtain personal data in contravention of the Regulation of Investigatory Powers Act 2000 
o the police process personal data in contravention of the DPA 

o the police process personal data in a manner which breaches the Article 8 rights of the Human Rights Act 1998 

4. in breach of an enforceable contractual agreement 

5. in a manner where the 'need to know' is not established. 

Lawful processing - confidentiality 

There are circumstances where an obligation of confidence arises between the police and a data subject and to breach that confidence without reasonable justification would be 
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Home Office (2005) Code of Practice 

on the Management of Police 

information 


Further information 

DPA Schedule 1 Part 1 section 1 

Information Commissioner's Office 

guidance on using the crime and 

taxation exemptions 
























likely to represent unlawful processing. 

The obligation of confidence means that the police are restricted from processing the personal data for a purpose other than that for which it was provided unless the: 

• data subject consented to the processing or, 

• processing was required by law or, 

• processing was in the public interest. 

The nature of the policing purpose is that either of the latter two grounds are likely 
apprehend or prosecute offenders or to protect life. 

The Information Commissioner has produced useful guidance on confidentiality as 
Freedom of Information Act 2000 . 

Data Protection Act 1998 Schedule 2 

The DPA Schedule 2 conditions are relevant for the purposes of the DPA principle 1 . 

The first principle requires that, in addition to the lawfulness and fairness requirements, personal data must not be processed unless at 
least one of the conditions in DPA Schedule 2 is met. 

The majority of the Schedule 2 (and 3) conditions stipulate that the processing must be necessary for the purpose set out in that 
particular condition. Forces should consider objectively whether: 

• the purposes for which the data is being processed are valid 

• these purposes can only be achieved by processing the personal data 

• the processing is proportionate to the aim pursued. 

Exemptions from the Schedule 2 and 3 conditions include those for national security and domestic purposes - both exemptions also provide relief from other elements of the DPA 
(see DPA exemptions) . 

The Schedule 2 conditions stipulate that the processing must be necessary for the purpose set out in that particular condition. 

Where forces rely on any of the Schedule 2 conditions under paragraphs 1 to 4, the data subject is unable to claim their right to object to processing under DPA section 10 . 

The Schedule 2 conditions likely to be of most relevance to the police are examined in more detail below. 

Schedule 2 condition 1 - consent 

The data subject gives their consent to the processing of their data. Consent must be appropriate to the particular circumstances. Forces may legitimise processing using other 
conditions and revert to consent in the absence of another condition. Forces must evaluate the adequacy of any consent or purported consent. 

Where a data subject does not signify consent to the use of their personal data and is given an opportunity to object to its use, the data controller may rely on another Schedule 2 
condition. 

No one condition carries more weight than any other, and consent is not particularly easy to achieve and may be withdrawn at any time. The police should attempt to legitimise 
processing using other conditions and only revert to consent in the absence of another condition. 

Consent is not defined in the DPA. It will need to be assessed in the light of the facts. It should be a freely-given, specific and informed indication of the data subject's wishes where 
they signify their agreement to their personal data being processed. 

Schedule 2 condition 3 - non-contractual legal obligations 

Processing must be necessary for compliance with any legal obligation to which the force is subject, other than an obligation imposed by a contract. 

Example of Schedule 2 condition 3 - non-contractual legal obligations . 

Schedule 2 condition 4 - vital interests 

Processing must be necessary in order to protect the vital interests of the data subject. The ICO places a narrow interpretation on this condition, applying it to life and death 
situations. However, forces may use this condition where processing of personal data is required in order to prevent harm to an individual. 

Example of Schedule 2 condition 4 - vital interests . 

Schedule 2 condition 5 - public functions 

Personal data can be processed where it is necessary for the: 

• administration of justice 

• exercise of any functions conferred by or under any legislation 

• exercise of any other functions of a public nature exercised in the public interest. 

The DPA principles do not define administration of justice, but along with the exercise of any functions conferred by or under any legislation they encompass much police activity 
such as crime prevention or detection and the apprehension and prosecution of offenders, and the supporting activities that enable this. 

Example of Schedule 2 condition 5 - public functions . 

Schedule 2 condition 6 - legitimate interests 

Data processing must be necessary for the purposes of legitimate interests pursued by the police, third parties or parties to whom the data is disclosed. An exception applies where 
the processing is unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data subject. 

Practitioners should carry out a balancing test to determine whether the legitimate interests of the data subject carry more or less weight than those of the police or third party to 
whom the personal data is disclosed. 

There is no generic balancing test. It may be useful for police forces to identify and quantify the likely harm to the data subject, other individuals, the wider public and the police. 
This assessment could include contacting the data subject to seek their views on any likely impact, or examining the effects of similar processing operations in the past. 

Data Protection Act 1998 Schedule 3 

Sensitive personal data can only be processed where at least one of the conditions in DPA Schedule 2 and at least one condition from Schedule 3 are satisfied. 

The Schedule 3 conditions likely to be of most relevance to the police are examined in more detail below. 

Schedule 3 condition 1 - explicit consent 
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This provision goes beyond that of consent under Schedule 2 in that in the case of sensitive personal data, the consent has to be explicit. 

Forces should consider how they can demonstrate consent is explicit. Where forces rely on this condition, they may wish to ensure it is provided in writing or have some other 
means to prove that the consent was informed, clear, freely given and unambiguous. 

The data subject should be advised of the specific detail and purposes of the processing, a description of their sensitive personal data to be processed, and any special aspects of 
the processing which may affect them, including any disclosures that may be made of the data. 

Schedule 3 condition 3 - vital interests 

This condition is wider than Schedule 2 condition 4 - vital interests as it covers processing sensitive personal data of the data subject or another person. 

Processing under Schedule 3 condition 3 must be necessary in order to protect the vital interests of the data subject or another person, in a case where consent cannot be given by 
or on behalf of the data subject, or the data controller cannot reasonably be expected to obtain the consent of the data subject, or consent has been unreasonably withheld. 

The ICO places a narrow interpretation on this condition, applying it to life and death situations. However, forces may use this condition where processing of sensitive personal data 
is required in order to prevent harm to an individual. Consent issues must be considered on a case-by-case basis. 

Schedule 3 condition 6 - legal proceedings 

This condition allows forces to process sensitive personal data where it is necessary for any of the following purposes: 

• in connection with any legal proceedings (including prospective legal proceedings) 

• obtaining legal advice, or 

• otherwise necessary for establishing, exercising or defending legal rights. 

Forces should adopt a narrow interpretation of what is necessary when establishing, exercising or defending legal rights, and rely on another Schedule 3 condition if there is any 
doubt as to whether it applies. In particular, it should not be used to construct a legal right where none exists. 

Schedule 3 condition 7 - public functions 

Sensitive personal data can be processed where it is necessary for the: 

• administration of justice 

• exercise of any functions conferred on any person (including a constable) by or under an enactment 

• exercise of any functions of the Crown, a Minister of the Crown or a government department. 

The DPA principles do not define administration of justice, but along with the exercise of any functions conferred by or under any legislation they encompasses much police 
activity such as crime prevention or detection and apprehending and prosecuting offenders, and the supporting activities that enable this. 

Schedule 3 condition 10 - additional conditions issued by the secretary of state 

Established under Schedule 3 condition 10, Statutory Instrument 2000 No 417 Data Protection (Processing of Sensitive Personal Data) Order 2000 created additional conditions for 
processing sensitive personal data which are relevant to the police service. 

Paragraph 1 allows for such processing where it is: 

• in the substantial public interest 

• necessary to prevent or detect any unlawful act or failure to act 

• carried out without the explicit consent of the data subject being sought so as not to prejudice those purposes. 

This condition can only be relied on where there would be a prejudice to the purpose if the data subject was to be informed of the 
processing and asked to consent. 

Paragraph 10 allows for such processing of sensitive personal data where necessary for the exercise of any functions conferred on a 
constable by any rule of law. This also covers processing by the police in the exercise of their common law powers. Processing must be 
necessary for activity derived from a specific legal power. 

Fair processing 

Subject to exemptions, the police must obtain and process personal data fairly. 

Any data subject should not be surprised by the police's use of their personal data. The potential for such surprise will be affected by the 
data subject's legitimate expectations. 

Members of the public who contact the police would expect that if they reported or witnessed a crime or incident the police would collect their personal data and further process it 
for those purposes. They would not expect their personal data to be provided automatically in all cases to the media. Those subject to police investigations will have a legitimate 
expectation that the police will process their personal data for the policing purpose. 

The DPA assists with interpreting the fairness requirement of the principle in Schedule 1 Part 2 paragraphs 1 to 3 - termed the fair processing requirements by the Information 
Commissioner. Compliance with the fair processing requirements will not in itself necessarily ensure fair processing. 

Fair processing requirements - obtaining 

To determine whether personal data is processed fairly, forces must consider how it was obtained - has the person been deceived or misled as to how their information will be 
used? 

Personal data is considered to have been fairly obtained if it is from a person who is authorised by law to supply it or is required to supply it by, or under, any enactment. This is 
subject to DPA Schedule 1 Part 1 paragraph 2 . which sets out the information which must be provided to data subjects. 

Fair processing requirements - fair processing notices 

DPA Schedule 1 Part 1 paragraph 2 provides that personal data is not to be treated as processed fairly unless certain specified 
information is provided to a data subject either verbally or in writing. This can be at the time the personal data is gathered from them or, 
if it is obtained by another route, either before the relevant time (see DPA Schedule 1 part 2 paragraph 2(2) ) or as soon as practicable 
thereafter. 

Exemptions from providing fair processing notices 

It is not always necessary to provide a fair processing notice, however, one must be supplied when requested by an individual. 

The two occasions that are exempt are where it: 

• would involve a disproportionate effort (which is not defined in the DPA) 
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• is necessary for the police to record the information to be contained in the data, or to disclose the data, to comply with any legal obligation to which the data controller is 
subject, other than an obligation imposed by contract. 

Where the police rely on the disproportionate effort condition above, the police force should keep a record of the reasons for the decision. When determining the disproportionate 
effort, the police will consider factors such as the nature of the data, the length of time and the cost in providing the information, balanced against any prejudicial effect to the data 
subject. 

Police use of fair processing notices 

The police will obtain and further process personal data relating to a wide variety of data subjects, including staff, victims, and criminals. Any application of the fairness 
requirement, including the use of fair processing notices, will need to be adjusted according to the nature of that relationship. 

Police forces should ensure that general fair processing notices are provided as and when required: 

• publicly as a leaflet 

• on force websites 

• on footers of all emails. 

Forces should provide specific fair processing notices: 

• on police forms and associated policy related to employment or personnel matters, including recruitment, commendations, discipline, personal development plans, payroll, 
sickness, and contracts 

• on signs for overt CCTV systems operated by the police force 

• on signs for overt ANPR systems 

• to victims of crime in respect of referrals to victim support services 

• where necessary on an ad hoc basis. 

Under DPA section 29(1), a fair processing notice may not have to be provided where doing so would likely prejudice preventing or 
detecting crime, or apprehending or prosecuting offenders. 

Police forces are not expected to place fair processing notices on telephone lines that may receive emergency calls (including 
misdirected ones) because of the associated risk of harm that may be caused through the delay in response to the call. 


Principle 2 - notification and compatible use 

The second principle requires that forces only obtain personal data for one or more specified and lawful purpose(s) and do not, subject 
to exemptions, further process it in any manner incompatible with that purpose or those purposes. 

The specified purpose(s) in the second principle may be achieved either through a fair processing notice given by the force to the data 
subject in accordance with the fair processing requirements, or in a notification given to the Information Commissioner. 

Forces must notify the Information Commissioner when they process personal data. Processing must be assessed against all the 
principles, and the notification should be regarded as a high-level public description of processing that a force may undertake. The 
police service has adopted a standard notification to ensure corporacy and consistency. 

When deciding whether any disclosure of personal data is compatible with the purpose for which the data was obtained, forces should consider the purpose(s) for which the 
personal data is intended to be processed. 

Compatibility may allow that the processing is different although not contradictory or inconsistent with the purposes for which the data was obtained. 

If processing is not compatible with the purpose(s), exemptions may still allow for the processing to occur. 

Example of compatibility and incompatibility . 

Principle 3 - adequate, relevant and not excessive 

Personal data must be adequate, relevant and not excessive in relation to the purpose(s) for which they are processed. 

Forces must identify the minimum amount of personal data that is required. Forces must regularly monitor compliance with this 
principle as changes in circumstances or failure to keep the information up to date may mean that personal data that was originally 
compliant becomes non-compliant. 

A necessity test will identify the minimum amount of personal data that is required to achieve the specific purpose(s). Personal data must 
not be excessive for the purpose for which it is held. If personal data is kept for longer than necessary then it is likely to be both 
irrelevant and excessive. 

Anyone recording personal data must ensure that it is adequate, unambiguous and appropriately worded. Forces should: 

• apply common data standards 

• avoid jargon 

• only use acronyms where it is appropriate to do so 

• take a proportionate approach when recording personal data, meaning they will not hold information on all individuals where that particular item of data type is only 
relevant in certain individual cases 

• ensure that all personal data processed by the force is sufficient for the purpose(s) for which it is used or likely to be used 

• ensure that personal data is clear in meaning and sufficient for others to understand at all times, taking particular care to ensure that records of investigations are recorded 
such that subsequent enquirers can understand the context, rationale and outcome of what took place 

• ensure that opinions are distinguishable from matters of fact 

• record sufficient information to ensure that personal data held on police systems relating to one individual cannot be confused with that of another individual with similar 
details 

• evaluate personal data as to its quality, provenance and reliability. 

Principle 4 - accurate and up to date 

Personal data must be accurate and, where necessary, kept up to date. Adherence to these requirements and those from principle 3 help 
ensure that police information has the necessary data quality for operational decision-making and risk management. 
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DPA Schedule 1 Part 1 section 3 
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• ensuring that the source of the personal data is reliable 

• taking steps to verify the personal data if possible with another source or, if reasonable, with the data subject 

• using automatic validation procedures to ensure procedures for data entry and the information system itself do not introduce inaccuracies 

• using constrained fields in computer databases. 

Forces should maintain accuracy standards by implementing protection compliance audits, inspections and monitoring. Where there are inaccuracies, forces must take steps to 
lessen the damage or distress caused to the data subject or any other person. 

Keeping data up to date 

Keeping data up to date is only required where necessary. The purpose for which data is held or used will be relevant in deciding whether updating the data is required. Where 
personal data is intended to be used as a historical record or snapshot in time then updating would be inappropriate. Forces may consider appending new information where 
necessary. When it is decided that data needs to be updated, forces should consider whether: 

• there is a record of when the personal data was recorded or last updated 

• personal data has been updated appropriately 

• out-of-date personal data is likely to prejudice the policing purpose or cause damage or distress to the data subject. 

Principle 5 - retention 

If personal data is kept for longer than necessary then it is likely to be both irrelevant and excessive. 

Personal data processed for any purpose(s) must not be kept for longer than necessary. Forces should regularly review personal data to 
establish whether it is still required, and dispose of it as necessary. Information asset owners must ensure that review and disposal 
procedures are adopted for both electronically and manually-held personal data. 

Forces should: 

• develop processes to resolve data quality disputes or complaints regarding the retention or otherwise of personal data 

• have a systematic approach that includes the definition of review periods for particular categories of documents or information containing personal data 

• consider certain statutory requirements that may specify required retention periods, or the potential value of some personal data and other information which may suggest 
further retention for historic purposes 

• maintain a flexible approach towards retention issues which allow them to properly assess individual cases and reach proportionate decisions regarding retention. 

Principle 6 - rights of data subjects 

Principle six provides a number of data subject rights which must be respected. These include: 

• rights of access to a copy of the information comprised in their personal data ( subject access) 

• preventing processing likely to cause damage or distress 

• preventing direct marketing 

• automated decision taking 

• correcting inaccurate personal data 

• compensation 

• requesting assessment by the Information Commissioner. 

Forces need to ensure that arrangements are in place to recognise the above rights and that there is close liaison between the various departments to ensure that individual rights 
are respected. The force DPO must be informed when individuals are exercising their data protection rights. The DPO will ensure: 

• prompt action is taken 

• an assessment is carried out to determine if the request is valid, meets the necessary criteria and the level of compliance required 

• liaison with legal services where appropriate 

• a formal written response is provided within the statutory timescales 

• auditable records are created to evidence the management process 

• organisational learning occurs. 

Any person may directly request the Information Commissioner to make an assessment of the data controllers' processing, if they believe they are affected by the processing of 
personal data by a force. This may lead to the Information Commissioner taking enforcement action . 

Where the appeals process relates to the use of the exemption under DPA section 28 (national security) the force should contact the ACPO director of information. 

Subject access 

Personal data must be processed in accordance with the rights of the data subject. Subject to exemptions ( DPA section 7) individuals 
have a right of access to their personal data processed by a data controller - a process known as subject access. Subject access is a 
statutory right that forces must accommodate and should not be seen as an alternative or replacement for routine disclosures. Where 
personal data forms part of a document, the subject right is only on the personal data, and not the document itself. It may, therefore, be 
necessary to extract the information from the document and reproduce it into another Word document or spreadsheet. This should be 
determined on a case-by-case basis and could be necessary where, for example, the disclosure of an intelligence record or part of a 
record or memo would reveal only a small amount of data that is considered to be the subject's personal data. 

This process will also allow the practitioner not to reveal the extent of any redaction. 

In some instances it might be more appropriate and easier for the data controller to provide the actual document. 

Following a valid request, an individual is entitled to be: 

• informed of whether their personal data is being processed by a force and, if so, to be given a description of 

- the personal data 

- the purposes for which they are being processed 

- those to whom they are or may be disclosed 

• given a copy of any personal data held and, where necessary, this information 

- must be a permanent copy of the data unless doing so would involve disproportionate effort or the individual agrees otherwise 

- must be in an intelligible form explained to the individual 

• given details of the source of the data, if available - the data controller is not obliged to disclose this information where the source of the data is, or can be identified as, an 
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Managing subject access requests 

Forces must ensure that there is a link on their public-facing website to the ACRO website. Forces should also publish the template 
subject access form (SA2) for non PNC data, on their public-facing websites and/or have the templates available on request and ensure 
that arrangements are in place to recognise subject access requests (SARs) that may be made via other routes, for example, complaints 
departments (or equivalent). 

Single requests for both FOIA and DPA data must be coordinated. 

Types of subject access requests 

Subject access requests are initially assessed against the DPA subject access provisions. If the request is unsatisfactory, the requestor must be advised accordingly and as soon as 
possible. Subject access requests can be divided into two categories. 

1. PNC - these requests are carried out by ACRO in accordance with the ACPO, ACRO Data Processing Agreement . 

2. Non-PNC - these requests are carried out by forces. Where these requests involve data sourced or in operational use by another force, the request should be considered in 
liaison with those forces prior to response. 

Officers and staff should encourage requestors to apply to the force where they reside or most recently resided. They should direct requests for personal data held or processed by 
a particular force to that force in a timely manner. Forces should keep requestors up to date on the progress of their applications as necessary. 

Validating requests 

A valid data subject access request must be: 

• in writing - with reasonable information to allow the force to locate the personal data. Forces cannot compel applicants to use 
the subject access templates. 

• accompanied by the required fee (£10) - forces must charge a standard fee, subject to the statutory maximum. Where a single 
request is made for personal data that is held on both the PNC and non- PNC, forces can charge only one fee. 

• subject to validation of the applicant's identity. 

Finding and retrieving relevant information 

Extensive efforts should be made to find and retrieve the requested information as soon as the application is received. This may include 
contact with the relevant business area lead to identify the data and any prejudice in its disclosure. This process should be auditable and 
the decisions and rationales should be recorded. Any decision on these matters should reflect the right of the subject and the 
requirement to respond within the statutory timescale. 

Forces are not required to do things that would be unreasonable or disproportionate to the importance of providing subject access to 
the information. 

Forces must consider all personal data in their possession when they receive a subject access request, irrespective of where that personal data originated from. Forces may write to 
the provider of the information to ask formally for their views on disclosure of any personal data to the requestor. This correspondence could indicate that unless an objection was 
received before the end of the 40-day deadline, the police force may disclose the personal data sought. The final decision on disclosure rests with the force receiving the subject 
access request. 

Any personal data produced from a search, relating to the requestor, must be scrutinised by relevant staff (normally by the information system owner, data protection officer and 
others as necessary). 

Further clarification of the request 

Before responding to a subject access request, forces may ask the requester for further information to find the data in question. Forces need not comply with the request until this 
has been received. Officers should not delay responding to a request unless further information is required to help them find the data in question. 

Clarification may include: 

• time periods 

• emails between certain people 

• location/storage. 

Routine amendment and deliberate destruction 

The information supplied in response to a subject access request must reflect the personal data held at the time the request was 
accepted by the police force. However, forces may take account of any routine amendment or deletion made between receiving and 
responding to a request, provided that it had not been made as a result of receiving the request. 

Under FOIA section 77. it is an offence for a force to alter, deface, block, erase, destroy or conceal information and personal data sought 
under the subject access and FOIA, if it is done with the intention of preventing the disclosure of all or part of the information and 
personal data sought. 

Withdrawal and requests 

Where a subject access request is withdrawn, forces are encouraged to obtain confirmation of the withdrawal in writing. 

Circumstances when information and personal data may be withheld 

Access to personal data sought under the subject access process may be withheld in the following circumstances: 

• third-party personal data 

• disproportionate effort 

• subject access exemption. 

There may also be statutory obligations that further restrict the disclosure of personal data. 

Third-party personal data 

Forces may not be obliged to disclose data relating to someone other than the requestor. Due regard has to be given to a balance of 
interest of those concerned. It may be appropriate to disclose: 

• the staff name or other identifiers, where they are acting in an overt professional capacity 

• a statement or a transcript of a 999 call provided by the requestor where they refer to third parties (and these are their spoken 
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Disproportionate effort 

Where disproportionate effort is appropriately claimed, the force will be required to look for alternative means to supply access to the 
personal data. The following factors will be considered as part of any deliberations on disproportionate effort: 

• information/assistance the requestor has provided to identify the personal data 

• what a reasonable person would believe to be a reasonable amount of effort 

• extraction/redaction time needed, depending on the complexity of the information and the manner in which it is stored. For 
example, the request for personal data is contained on an old computer system. The system is such that the information can only 
be viewed on screen and cannot be exported or printed. 

Subject access exemptions 

There are a number of exemptions within the DPA that recognise that there may be a public interest in withholding personal data 
sought under subject access. Exemptions must only be used on a case-by-case basis, to the extent necessary, and not as a blanket to 
withhold all the information captured. When an exemption is applied and personal data is not disclosed under the subject access 
process, forces should record the reasons for applying the exemption, in case it is necessary to defend the force's position to the 
Information Commissioner. 

The exemptions provided under the DPA, as outlined below, are commonly used by the police service for subject access. 

National security 

Forces are allowed to withhold personal data sought under subject access for the purpose of safeguarding national security. The DPA section 28 exemption is not restricted to non¬ 
disclosure under subject access, but also applies to most of the DPA where necessary, to protect processing for national security purposes. 

When a force is considering whether a DPA section 28(1) applies, it may decide that a DPA section 29(1) also applies. In which case it may be content to rely on the DPA section 
29(1) exemption. 

The force must ensure that the DPO contacts the ACPO director of information before responding to such requests. A certificate signed by a Minister of the Crown, certifying that 
the use of the DPA section 28(1) exemption is required for the purpose of safeguarding national security, must be conclusive evidence of that fact. 

In the event of any appeal against the disclosure decision, the ACPO director of information must be informed immediately to issue further guidance. Throughout the above 
procedure, personal data should only be processed where absolutely necessary. 

Examples of national security exemptions . 

Crime and taxation 

The police are allowed to withhold personal data sought under subject access where disclosure would be likely to prejudice the 
prevention or detection of crime, apprehension or prosecution of offenders. 

When an applicant has requested access to information that is still part of an ongoing police investigation or criminal investigation into 
alleged criminal activity, it is recommended that the practitioner contacts the officer in charge and/or the Crown Prosecution Service 
(CPS) to advise of the subject access request and discuss the degree of prejudice and engaging the exemption. In cases where the 
personal data has been released to the requestor through disclosure under the Criminal Procedure and Investigations Act 1996 or any 
rule of law, it is unlikely that the exemption would apply. 

Where a case has been no further actioned or undetected, consideration should be given to the likelihood of the case being reopened, and the potential for prejudice to 
proceedings through a disclosure under subject access. 

Examples of crime and taxation exemptions . 

Health, education and social work 

An exemption can be applied ( The Data Protection (Subject Access Modification) (Health) Order 20001 to personal data if disclosure is 
likely to cause serious harm to the physical or mental health of the applicant or another individual. This exemption cannot be applied 
where the personal data is already known to the data subject. 

Before deciding if this exemption applies, forces must consult the health professional responsible for the clinical care of the requestor or, if there is more than one, the most 
suitable available health professional. Forces should record any refusal by the health professional to engage in the process(es). 

An exemption can also be applied where a third party is making the request on behalf of the requestor, and the requestor does not wish that information to be disclosed to the 
third party. 

In view of the sensitivity of personal data relating to a requestor's health, forces may wish to ensure that it is disclosed directly from the health professional to the requestor. 
Alternatively, it could be given to those handling the subject access request in a sealed envelope for onward transmission to the applicant. 

An exemption under The Data Protection (Subject Access Modification) (Health) Order 2000 could be considered where disclosure could cause serious harm to the physical or 
mental health of an individual. 
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Forces must be cautious when an applicant requests access to: 


• their personal data without knowing the full scale of the information held - practitioners must assess the impact of the disclosure on the mental health of the applicant and 
liaise as necessary with medical practitioners 

• injury photos or CCTV of an assault where the applicant was a victim - practitioners should discuss the impact with the officer in charge and medical practitioners, if 
necessary. 
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Regulatory activity 

Forces can withhold personal data sought under subject access where disclosure would prejudice regulatory activity conducted by the 
force, eg, internal investigations into dishonesty, malpractice or other serious improper conduct by police officers and special constables. 

Example of regulatory activity exemption . 

Manual data held by public authorities 

Category (e) data (any other data recorded by a public authority) is exempt from subject access if it is held in an unstructured manual file 
and relates to appointments, removals, pay, discipline, or other personnel matters in relation to service in any office or employment 


Further information 

DPA section 31(2) 

DPA section 31(3) 


Further information 




























































under the Crown or under any public authority. 

If a subject access request is received for category (e) data, the practitioner should consider: 

• if the applicant has specified or given a description of the data 

• if the FOI fees regulations can be applied 

• if the request for personnel information will engage section 33A. 

Appropriate fees limit (unstructured personal data) 

If the estimated cost of complying with a subject access request would exceed the appropriate fee limit, an exemption may apply. This is 
currently set at £450 or a total of 18 hours' work. The exemption does not cover the need to inform the requestor whether their personal 
data is being processed unless to do so alone would exceed the appropriate fees limit. 

Example of appropriate fees limit exemption . 

Miscellaneous exemptions 

Within DPA Schedule 7 there are a number of exemptions which could apply to a SAR. These include: 

• confidential references given by a force in relation to education, employment or provision of services 

• personal data consisting of records of the data controller's intentions in relation to negotiations with the data subject 

• personal data in respect of which legal professional privilege could be claimed. Legal opinion provided by the CPS may not be 
covered by this exemption. 

Examples of miscellaneous exemptions . 

Responding to requests 

When a request has been received and processed, forces must reply to the requestor within 40 calendar days, even if the force does not 
hold the personal data or relies on an exemption. The transmission must be via secure means and forces must take appropriate measures 
that reflect the sensitivity of the information being disclosed. Where the 40-day statutory period cannot be met, forces should contact 
the requestor to advise them of the delay. 

All personal data provided must be in permanent form, and be legible to the requestor. If it cannot be fully transcribed into an 
intelligible format, an explanation must be given. 

Generally, responses to requestors will either be full/partial disclosures or all exempt/nothing held. 

Full/partial (eg, some exempt) disclosure - from the personal details supplied in the request, forces must enclose the information the 
chief officer is required to supply under the provisions of the DPA. 

All exempt/nothing held - from the personal details supplied in the request, there is no information the chief officer is required to supply to the requestor under the provisions of 
the DPA. 

All responses should be sent directly to the applicant's home address, unless otherwise requested by the applicant. 

Information other than personal data 

Where forces retrieve personal data for disclosure to a subject access requestor, that personal data may also include information that is not the requestor's personal data. This other 
information may be disclosed to the requestor. Forces must recognise that this represents a provision of information beyond that required by the DPA. Forces should consider 
including a disclaimer. 

Fast track 

Forces should only fast track requests in exceptional circumstances. For example, for the requester to attend a funeral, where delay may cause the requestor significant financial 
loss, in the event of a short-notice employment offer, or where the force considers the requestor to have an exceptional and genuine reason through no fault of their own. 

Miscellaneous 

Criminal Procedure and Investigations Act 1996 

Where a subject access request results in the disclosure of copies of intelligence, crime files or prosecution files, forces should ensure that a record of or reference to that disclosure 
is available with the original documentation. 

Retention and deletion 

Information generated by a subject access request should only be retained for as long as is necessary (national retention schedule). Where circumstances suggest a longer 
retention, forces should consider whether the: 

• force's handling of the request has been, or is likely to be, subject to complaint 

• request is high profile in nature 

• request involved the use of unusual exemptions. 

Enforced subject access 

The DPA section 56 makes it an offence for a third party to require an individual to use subject access where the information sought is required by the third party in connection with 
employment purposes or the provision of services, and where the information would reveal prior conviction or caution details. 

Updating force records from subject access requests 

Where forces receive subject access requests from persons of interest to them for a policing purpose, they should consider, on a case-by-case basis, using information contained in 
the request to update or augment existing records or to create new records in accordance with national standards. For example, a new address, telephone number or bank details 
will be useful for updating intelligence records. 

Updates to the PNC will be carried out by ACRO following a subject access application. 

Multiple/duplicate previous subject access request 

At times a force may receive a subject access request from an individual who has made a previous subject access request. Forces should have procedures to identify multiple or 
duplicate subject access requests. Forces should consider: 

1. Is the subject access request a multiple/duplicate previous subject access request? 

2. Is the subject access request an entirely new request? 
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If the SARis a duplicate request, forces should return the fee. The force is obliged to provide only a single, intelligible and permanent copy of an applicant's personal data. The reply 
should provide the reference number, received and responded to dates of the original SARand a list of the personal data provided. If additions or amendments have been made 
since the original SAR, the relevant data should be considered for release. Fees for providing any additional copies are outlined in NPCC (2015) National Policing Guidelines on 
Charging for Police Services . 

If the request is for access to personal data processed since the previous application, this should be treated as a new subject access request rather than as a continuance of the 
original subject access request. Only information that has been obtained or amended since the initial disclosure needs to be considered for disclosure in this second request. 

Subject access requests from members of staff 

Subject access requests may be received from existing or ex-members of staff requesting access to information in relation to a grievance, employment tribunal or personal injury 
claim. The applicant might be seeking to access their personnel file or other personal data. 

An existing member of staff could be referred to the appropriate department, for example, HR or legal services. However, if the applicant is adamant that they want to submit a 
subject access request then it should be processed accordingly. 

Once a formal subject access request has been received from either an existing or ex-member of staff, the force must ensure that the applicant is afforded the same rights as any 
other applicant. 

Forces should ensure that disclosure is completed even if released previously under other legislation or processes. 

Requests for additional information 

After completing a subject access request, the applicant may contact the force to make a request to access additional personal data. The time period and the waiver of an additional 
fee will be at the discretion of the force. 

Additional subject access requests should be received within a reasonable time period, for example, six to eight weeks after the force has closed the initial request. No additional 
payment would be required. 

The additional request is not considered to be part of the original request and, therefore, is not subject to the same statutory deadlines. However, the practitioner should respond 
to these in a reasonable and timely manner to avoid delay. 

An additional subject access request does not include a request to access personal data that has been created or obtained by the force since the date of the original request. It 
would be reasonable for the practitioner to consider advising the data subject that they will need to make a further subject access request and pay an additional fee. 

Failed job applicants 

An individual who has applied to join the force or has failed the vetting process and is not permitted on site may make a subject access request to find out why. Forces may need to 
redact disclosures or apply exemptions. The DPO should work with the appropriate departments to provide the correct response. 

If references have been provided by an external organisation, the force will need to obtain either consent or objections to disclosure. If objections are raised, these will need to be 
considered under any exemptions. When contacting the organisation a copy of the reference, consent/objections form, self-addressed envelope and date to respond by needs to 
be included. The organisation should be informed that if a response is not received by that date then the assumption is that there are no objections. 

Joint applications 

If a request is received from an individual who requests access to information about them and another (eg, partner) the practitioner shall advise the applicant whether it is 
appropriate to gain access to personal data under DPA section 35(2) or DPA section 7. The practitioner should advise the applicant of the constraints around the release of third- 
party material unless consent is forthcoming concerning the other party. 

A parent may make a request on behalf of their child. If it is not clear on the application, the DPO should contact the applicant to discuss the child's age and mental capacity to 
establish if they can make their own request. Children older than 12 with no learning difficulties or mental health difficulties need to make their own subject access requests. 

The DPO should also establish parental responsibility using a birth certificate, adoption form or other legal document. 

Non-specific applications 

Applications that request access to all the information held or applicant's records are unlikely to be 
identify how, where and possibly when the applicant would have come into contact with the force, 
consider searching: 

• PNC 

• crime system 

• custody system 

• CAD, events, incident systems 

• domestic abuse systems 

• family protection systems 

• complaints systems 

• stop and search records. 

AN PR 

There are a number of considerations to be made when a suspect access request is received. 

• How can the practitioner be confident that on any ANPR hit the registered owner is the driver at that time? 

• Were there any ANPR hits by covert cameras? 

• Will releasing the information prejudice any ongoing policing operation involving the vehicle or applicant? 

The applicant will need to provide photo ID as part of their application for comparing with the ANPR photo. The ANPR photo can be 
compared with the photo ID. Once a positive comparison is made, forces can consider and disclose it under DPA section 7. 

The ANPR back office facility (BOF) will record the camera upon which the hit was made. The department responsible for ANPR should 
identify if it was covert or not. If it was covert and disclosure would prejudice an ongoing police operation, forces need to consider 
applying exemption the section 29(1) exemption. If the applicant was hit by a covert camera but was not part of an operation, disclosure 
would not prejudice the operation. 

If the force intelligence bureau believes that disclosure would prejudice an ongoing police operation, consideration needs to be given to 
applying exemption section 29(1). 

Prior to any disclosure, the practitioner could consider extracting the personal data from the BOF into a separate document, rather than providing a print direct from the BOF. 
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There is no obligation for a force to waive the £10 fee levied under DPA section 7. Forces should consider when fees can be waived. This may be when the application has been 
misplaced by the constabulary or if information is provided under DPA section 7 as part of a complaint. 

CCTV 

When personal data from CCTV systems is requested and the footage relates solely to the applicant, supplying it is relatively 
straightforward. Where the footage contains images of other parties, forces can often be faced with the technicalities, resource 
implications and costs of redacting such third-party images. As a consequence, forces have tended to rely on disproportionate effort 
exemptions to avoid these issues. 

This exemption should only be applied in the most exceptional of cases. Where it is unduly onerous to edit, blur or redact third-party 
images before supplying the data, forces should encourage the applicant to attend the police station to view the footage. Officers should make efforts to physically cover the 
screen to protect any detrimental third-party disclosure. Where this is not possible, a careful case-by-case assessment should be made to determine how unfair the intrusion is into 
the privacy of the other parties. 

Forces should be mindful that if they edit/pixelate footage for viewing, it will difficult to later rely on DPA section 8(2)(a) to prevent release of a permanent copy to the applicant as, 
to a certain extent, the costs, resources and time taken to blur the third parties may have already been expended. 

Undetected crime reports 

When receiving requests for access to crime reports, forces should consider whether the crime is under investigation or could be 
reopened. 

It is recommended that the practitioner considers applying the DPA section 29(1) exemption to withhold specify detailed reasons why 
charges are not brought or the case has been no further actioned. 

Right to prevent processing likely to cause damage or distress 

An individual has a right to require that a force does not process their personal data in a manner that causes or is likely to cause 
unwarranted substantial damage or substantial distress to themselves or another person. This is known as a data subject notice or 
section 10 notice. Forces must issue a response to such a notice within 21 calendar days. 

The processing may be legitimate under DPA section 10(2)(a), where any of the conditions in DPA paragraphs 1 to 4 of Schedule 2 are 
met. 

The condition most likely to apply to the police is paragraph 3 of Schedule 2. The processing is necessary for compliance with any legal 
obligation to which the data controller is subject. This applies to policing information that is still required in order to allow chief officers to carry out their statutory obligations. 

This right to serve a data subject notice applies whether the individual objects to the processing taking place at all, or whether the objection relates specifically to processing for a 
particular purpose or in a particular way. 

Preventing direct marketing 

Subject to certain exemptions, an individual has the absolute right to request in writing that a police force stops within a reasonable 
time, or does not start, using their personal data for direct marketing purposes. This includes the communication by any means (eg, mail, 
email, telephone, door-to-door canvassing) of any advertising or marketing material directed at particular individuals. Forces must issue a 
response to such a request within 21 calendar days. 

The DPO should have regard to this right as there will be circumstances where it can apply in the policing context, eg, crime prevention advice and services and staff offers. 

In the unlikely event that such a request is received, it will be forwarded as soon as possible upon receipt to the DPO to coordinate the response. 

Automated decision taking 

Subject to certain exemptions, an individual has the right to require that a force ensures no decision that would significantly affect them 
is taken by the force or on its behalf purely using automated decision-making software. The right must be exercised in writing. If there is 
a human element involved in the decision making, the right does not apply. A response must be issued within 21 calendar days. 

Automated decision taking may include: 

• issuing a court summons to a person recorded as a vehicle keeper with the DVLA, on the basis of a safety camera reading without 
any further investigation or intervention 

• filtering job applicants using psychometric testing scores without any subsequent human analysis. 

The DPA provides for the exemption from such provisions of certain decisions reached in this way. These are called exempt decisions. 

Compensation 

Any claim for compensation arising from this provision will be forwarded to the force's legal services department (or equivalent). 

Examples of breaches that have led to compensation claims . 

Correcting inaccurate personal data 

A data subject has the right to seek a court order for the rectification, blocking, erasure or destruction of inaccurate personal data 
processed by a force. 

On initial application by the data subject to correct inaccurate data, and before any approach to a court for such an order, the force 
should proactively address any issues identified for which there are justifiable grounds for correction. 

Requesting an assessment from the Information Commissioner 

A person can request the Information Commissioner to make an assessment, if they believe that they are affected by the processing of 
personal data by a force. Requests could lead to the Information Commissioner serving enforcement notices, information notices, and 
special information notices on forces. 

Complaints and resolutions 

The DPO must coordinate the response to complaints and disputes regarding force processing of personal data. The following should be considered: 

• complaints should be made in writing to the DPO as the initial point of contact 

• forces should offer the complainant assistance in writing the letter 
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• the DPO should ensure that the identity of the complainant is valid 

• the DPO should ensure that a formal process is in place with the professional standards department and other relevant departments in order to establish who will handle 
the dispute 

• data subject rights. 

Where the complaint relates to: 

• personal data owned by another force or organisation - the dispute should be directed to that force or organisation's DPO 

• information released as part of a Disclosure and Barring Service (DBS) enquiry - the complainant should be directed to the DBS complaints procedure 

• allegations of arrest/conviction information - consideration should be given to taking elimination fingerprints to prove/disprove whether the complainant was the person 
originally arrested/convicted 

• historic information held on the PNC - the person handling the dispute should consider requesting microfiche, where available, from ACRO 

• personal data processed on an information system - the matter should be referred to the information asset owner. 

The DPO must attempt to identify any complaint patterns and trends that may indicate that remedial action is required - for example, the provision of further training, guidance or 
audit. 

A DPO must have a process in place for managing subject access appeals and complaints. The process(es) may take the form of an internal review procedure, followed by referral to 
the Information Commissioner. 

Principle 7 - security and protective measures 

Forces must take technical and organisational measures against unauthorised or unlawful processing of personal data and against 
accidental loss or destruction of, or damage to, personal data. 

Responsibility for information security issues rests with force security boards or equivalent, and day-to-day responsibility normally lies 
with the force information security officer (ISO). However, DPOs have a responsibility to advise on the legal requirements and must be 
consulted on matters relating to personal data. 

The seventh principle places obligations upon forces that use data processors to carry out tasks on their behalf involving the use of 
personal data. Forces must choose a data processor that provides sufficient guarantees (technical and organisational security measures). 

Forces must ensure that the: 

• processing by the data processor is carried out under a contract (known as a data processing contract) whereby the data 
processor is to act only on instructions from the force 

• data processing contract requires the data processor to comply with obligations equivalent to those imposed on the chief officer 
by the seventh data protection principle 

• data processor notifies the Information Commissioner, where necessary. 

Data processing contract 

Forces must ensure that data processing contracts are developed where required. Data processing contracts will specify what the data 
processor is and is not permitted to do and will usually cover some/or all of the following: 

• collection 

• use and disclosure 

• security 

• staff training 

• vetting of staff 

• confidentiality agreements 

• weeding/retention/disposal 

• subject access and freedom of information provisions 

• audit/inspection of data processor by the force 

• indemnity. 

The DPOs will provide advice and guidance to the force in choosing data processors. The DPO will liaise with contracts and supplies departments to identify occasions where 
procurement contracts involve access to police information assets or premises in order to ensure appropriate terms and conditions are included in the contract. Many contracts 
require bespoke terms and conditions. 

Where forces identify that a data processor is carrying out similar processing for other forces, they must inform the data protection portfolio group. If it processes personal data 
outside the EEA, the eighth principle will apply. 

Forces should ensure that there are monitoring arrangements in place during the life of the contract and on its conclusion a review to ensure that the terms and conditions have 
been met. This will include arrangements for any breach of the contract, such as data breaches. 

Data protection/information system operating rules 

Information asset owners must document how information systems containing personal data under their responsibility will be operated in accordance with the DPA. Data 
protection operating rules or information system operating rules will set out standards, policies and procedures to ensure that fair and lawful processing, disclosure, data quality 
review, retention and disposal, training, security - as required by the principle - are appropriately dealt with. 

Forces must prioritise the review, or creation of data protection/information system operating rules for those information systems containing the most sensitive and operationally 
impactive information and personal data. 

Once completed, the data protection/information system operating rules will be made available to the DPO and all users of the information system, as part of their system training. 
Data protection/information system operating rules should be: 

• developed in accordance with the DPA principles by those responsible for developing RMADSs for those systems 

• closely related to security operating procedures (SyOPs) - SyOPs provide the rules by which information systems and services must be operated. 

Security of personal data in decommissioned police premises 

DPOs will need to ensure that where a force vacates premises, appropriate measures are in place to manage the disposal or removal of 
personal data and other information assets, whether in digital or hard copy. The measures should form part of the overall 
decommissioning process(es) and should involve: 
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• removing all IT equipment to secure premises and, where necessary, overwriting digital data in accordance with relevant information assurance standards and policy 














































• removing all documents, posters, signs and, where necessary, transferring them securely or disposing of them in accordance with relevant information assurance standards 
and policy 

• a police search adviser (PolSA) to ensure that no personal data or information assets remain at the premises being decommissioned. 

Principle 8 - transfer outside the European Economic Area 

Personal data must not be transferred to a country or territory outside the European Economic Area ( EEA) unless that country or territory 
ensures an adequate level of protection for the rights and freedoms of data subjects, in relation to processing their personal data. 

Forces may transfer personal data to UK government facilities such as embassies or consulates - these are considered to be UK territory 
and, therefore, are not transfers beyond the EEA. 

The DPO should have regard to this principle as there will be circumstances where it can apply in forces, eg, where third parties are used 
to process data outside the EEA or individuals on overseas enquiries. 

Schedule 4 of the DPA sets out a list of circumstances where the eighth principle does not apply. These exemptions cover instances 
where forces are likely to transfer personal data beyond the EEA. In addition, DPA section 28 provides an exemption from the eighth 
principle where the application of the exemption is necessary to safeguard national security. The eighth principle is unlikely to present a 
barrier to operational policing. When considering transfers or personal data outside the EEA, forces should adopt a four-stage response: 

• Stage 1 - ensure the other seven principles are being complied with before moving onto stage 2. 

• Stage 2 - identify whether a Schedule 4 condition applies - where it does not apply, forces should move to stage 3. Where it does apply then DPA Principle 8 does not need 
to be considered. 

• Stage 3 - ensure that the EEA and the circumstances surrounding the transfer provide the data an adequate level of protection - where adequacy is satisfied the transfer is 
not precluded by the eighth principle, where it is not then forces should move to stage 4. 

• Stage 4 - consider whether contractual conditions can be applied to the transfer in order to help safeguard the personal data - where contractual conditions can be made, 
the transfer is not precluded by the eighth principle. 
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Operation Herne 

23. Following the impressive work of The Guardian in revealing these practices, on 5 February 2013 we called DAC 
Gallan to give oral evidence to explain how the Metropolitan Police would deal with the situation. We were concerned 
to note initial confusion within the Metropolitan Police as to who holds responsibility for this issue. 

24. The Metropolitan Police is conducting a review and investigation of the use of undercover officers by the former 
MPS Special Demonstration Squad. This review is known as Operation Herne. The Operation was launched in October 
2011 and has so far cost £1.25m, including the cost of 20 officers plus 11 staff working on the operation. However, no 
disciplinary proceedings or arrests have yet been made. When we put it to DAC Gallan that this was a large public 
expenditure with little to show in terms of results, she said that the number of files being reviewed was immense and 
in various formats, from written documents to computer files. [27] We heard similar explanations in the early stages of 
the police inquiries into phone hacking, which were overcome by the crucial intervention of DAC Sue Akers. Similar 
decisive leadership will be needed to deal with this investigation. 

25. The Independent Police Complaints Commission opted for a "supervised investigation" mode of inquiry, which 
means that its involvement is limited to setting the terms of reference and receiving the investigation report when it is 
complete. Control of the review has, for the majority of the investigation, been in the hands of the Metropolitan Police 
itself, but two days after our oral evidence session on 5 February Commissioner Sir Bernard Hogan-Howe confirmed 
that the leadership of Operation Herne would be transferred from DAC Gallan to Chief Constable Mick Creedon (of 
Derbyshire Police), because he believed that public confidence would best be preserved by appointing an independent 
chief constable. We note that senior leaders were aware of these issues for several months before the change in 
leadership. It is important that in future objectivity is ensured from the outset and not only when an operation comes 
under scrutiny. 

26. For the sake of families whose dead infants' identities may have been used as legends, it is imperative that 
Operation Herne is expedited with all possible haste. It is shocking that the practice of using deceased infants' 
names was apparently a surprise to senior officers and it is vital that the investigation establish quickly how 
high up the chain of command this practice was sanctioned. Once the identity of the senior responsible leaders 
has been established, the matter should be referred directly to the IPCC, which should then investigate the 
matter itself, rather than sign off on a "supervised" inquiry. 

27. DAC Gallan told us that she first knew of the use of dead children's identities in September 2012, but the 
parents of that dead child have still not been informed. We cannot understand what is taking so long. Families 
need to hear the truth and they must receive an apology. Once families have been identified they should be 
notified immediately. We would expect the investigation to be concluded by the end of 2013 at the latest. 
Although we welcome the transfer of responsibility for the Operation to a leader from outside the Metropolitan 
Police, we are concerned that the appointment of a serving chief constable may not be conducive to a swift 
conclusion. We have written to Chief Constable Creedon for clarity about how much of his time he will be able to 
commit to this important work. Responsibility for this matter has already passed from the MPS to local forces, 
from DAC Gallan to chief constable Creedon and, we trust, from ACPO to the College. Without a clear line of 
accountability, the risks of malpractice are multiplied. We will return to the question of leadership of internal 
inquiries and undercover policing standards in our work on leadership and standards in the police. 

28. We reiterate that in this kind of serious standards case the IPCC ought to run an independent investigation. 
This would be in keeping with the Home Secretary's statement to the House on 12 February 2013 that the IPCC 
would investigate all serious and sensitive allegations, in line with our recommendations. Funds for such an 
investigation should be provided by the professional standards department of the Metropolitan Police. In lieu of 
that independence, we will be asking to be updated on the progress of Operation Herne every three months. This 
must include the number and nature of files still to review, costs, staffing, disciplinary proceedings, arrests 
made, and each time a family is identified and informed. We will publish this information on our website. 


27 Q 170 Back 


© Parliamentary copyright 2013 


Prepared 1 March 2013 


A-z 

index 


Glossary Contact us Freedom of Information Jobs 


Using this 
website 


Copyright 












We use cookies to enhance your experience on our website. By clicking 'continue' or Continue 

by continuing to use our website, you are agreeing to our use of cookies. You can Find out more 

change your cookie settings at any time. 


Q 0 = 



Article Navigation 


First Documentation of In Vivo and In Vitro Ivermectin Resistance in 
Sarcoptes scabiei <© 

BartJ. Melita Shelley F. 

Currie Pearly Flarumal, McKinnon, Walton 

Clinical Infectious Diseases, Volume 39, Issue 1,1 July 2004, Pages e8-el2, https://doi.org/10.1086/421776 

Published: 01 July 2004 Article history ▼ 

PDF Cite Permissions Share ▼ 

Abstract 

Ivermectin is increasingly being used to treat scabies, especially crusted (Norwegian) scabies. However, treatment 
failures, recrudescence, and reinfection can occur, even after multiple doses. Ivermectin resistance has been 
documented for some intestinal helminths in animals with intensive ivermectin exposure. Ivermectin resistance has 
also been induced in arthropods in laboratory experiments but, to date, has not been documented among 
arthropods in nature. We report clinical and in vitro evidence of ivermectin resistance in 2 patients with multiple 
recurrences of crusted scabies who had previously received 30 and 58 doses of ivermectin over 4 and 4.3 years, 
respectively. As predicted, ivermectin resistance in scabies mites can develop after intensive ivermectin use. 


Topic: arthropods, ivermectin, sarcoptes scabiei, scabies, mites, crusted scabies 
Issue Section: Major Articles 


Ivermectin is increasingly being used to treat scabies, especially in those with hyperinfestation (crusted or 
Norwegian scabies) [1, 2]. Scabies is endemic in many remote Aboriginal communities in the Northern Territory 
of Australia, and a minority of patients develop crusted scabies. Unlike in most reports of crusted scabies, the 
cases we treat in these communities often involve no overt immunosuppression, and the reason that this select 
cohort develops hyperinfestation remains unclear [3]. We have been using ivermectin since 1992 to treat >50 
patients with crusted scabies. However, treatment failure or early recrudescence is common after single-dose 
ivermectin, and multiple doses have usually been required to achieve a cure [3]. With adequate treatment, there is 
excellent clinical response, with crusts fully resolved and normal skin or residual patchy depigmentation. 
Nevertheless, exposure of these susceptible individuals to scabies in their communities continues, and recurrent 
crusted scabies several months to a year after initial cure is common [4]. By means of genotyping of Sarcoptes 
scabiei mites from patients with repeated infestations, we found that, although the majority of recurrent scabies 
are probably the result of reinfestation from inadequately treated contacts, there was evidence that, in cases of 
severe crusted scabies, even treatment with 3 doses of ivermectin administered 14 days apart may be inadequate 
to prevent relapse [5]. We therefore increased the ivermectin regimen for patients with severe crusted scabies to 
5 doses (each 200 pg/kg) administered on treatment days 1, 2,15,16, and 29, on the basis of a protocol for 
strongyloidiasis complicating AIDS [6]. 





By use of a simple in vitro assay to assess the survival of scabies mites on petri dishes coated with various 
acaricides, we previously found no evidence of decreased ivermectin sensitivity in mites obtained from patients 
who were administered multiple courses of ivermectin [7], including 1 patient who had had received >50 doses. 
However, we now report 2 patients with recurrent severe crusted scabies who developed in vivo and in vitro 
resistance to ivermectin after receiving multiple ivermectin doses. 


Materials and Methods 

Larvae, nymphal instars, and adult S. scabiei were separated from skin scrapings obtained from patients with 
crusted scabies before and during treatment. Ovicidal activity was not measured. To circumvent differences in 
survival ability, all mites were tested within 3 h of being obtained, as described elsewhere [7]. The determination 
of sensitivity to ivermectin of mite populations was assessed at a concentration of 100 pg/g of ivermectin 
(Equimec Paste; Merial Australia) diluted in Emulsifying Ointment British Pharmacopoeia 88 (BP88) (Sigma 
Pharmaceuticals). In earlier studies in our laboratory, we had established 100 pg/g as the ivermectin 
concentration for in vitro testing, which was adapted from the in vitro acaricidal experiments of Brimer et al. [8]. 
At a concentration of 100 pg/g ivermectin, we demonstrated a mean S. scabiei mite killing time of 60 min [ 7]. 
Approximately 0.1 g of the test product was applied in a thin layer with cotton swabs to the bottom, top, and 
sides of 36-mm petri dishes. BP88-coated petri dishes were used as controls. Determination of mite survival 
after placement on the petri dishes was as described elsewhere [7]. 

Results were analyzed by use of a log-rank test for survival (SPSS software, version 10.0.5; SPSS). The study was 
approved by the Human Research Ethics Committee of the Northern Territory Department of Health and 
Community Services and Menzies School of Health Research. 


Results 


Case report 1. A 36-year-old Aboriginal woman from a remote coastal community in the tropical Top End of the 
Northern Territory of Australia sought care in January 2000 for severe crusted scabies involving hands and feet, 
thighs, trunk, and buttocks. She had a history of recurrent crusted scabies since 1992. The results of multiple 
immunological investigations, including serological testing for HIV and human T cell leukemia virus 1 (HTLV-i), 
were negative, and T cell subsets were normal. Since 1995, the patient had received 30 doses of ivermectin, 17 of 
which were administered during 1999, including 2 doses that were administered in December 1999. A further 
course of therapy with ivermectin together with topical 5% permethrin cream and topical keratolytic therapy 
with 10% urea and 5% lactic acid in sorbolene cream was initiated. Live S. scabiei mites from skin scrapings were 
seen microscopically up to day 26 after commencement of ivermectin therapy, by which time in vitro testing had 
shown decreased sensitivity of mites, with some mites alive 9 h after in vitro exposure to ivermectin at a 
concentration of 100 pg/g (figure 1). Because no in vitro resistance to the other acaricides tested was observed, 
topical 5% permethrin cream was increased to treatment on alternate days, and the condition of the patient's 
skin steadily improved, with the first clear skin scrapings occurring on day 30 after initiation of therapy. Two 
months later, the patient had no evidence of scabies, but there was considerable depigmentation of her hands and 
feet. In April 2001, she again presented with crusted scabies, but in vitro testing showed no ivermectin resistance 
(figure 1), and she responded to 7 doses of ivermectin administered at a higher dose (21 mg per dose, at a 
concentration of 280 pg/kg) over a 28-day period with topical 25% benzyl benzoate and keratolytic therapy. 


Figure 1 
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Kaplan-Meier survival curves of scabies mites obtained from patient 1 in 1999 (n = 10), 2000 (n = 14), and 2001 (n = 9) after admissions to the 
hospital for treatment of crusted scabies. Mites were tested in petri dishes coated with ivermectin at a concentration of 100 pg/g. *P = .0048. 

Case report 2. A 47-year-old Aboriginal man from a different remote Top End community presented in August 
2000 with severe crusted scabies involving all limbs, buttocks, and lower back. Since 1996, he had received 58 
doses of ivermectin for multiple episodes of recurrent crusted scabies. The results of multiple immunological 
investigations, including serological testing for HIV and HTLV-i, were negative, and T cell subsets were normal. 
The patient received seven 18-mg doses of ivermectin at a concentration of 270 pg/kg during the next 30 days, 
together with topical 5% permethrin cream alternating with topical keratolytic therapy with 10% urea and 5% 
lactic acid in sorbolene cream, and subsequently 12% salicylic acid in cetomacrogel cream. He also required 
intravenous antibiotics to treat secondary sepsis. Although there was gradual clinical improvement during a 
month of treatment, multiple live mites were still present on days 12,19, and 26 after commencement of 
ivermectin therapy, and the patient had to leave the hospital for family reasons after receiving his seventh dose 
of ivermectin. The patient subsequently returned to the hospital 3 weeks after receiving his last dose of 
ivermectin, and the condition of his crusted scabies was clinically worse than at the time of discharge. There were 
numerous live mites still present. In vitro testing of mites obtained at admission showed some with prolonged 
survival, after exposure to ivermectin at a concentration of 100 pg/g (figure 2). 

Figure 2 
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Kaplan-Meier survival curves of scabies mites obtained from patient 2 in 1997 (n = 7), 2000 (n = 63), and 2001 (n = 13) after admissions to the 
hospital for treatment of crusted scabies. Mites were tested in petri dishes coated with ivermectin at a concentration of 100 pg/g. *P< .00001. 

Because of the failure of our standard topical therapy regimen and the apparent in vitro and in vivo ivermectin 
resistance, we commenced therapy with topical 25% benzyl benzoate with tea tree oil added (to make a 5% tea 
tree oil solution). The rationale for this was that benzyl benzoate and 5% tea tree oil were consistently the topical 
scabicides that killed scabies mites the quickest in our earlier in vitro studies [7]. The severe burning sensation 
that the patient felt for several minutes after application of the benzyl benzoate was controlled by inhalation of 
50% nitrous oxide/50% oxygen mixture. He was administered 11 doses of the combination topical therapy over a 
4-week period, as well as a further 7-dose course of ivermectin therapy (18 mg/dose), and the condition of his 





















skin rapidly improved. Skin scrapings obtained 10 days after this therapy was initiated showed only 2 of 100 
mites to be alive, and at 20 days, no mites were present. At discharge, the patient had no clinical or microscopic 
evidence of scabies, although there was considerable depigmentation of his feet and lower legs. In May 2001, he 
again presented with crusted scabies, but in vitro testing showed no evidence of ivermectin resistance (figure 2). 
His illness responded to 6 doses of ivermectin administered over a 21-day period together with topical 25% 
benzyl benzoate/5% tea tree oil and topical keratolytics. 

Figure 3 shows in vitro survival curves for ivermectin exposure for the mites obtained from patients 1 and 2 after 
their admissions in 2000 (at which time in vivo ivermectin resistance was present), compared with that for mites 
obtained from patients 1 and 2 at other admissions and that for mites from 3 other patients with crusted scabies. 


Figure 3 
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Kaplan-Meier survival curves of ivermectin-resistant scabies mites obtained from patients 1 and 2 in 2000 (n = 77), in comparison with 
nonivermectin-resistant mites obtained from patients 1 and 2 and from 3 other patients with crusted scabies (n = 50). *P < .00001. 


Discussion 

To our knowledge, this is the first report of in vivo or in vitro ivermectin resistance in S. scabiei. Ivermectin 
insensitivity or differential responsiveness has emerged as a major problem in a number of intestinal nematodes 
of goats, sheep, and cattle, with most cases being related to intensive ivermectin use over a period of several 
years [9,10]. No ivermectin-resistant arthropod has previously been reported from any animal or human 
infestations or field situation [9,10], although there are reports showing ivermectin resistance can be induced in 
the laboratory under intense drug exposure in the horn fly ( Haematobia irritans ) [11], fruit fly ( Drosophila 
melanoqaster) [12], and a species of tick ( Boophilus microplus ) [13]. 

The potential for development of ivermectin-resistant S. scabiei was a concern in treating our patients, who have 
required many doses of ivermectin for treatment of their recurrent crusted scabies [5, 7]. Unlike most patients 
previously documented with crusted scabies, our patients have not had a severe immunosuppressive illness and, 
therefore, have survived long enough to require an unprecedented number of ivermectin doses. The reason for 
the development of crusted scabies in our patients remains uncertain, although the possibility of a specific 
immune defect predisposing them to hyperinfestation with S. scabiei is currently being investigated. Genotyping 
studies [5] and the development of ordinary scabies in hospital staff who were infected from these patients with 
crusted scabies make differences in S. scabiei virulence an unlikely explanation. 

The exact mechanisms of ivermectin action and resistance remain to be elucidated and appear to vary between 
organisms. Ivermectin inhibits signal transmission at the neuromuscular junction of some arthropods by 
stimulating release of the inhibitory neurotransmitter gamma-aminobutyric acid from presynaptic nerve 
terminals [2]. However, paralysis and death of invertebrate nerve and muscle cells has also been attributed to 
ivermectin binding to glutamate-gated chloride channels, resulting in increased chloride ion permeability and 
hyperpolarization [14]. Ivermectin is also believed to bind to and be transported by a P-glycoprotein membrane 












transport protein [15]. These efflux pump proteins are thought to be involved in the multidrug-resistance 
phenotype seen in some human cancers, and mutations in the Plasmodium falciparum gene encoding the P- 
glycoprotein homologue have recently been shown to confer antimalarial drug resistance [16]. Alterations in P- 
glycoprotein gene structure and/or its transcription have been described in ivermectin-resistant sheep nematode 
parasites, Haemonchus contortus [15]. Another potential mechanism for ivermectin resistance is mutation in the 
glutamate-gated chloride channels that modulate ivermectin activity. There is also support for this mechanism 
from other studies with H. contortus [17] and from chemical mutagenesis studies in fruit flies [12]. It is therefore 
possible that, under intense drug selection pressure, mutations of scabies P-glycoprotein encoding genes and/or 
of the gene family encoding the glutamate-gated chloride channels may account for our cases of ivermectin 
resistance. 

The presence of ivermectin-sensitive mites in the recurrences that our 2 patients experienced in 2001 suggests 
that the earlier ivermectin-resistant scabies infections were eradicated, but that our patients were reinfected 
from contacts after they returned to their communities. These 2 patients have had 74 and 91 doses of ivermectin, 
respectively. Attempts at prophylaxis against recurrent infection by giving monthly ivermectin doses have failed 
to prevent the infection in several individuals we have treated (unpublished results). We are currently assessing 
the administration of topical therapy with permethrin or benzyl benzoate once every 2 weeks as prophylaxis for 
high-risk individuals who have had recurrent crusted scabies. However, we are concerned about the possible 
emergence of resistance to these topical therapies with such a program. Although resistance of head lice 
(Pediculus capitis) to 1% permethrin has been widely reported [2, 18], there has to date been no documented 
clinical evidence of tolerance of scabies mites to 5% permethrin [19], although we reported evidence for 
increasing in vitro killing time [7]. Our in vitro testing also showed that 25% benzyl benzoate killed scabies mites 
more quickly than did 5% permethrin [7], but clinical resistance to benzyl benzoate has been suspected 
elsewhere [20]. Lindane (1% gamma benzene hexachloride) has been successfully used for many years in treating 
scabies [21], but in vivo and in vitro mite resistance to lindane has occasionally been documented [ 2, 22-24], and 
lindane has been withdrawn from sale in several countries, including Australia, because of well-documented but 
rare instances of neurotoxicity and aplastic anemia [25]. 

The rapid in vitro scabicidal action of 5% tea tree oil [7, 26] and its successful use in combination with benzyl 
benzoate in 1 of our patients warrants further study of this (and possibly other) combination topical therapies. 

We found that the combination of 5% tea tree oil in 25% benzyl benzoate killed scabies mites in vitro at least as 
quickly as benzyl benzoate alone (unpublished observation). 

Initial recommendations for the use of ivermectin to treat crusted scabies were for a single dose at a 
concentration of 200 pg/kg, with a second dose administered 2 weeks later for refractory cases [1]. The 
importance of concomitant keratolytic therapy and topical scabicides to kill mites in the thick crusts has been 
emphasized [1, 2, 27, 28]. The difficulty in eradicating scabies mites in patients with particularly severe crusted 
scabies was supported by the presence of live mites in 1 patient 19 days after ivermectin therapy was initiated, 
despite a good (but incomplete) clinical response; in vitro testing showing no evidence of ivermectin resistance 
[28]. A recent comparative study concluded that, in treating cases of ordinary scabies, a single application of 5% 
permethrin cream was superior to a single 200 pg/kg dose of ivermectin [29]. It was suggested that ivermectin 
may not be ovicidal because of inadequate penetration of the thick eggshell, as well as possibly being ineffective 
against the younger stages of the parasite inside the egg because, at that point in the life cycle, the parasite's 
nervous system has not yet developed. This supports the rationale for a second dose of ivermectin to kill mites 
emerging from eggs after administration of the first dose. However, the timing of the second dose may be 
important: a study of experimental scabies challenge in pigs showed efficacy of ivermectin persisting for only 9 
days after administration of a single dose [30]. Therefore, a weekly dosing interval may be superior to dosing 
every 2 weeks in treating cases of crusted scabies. The possibility of the use of doses exceeding 200 pg/kg has 
also been raised [27, 31]. 

In light of concerns that a 2-week dosing interval is inadequate, we have further modified our protocol for 
treating recurrent crusted scabies to a 5-dose regimen with doses of 200 pg/kg administered on days 1, 2, 8, 9, 


and 15 of therapy, with an additional 2 doses on days 22 and 29 for the most severe cases. Further dosing and 
dose-interval studies are required in order to define optimal ivermectin regimens for treating crusted scabies of 
varying degrees of severity. 

The emergence of ivermectin resistance in S. scabiei after intensive ivermectin use over a period of several years 
reflects the failure to control the current community epidemics of scabies in our region, with treated individuals 
often being reinfected from untreated contacts. There is now an even more urgent reason to focus on 
community-based prevention and control programs [4, 23]. 
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Foreword 


On 14 March 2010, The Observer newspaper published a series of articles 
regarding the role of ‘Officer A’ within the Special Demonstration Squad (SDS). 

On 22 January 2011 , The Guardian newspaper published what was the first in a 
series of articles that identified the source as a police officer identifying himself as 
Peter Black. On 23 June 2013 The Guardian disclosed that their source was Peter 
Francis. It is believed that Officer A, Peter Black and Peter Francis are the same 
person. On 24 June 2013, Peter Francis appeared on the Channel 4 Dispatches 
programme. On 25 June 2013, the book ‘Undercover - The True Story of Britain’s 
Secret Police’ was released for sale. The media articles, the television programme 
and the book broadly reflect the following allegations: 

• That SDS officers’ engaged in sexual relationships whilst deployed. 

• That the SDS used deceased children’s identities in the creation 
of their covert identity. 

• That the SDS targeted ‘Black Justice Campaigns’. 

• That SDS officers appeared at court in their covert identities. 

• That SDS officers supplied intelligence to The Blacklist’. 

• That SDS officers were tasked to gain information that might be used 
to ‘smear’ the Stephen Lawrence family. 

• That Family Liaison Officers assigned to the Stephen Lawrence family 
reported intelligence to Special Branch. 

• That SDS officers were tasked to gain information that might be used 
to ‘smear’ Duwayne Brooks. 

• That he was prevented by senior officers from disclosing SDS 
involvement to the Macpherson Inquiry. 

Following these allegations Operation Herne was tasked to complete a detailed and 
timely investigation into those claims. At the Commissioner’s request priority was 
afforded to the allegations which related to the Stephen Lawrence family, Duwayne 
Brooks and any impact on the Macpherson Inquiry. Mark Ellison QC, carrying out 
work on behalf of the Home Secretary, was provided with unequivocal access 
to all relevant material identified. Operation Herne has compiled a detailed and 
confidential report that has been provided to the Commissioner. 

The other allegations detailed above fall into the following categories: 

• Ongoing criminal investigations subject to Crown Prosecution Service 
consideration, such as allegations of sexual relationships and Misconduct 
in a Public Office. 


1 




• Ongoing civil actions lodged by individuals who claim to have been involved 
in sexual relationships with undercover officers. 

• The subject of previous Operation Herne reporting 
(Use of Deceased Children’s identities). 

• Ongoing enquiries to establish the scope of further investigation required. 
(Disclosure/Appearance at court in covert identities). 

The above allegations and enquiries are subject of agreed Terms of Reference and 
will be the subject of future detailed reporting once the various judicial proceedings 
have been completed. In addition Operation Herne will examine the broader 
Metropolitan Police Service (MPS) organisational issues and learning relating to the 
SDS and report on these to the Commissioner. 

This report has been necessarily abridged and redacted to ensure that potential risk 
and threat to a number of individuals is reduced and that tactics and operational 
activity are not compromised. 

References are made throughout this report to undercover officers. It should be 
stressed that the MPS maintains a ‘Neither Confirm Nor Deny’ (NCND) principle 
as to whether any individual is or was an undercover officer. There is clear reason 
for this, which is to protect the individuals in question and the work of undercover 
officers in general. 

Despite the public claims of Peter Francis, this report will not breach the principle 
of (NCND) and therefore will not confirm or deny if Peter Francis was ever an 
undercover police officer. To avoid placing any individual in danger this principle 
is paramount. To comment either way would raise clear inferences in other cases 
where no comment is made. This position is essential to ensure that danger and 
additional risk can be avoided. 

The detail contained within this report is deliberately and specifically limited to the 
allegations made by Peter Francis and the report does not seek to fully address 
the wider covert policing implications including the supervision, management and 
executive oversight of the SDS between 1968 and 2008. At a later stage Operation 
Herne will provide further reporting in relation to how the unit was tasked, the 
relationships with other agencies and the nature, extent and justification of the 
covert infiltrations carried out over the 40 years. Operation Herne will also report 
on the intelligence collection and dissemination processes and the recruitment, 
training, actions and behaviours of the officers. Operation Herne continues to 
comprehensively investigate criminal and misconduct matters and a number 
of areas of SDS operation. It is acknowledged that further detailed reporting of 
these wide ranging and significant issues is necessary to identify culpability, fully 
address public confidence and ensure any organisational learning is identified and 
embraced. 
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Executive Summary 

Allegation - Sexual relationships 
between SDS Undercover Officers 
and activists 


On 14 March 2010, The Observer newspaper published a series of articles 
regarding the role of ‘Officer A’ within the SDS. It claimed that he had slept with two 
(2) members of his target group. It was alleged that whilst this was not sanctioned, 
such activity among SDS officers - both male and female - was tacitly accepted 
and in many cases was vital in maintaining an undercover role. 

On 22 January 2011, The Guardian newspaper published an article that undercover 
police officers routinely adopted a tactic of promiscuity with the ‘blessing’ of senior 
commanders. The same article alleged that sex was used as a tool to help officers 
blend in, and was widely used as a technique to glean intelligence. The source 
stated that they knew of an undercover officer who married an activist he was 
supposed to be spying upon. 

On 24 June 2013, Channel 4 broadcast the programme ‘Dispatches - The Police’s 
Dirty Secret’. In it a Mr Peter Francis said: ‘that it was part of his persona, that he 
was the sort of person who had ‘casual sex’. 

He stated that he did not see any circumstance that long term relationships, 
especially the fathering of children can be condoned or allowed. He stated that he 
believed that ‘the use of casual sex by undercover police maybe warranted in very 
exceptional circumstances.’ 

There are currently a number of civil actions lodged against the MPS by females 
alleging intimate relationships with undercover officers. Three (3) children are 
alleged to have been born as a result of these relationships. Operation Herne has 
contacted the solicitors concerned in order to speak to the claimants. Only one (1) 
evidential account has been provided. At this time the other remaining claimants 
have not engaged with Operation Herne. 

No contact or complaint has been received from any individual claiming to have had 
a sexual relationship with Peter Francis. 

Independent legal advice has been sought in respect of what offences, if any, 
have been committed in these circumstances. No offences contrary to the Sexual 
Offences Act are deemed to be complete although the behaviour could amount 
to Misconduct in a Public Office. There is no evidence at this time to suggest 
sexual relationships between undercover officers and activists were ever officially 
sanctioned by the SDS management. 
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This remains an ongoing criminal investigation and an advice file has been 
submitted to the CPS. A case disposal decision is yet to be made. This will be the 
subject of further detailed public reporting once the various judicial proceedings 
have been completed. 


Allegation - Use of deceased 
children’s identities 


The practice of using deceased children’s identities is confirmed as a tactic that was 
used by the SDS. The method is reflected in the SDS ‘Tradecraft’ document, and 
was recognised at the time to be the most appropriate means available to provide 
undercover officers with a ‘legend’. 

This has been reported in detail in a previous report published by Chief Constable 
Mick Creedon on 16 July 2013. 

The Commissioner has publicly apologised for the distress the practice may have 
caused. 


Allegation - The SDS targeted 
‘Black Justice Campaigns’ 

A source known as ‘Officer A’ claimed in The Observer in March 2010 that the SDS 
‘targeted black campaigns’ that had been formed in response to deaths in police 
custody, police shootings and serious racial assaults. ‘Officer A’ also added that 
‘once the SDS got into an organisation it is effectively finished. This effectively made 
justice harder to obtain.’ 

Operation Herne has identified that undercover officers were tasked into groups 
across the political spectrum of the day to provide intelligence regarding potential 
public disorder. This included both the extremities of left and right wings, and 
animal rights groups. A tactic of ‘entryism’ was used by activists to promote 
their own political agendas. It was inevitable that undercover officers would find 
themselves reporting on these groups that would become embroiled with their target 
organisation. 

There are occasions where undercover officers did provide material that would 
now be considered as ‘personal information’. At that time, there was no relevant 
legislation to regulate such action as the concept of ‘collateral intrusion’ as defined 
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in current day legislation had not been defined. SDS undercover officers were not 
gathering evidence to support criminal investigations, but intelligence to prevent 
public disorder and criminality. 

There is no evidence identified of any direct tasking into ‘Black Justice Campaigns’ 
directly associated with Stephen’s murder. It is clear that in line with the strategic 
remit of the unit, the SDS sought to infiltrate and covertly report on a number of such 
groups/campaigns. It remains relevant and important to repeat that they were not 
gathering specific intelligence to support criminal investigations but were seeking to 
gain intelligence with a view to stopping violent protest or disorder. 


Allegation - SDS officers appeared at 
court in covert identities without the 
knowledge of the court 

On 19 October 2011, The Guardian reported that, ‘...if a police spy was in danger 
of being locked up, prosecutions of the officer and other activists would be 
mysteriously dropped.’ The source for these articles was named as ‘Peter Black’ 
who was later identified by The Guardian as Peter Francis. Subsequent articles 
followed claiming that prosecutions were progressed in order to build undercover 
officer’s credibility. 

There are no allegations that Peter Francis appeared at court and gave evidence in 
any pseudonym. 

Some SDS officers were arrested in their covert identities and subsequently 
attended court. One reason given was to maintain their cover. Documentation has 
been identified which supports the premise that SDS management were aware of 
the practice and should have been informed of these occasions. 

SDS officers were authorised to engage in minor criminality in order to maintain their 
cover. Operation Flerne sought legal advice in respect of what offences, if any, were 
committed by officers attending court in their false identities. The advice received 
was that as long as their identity was not subject to the charge and they did not lie 
under oath, no offences had been committed. 

Despite the generic advice obtained, Operation Herne is proactively examining the 
individual cases that have been identified. The investigation will also identify the 
potential impact of this practice to establish if any matter requires referral to and 
consideration by the CPS. 
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Allegation - SDS supplied 
intelligence to The Blacklist’ 


On 18 August 2013 in The Guardian, Peter Francis claimed that he gathered 
intelligence on Trade Union Activists and passed it to a ‘black listing agency’. He 
claimed that he provided information regarding two specific individuals and that their 
details subsequently appeared on the ‘list’. 

The first notification received by the MPS into allegations of blacklisting stem from 
a complaint from Christian Khan Solicitors in November 2012. This was made on 
behalf of the Blacklist Support Group. They allege that the MPS, Special Branch 
(including SDS) were complicit in the supply of information to the Consulting 
Association and similar organisations. They asserted that this practice led to 
people being unable to obtain employment. The allegation was referred to the 
Independent Police Complaints Commission (IPCC) and initially they supervised 
the investigation. Between May and June 2013, they reviewed this decision and 
directed a local investigation, returning it to force to investigate. 

The ‘Blacklist’ maintained at that time by a commercial enterprise known as The 
Consulting Association was a record of individuals believed to have disruptive or 
subversive stance that could adversely affect the workplace. There is no dispute that 
individuals named by Peter Francis appear on the ‘blacklist’. However, Peter Francis 
claims to have been deployed between 1993 and 1997. The Consulting Association 
record is dated from 1999, two (2) years after Peter Francis’ claimed deployment 
ceased. 

There is no available evidence to suggest that SDS exchanged any information 
with either the Economic League or the Consulting Association. Twenty (20) test 
records have been highlighted by the Information Commissioner’s Office (ICO) as 
being the most likely to be the result of police information. These records have been 
investigated, revealing numerous alternative sources for information. A Special 
Branch officer stated in interview The flow of information was purely one way’ the 
Economic League were a ‘conduit of information’ driven by their sense of ‘civic duty’. 
The Economic League was treated as a source of information. It was not Special 
Branch policy to pass information to them or any other external organisation. There 
is no evidence that any information regarding the two individuals was ever shared 
with the Consulting Association. 
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Allegation - SDS officers 
were tasked to gain information 
on the Stephen Lawrence family 

In June 2013 during the Dispatches broadcast, Peter Francis claimed that he was 
tasked to ‘smear’ the Stephen Lawrence family campaign. He said, They wanted 
any intelligence that could have smeared the campaigns...so had I through my 
circles come up with something along the lines of they, the family were political 
activists, if someone in the family were involved in demonstrations, drug dealers, 
anything... There were rumours and conjecture that the family itself may have not 
been a loving caring home. That was passed on about the family that could have, 
may have been used if they were really desperate to try and smear the family. 

On 18 September 2013, Peter Francis appeared on Channel 4 News. He said that 
he wanted to clear up the ‘ambiguity’ around the term ‘smearing’. 

Peter Francis said, The word ‘smear’ if that implies at all anywhere in anyone’s 
mind that would involve the word ‘lying’ that’s what I would like to basically correct. 
Linder no circumstances was my remit (to) lie about any of this so, when I go out, 
what I am basically looking for is any solid intelligence on the family... I was told 
expressly to look for any intelligence that could be used to undermine them.’ 

SDS undercover officers reported on protest/support groups surrounding the 
Stephen Lawrence Campaign. There is no documentary or verbal evidence that 
supports the allegation that any undercover officer was tasked or directed into the 
Stephen Lawrence family or its campaign. Peter Francis claims that he targeted 
Youth Against Racism in Europe (YRE) and Militant Labour. None of the intelligence 
records attributed to these groups contain reporting on Stephen Lawrence, the 
Lawrence family or the linked campaigns. 

N81 was a undercover officer on the SDS at the relevant time. N81 was deployed 
into extreme left-wing groups associated with violent protest. Operation Herne has 
identified intelligence reports submitted during the time of the Macpherson Inquiry 
by N81. N81 has provided a statement and stated they were never tasked into the 
Stephen Lawrence family at any time, or asked, instructed or ordered to ‘smear’ 
the family or name of Stephen Lawrence or Duwayne Brooks. The intelligence 
indicates that these protest groups wanted to befriend the Stephen Lawrence family 
in order to promote their own agenda however this was not successful due to the 
shielding from Suresh Grover and lawyer Imran Khan, who wanted peaceful public 
support. 

An SDS officer does make reference to N81 being tasked into the ‘Stephen 
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Lawrence Inquiry’ and that this tasking was separate from normal SDS meetings. 
This other officer, N72, was not part of the SDS at the time of Stephen’s murder 
or the subsequent campaign. This account can only be treated as hearsay. This 
recollection is refuted by N81. 

It is clear that attempts were made to influence the Stephen Lawrence Campaign 
by a number of violent protest groups purporting to offer support to the campaign. 
However these efforts were resisted by key advisors to the Stephen Lawrence 
family who sought to maintain the campaign as wholly peaceful. Operation Herne 
has been unable to find any evidence that SDS undercover officers were tasked to 
‘smear’ the reputation of the Stephen Lawrence family. Both N10 and N81 stress 
that the intention and actions of the SDS were to indirectly support the Stephen 
Lawrence family. Former SDS undercover officers and Special Branch officers all 
maintain that it is inconceivable that undercover activity would be targeted against a 
murder victim’s parents and family and that smearing ‘was not what Special Branch 
was about.’ 

The information provided by N81 was disseminated outside Special Branch if 
relevant to potential public disorder. Ordinarily, the information would have been 
retained within Special Branch records. Records confirm that N81 reported 
personal information regarding Mr and Mrs Lawrence that may not have been more 
widely known. There is evidence to show that on this occasion, this information 
was disseminated to the SIO investigating Stephen’s murder. The nature of 
the information was such that it would have been deemed relevant to the SIO 
conducting the investigation. 

During the Macpherson Inquiry there was an accidental disclosure of an appendix 
containing witness details. As a result an officer from the Witness Protection Unit 
(WPU) was assigned by DAC Grieve to the Stephen Lawrence family. This officer’s 
role was to assist and provide advice to Mr and Mrs Lawrence regarding their 
personal security and safety. Their assignment began on 23 September 1999. As a 
result, this officer had unequivocal access to both Neville and Doreen Lawrence and 
their family. 

The officer maintained a log of advice and actions. These revolved around the 
security of the family and contained no anecdotal information. The officer was in the 
unique position of having detailed knowledge of the family. In an account provided 
to Operation Herne it was confirmed he was never approached by any member 
of the MPS or asked for personal information or rumour surrounding the Stephen 
Lawrence family. 
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Allegation - Family Liaison 
Officers (FLO) assigned to the 
Stephen Lawrence Family reported 
intelligence to Special Branch 

Peter Francis alleged during the Dispatches broadcast The family liaison officer 
who was in Stephen Lawrence’s house was taking all the details of all the family 
members who were there, all the visitors who actually gave their details. This was 
then passed to the area Special Branch, the area Special Branch then passed it 
through the Special Branch to the Special Demonstration Squad and we were asked 
to comment on these individuals whether or not in their words they were politicos or 
what, who, they were.’ 

Operation Herne identified that DS John Bevan and DC Linda Holden performed 
the role of ‘victim liaison officers’ to the Stephen Lawrence family for the first ten 
(10) days following the murder of Stephen Lawrence. The Macpherson Inquiry said 
that there were ‘a large number of people who surrounded Mr and Mrs Lawrence 
in the very early days Both DS Bevan and DC Holden asked these visitors to 
‘identify themselves’ and to say what organisation they represented. Both deny this 
allegation of passing any of this information back to Special Branch. 

The role of ‘family liaison officer’ was in its infancy at this time. The current role of a 
FLO is a specialist investigative function and involves the day-to-day communication 
between the family and the investigation team. They gather evidence and 
information from the family in a sensitive manner. It is recognised now, nationally, 
that the primary role of the FLO is ‘an investigator’. It is known that the officers 
allocated to the Stephen Lawrence family recorded names of visitors, in accordance 
with their role. All available SDS records to date have been searched for references 
to the officers against a list of names supplied by Mark Ellison QC. No trace has 
been found of the names within SDS reporting. 

Operation Fishpool (the operation name of the Stephen Lawrence murder 
investigation) records refer to a Special Branch Liaison Officer. This individual has 
been identified as PC Alan Fisher, Plumstead’s Racial Incidents Officer (RIO). PC 
Fisher confirmed that he was appointed shortly after the murder to be the liaison 
between Special Branch and Operation Fishpool. This role involved him passing 
details of potential suspects and right-wing groups to Special Branch. During the 
murder investigation he was contacted by Special Branch officers as to whether 
he knew of particular named suspects. At the time of the murder he was unaware 
of the existence of the SDS and had no contact with any officer from the unit. Mr 
Fisher was adamant that any request for information submitted to Special Branch 
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by him would have been on an official HOLMES major incident action form and 
returned as such. 

There is no evidence or suggestion that ‘victim liaison officers’ or FLO’s passed any 
information onto Special Branch. 


Allegation - Alleged smearing 
of Duwayne Brooks 

During the Dispatches programme, Peter Francis claimed that as the SDS could 
not find ‘dirt’ on the Stephen Lawrence family, they then looked to target friends and 
those associated with the family such as Duwayne Brooks. He said, ‘We did start 
to look at Duwayne (Brooks) to see if there was a possible way that we could then 
smears the best way his campaign via a different direction....myself and another 
SDS officer went through the material we had, the media we had and between us 
we’d identified him participating in some criminality, perceived criminality, this was 
then sent through the same chain of command, Special Branch Dl, DCI, out to 
division, and again the decision was obviously made to go and arrest Duwayne for 
said offences.’ 

There is no documented evidence of any involvement of any SDS officer in the 
identification of Duwayne Brooks for serious public order offences that occurred 
in May 1993. There are however complete records including statements and 
identification material that provides powerful evidence that the identification of 
Duwayne Brooks in September 1993 was an evidentially sound procedure that 
adhered to policy and did not involve any member of the SDS. This premise is 
further supported by Peter Francis’s own alleged timeline of deployment which 
claims he was deployed in September 1993 and reported on the subsequent Riot at 
Welling, October 1993. 

It was not uncommon practice for the SDS operatives to become involved in 
intelligence gathering identifications post public disorder. They were ideally placed 
in these events. It is highly likely that a number of SDS undercover officers were 
tasked to view images from the Welling Riot in October 1993. It is known that SDS 
Undercover officers were deployed at the Welling disorder and reported on the 
extreme violence that occurred. 

There is SDS reporting on Duwayne Brooks. This related to general intelligence 
regarding his interaction with the protest groups infiltrated by the SDS. Intelligence 
suggests Duwayne Brooks saw some of the protest groups as a legitimate way to 
support his cause, and so he attended a few demonstrations. Some of this reporting 
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contains personal information not connected to public order. There is no evidence of 
any intention to smear his reputation or further dissemination of the information. 


Allegation - Withholding material 
from the Macpherson Inquiry 

Peter Francis claimed within the Dispatches programme on 24 June 2013 that ‘vital 
information’ was held back from the Inquiry despite his attempts at the time to get 
Special Branch ‘to come clean’ and disclose their involvement. Peter Francis said, 
‘So when I actually informed them, it went first to the Dl Robert Lambert, it then went 
to Superintendent in the Special Branch, who’s responsible for the overall decisions, 
it actually then went up to the Commander Special Branch who came out to see me. 
It can be encapsulated roughly along the following lines: If the public was to find out 
that you were undercover there, they still would be battling on the streets in about 
a year to come, so the whole idea is to prevent disorder - if we go in there and say 
we were undercover in there it would re-ignite disorder that hadn’t taken place with 
Lawrence for quite a while.’ 

There is no evidence that any undercover officer was prevented from providing 
information to the Macpherson Inquiry. However, it is clear that the existence of 
undercover officers was never disclosed and SDS management did nothing to bring 
such deployments to the attention of the Macpherson Inquiry. It is also likely that 
the senior officers tasked by the then Commissioner to provide information and 
evidence to the inquiry actually had no knowledge of the existence of the SDS. 

SDS internal reporting on the hearings at the Macpherson Inquiry focused on the 
public disorder aspects. Specifically detailed were the personal safety risks to the 
then Commissioner Sir Paul Condon should he attend the hearing at Hannibal 
House. It was clear that he might be at risk of physical attack. 

N81 attended the Inquiry with members of their infiltrated organisation. Their 
role and immersion within the organisation resulted in the expectation that they 
accompany the group regardless of where they were. This included entering the 
public gallery during the hearing. The hearing was open to media, the public and 
representatives of the MPS who openly attended on many occasions in uniform. 

The presence of an undercover officer did not provide an unfair advantage or result 
in the obtaining of any information from the inquiry that was not in the public domain. 

There is however no record of any disclosure to the Macpherson Inquiry of the 
involvement of any undercover officer in either the campaign support groups or of 
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the regular presence of an undercover officer at the hearings themselves. Operation 
Herne considers that it is a realistic assessment that had the involvement of an 
undercover officer deployed in the proximity of a grieving family seeking justice been 
publicly disclosed, this could have resulted in large scale public disorder. It would 
have been problematic to have extracted N81 from his deployment at short notice 
without some significant operational and personal risk. It is also clear to Operation 
Herne that this deployment was not known to the Commissioner or the senior 
officers responsible for the MPS response to the inquiry. 

It is evident that a junior officer, N183, who was linked to the MPS response, was 
made aware of the deployment of an undercover officer. N183 received a verbal 
briefing regarding this deployment and it appears that this occurred due to their 
previous Special Branch history. The meeting was authorised by Special Branch at 
commander level. However, N183 did not bring this meeting to the attention of their 
senior management. 

Regardless, the role of the undercover officer in this matter should have been 
revealed to Sir William Macpherson to allow him to make his own judgement on how 
to deal with the matter. It is quite apparent that the SDS ethos and culture of total 
secrecy caused this failure. There is no evidence to suggest this was a deliberate 
act, rather it appears that this was never even considered by SDS management as 
necessary. This is all the more remarkable as the overall supervision and detailed 
knowledge of the SDS within the MPS Special Branch went right up to Commander 
level. Whilst it might be reasonable to assume the constables on the unit may not 
be aware of the huge significance of the Macpherson Inquiry and the relevance 
of disclosure, officers working at the Executive level and a part of the MPS senior 
management should clearly have understood the importance of this deployment. 
Whilst the Inquiry was not a criminal trial, it is relevant that by this time disclosure 
legislation was in place and the default position should have been to disclose and 
explain rather than hide. It is inexcusable that the senior management of the SDS 
and the MPS Special Branch chose not to disclose the presence of N81 to the 
Commissioner’s office in order that a proper executive decision on disclosure to Sir 
William Macpherson could have been made. 
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Introduction 


1.1 This report details the investigation by Operation Herne into the specific allegations 
and disclosures surrounding the alleged activities of the Special Demonstration 
Squad (SDS) made by Peter Francis. 

These allegations fall under Section 2 Police (Complaints and Conduct) Act 2012. 

This investigation was voluntarily referred to the Independent Police Complaints 
Commission (IPCC). Upon review of the facts, the IPCC determined that this would 
be a local investigation conducted by Operation Herne. 

This report is not intended to detail the ongoing criminal and misconduct 
investigations that are being conducted by Operation Herne. These matters will 
be subject of detailed reporting once the comprehensive investigation has been 
concluded to fully address public confidence and ensure any organisational learning 
is identified and embraced. 


2 


Background 


2.1 The Metropolitan Police Service (MPS) launched a review of the SDS in October 

2011. This followed allegations reported in the media that an undercover SDS officer 
had been involved in a relationship with an activist whom he subsequently married 
and had two children with. Further allegations were then reported which claimed 
SDS officers had attended court and had given evidence in their false names. 

The review initially called Operation Soisson was commenced under the direction 
of Deputy Assistant Commissioner (DAC) Mark Simmons. In August 2012, Soisson 
was re-named Operation Herne, to incorporate new allegations and DAC Patricia 
Gallan was appointed the lead ACPO officer (Association of Chief Police Officers). 

In February 2013 following further allegations in the media concerning the use of 
deceased children’s identities by officers from the SDS, The Commissioner, Sir 
Bernard Hogan - Howe invited Derbyshire’s Chief Constable, Mick Creedon QPM 
to assume oversight in order to provide independence and public confidence. This 
request was supported and announced by the Home Secretary Theresa May. 

Chief Constable Creedon subsequently agreed terms of reference at the start 
of the Inquiry with Deputy Commissioner Craig Mackey. An independent Senior 
Investigating Officer was appointed by Mr Creedon to take over the day-to-day 
command of the operation. 
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2.2 Operation Herne’s terms of reference are to review the former SDS from its origin 
in 1968 to its closure in 2008, examining how it operated throughout its existence. 
The Inquiry will identify and investigate any potential criminality or misconduct 

by its officers over that time, and identify any vulnerability for the MPS from its 
deployments. Operation Herne has already reported on the use of dead children’s 
identities, to establish the covert identity of the SDS undercover officers. A range of 
other matters will be the subject of further reporting. Operation Herne continues to 
investigate the wider implications of the SDS procedures and management. 

Operation Herne also had a responsibility to provide relevant SDS material to 
Mark Ellison QC who has completed a review on behalf of the Home Secretary. 

This focuses on the corruption allegations surrounding the MPS and the Stephen 
Lawrence murder investigation. 

2.3 On 26 June 2013 Peter Francis appeared on the ‘Dispatches’ television programme 
where he made a series of allegations. These claims detailed below were given the 
operation name Trinity. 

• That there had been inappropriate sexual relationships between SDS officers 
and persons within target organisations, and that he had two (2) such 
relationships whilst deployed. 

• That he was ordered to use a dead child’s identity for his covert legend, and 
that this was accepted practice. 

• That he and other undercover officers were directed to obtain intelligence on 
‘black justice campaigns’. 

• That SDS officers were arrested in their covert identities and subsequently 
went through the judicial process and the prosecutions against them were 
dropped. 

• That he provided information to the MPS Special Branch regarding two (2) 
individuals that appeared on a ‘blacklist’ 

• That he and other ‘police spies’ were directed to obtain intelligence that could 
be used to discredit the Stephen Lawrence family and the campaign by 
‘smearing’ them. 

• That Family Liaison Officers (FLO’s) initially tasked to the Stephen Lawrence 
Family at the time of Stephen’s murder passed back intelligence to 
Special Branch. 

• That he was tasked to gather intelligence about Duwayne Brooks to ‘smear’ 
him. 

• That he was prevented from providing information to the Macpherson Inquiry 
about the role of the SDS by senior Special Branch officers. 
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2.4 Stephen Lawrence and Duwayne Brooks 

On the 22 April 1993, Stephen Lawrence was murdered on the streets of Eltham, 
South East London. Duwayne Brooks was also attacked and survived the ordeal. 

He stated he saw a group of white males surround Stephen who as a result, 
was stabbed twice. He shouted for Stephen to run away of which he did, and he 
subsequently collapsed and died. Duwayne is the primary surviving victim to the 
assault. 

On 7 May 1993, the Acourt brothers (Neil and Jamie) and Gary Dobson were 
arrested. David Norris turned himself in to police and was likewise arrested a few 
days later. Luke Knight was arrested on 3 June 1993. Neil Acourt and Luke Knight 
were charged with murder respectively, but the charges were dropped as the Crown 
Prosecution Service took the view that at that stage there was insufficient evidence 
to proceed. An internal review was opened by the MPS and the CPS stated they did 
not have sufficient evidence for murder charges against anyone else. 

In April 1994, Mr and Mrs Lawrence initiated a private prosecution against the 
five (5) identified suspects, and were represented by Michael Mansfield QC. The 
charges were dropped against Jamie Acourt and David Norris before the trial started 
due to lack of evidence. The remaining suspects, Neil Acourt, Gary Dobson and 
Luke Knight were acquitted, as Duwayne’s identification evidence was ruled to be 
inadmissible. The inquest into Stephen’s death was held in February 1997. 

Following the failed investigation of Stephen’s murder, the then Home Secretary 
the Rt Hon Jack Straw MP announced in July 1997 that a Judicial Inquiry would 
be launched. The original objective was to review the police investigation and to 
learn lessons to assist with the investigation of racially motivated crime. Sir William 
Macpherson led the inquiry, which opened in March 1998. In February 1999 the 
results of the inquiry were published. It criticised the Metropolitan Police Services’ 
leadership, investigative failures and labelled the service as being ‘institutionally 
racist’. The Stephen Lawrence Inquiry aka Macpherson Report produced seventy 
(70) recommendations aimed mainly at the police service, but also designed to 
impact upon all public bodies. 

In June 2006 the Metropolitan Police Service commenced a cold case review in 
respect of Stephen’s murder and Gary Dobson and David Norris were charged with 
his murder on 8 September 2010. The trial started on 15 November 2011 at the 
Central Criminal Court and on the 3 January 2012 Gary Dobson and David Norris 
were found guilty of Stephen’s murder. On the 4 January 2012 they were sentenced 
to life imprisonment. 
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3 Metropolitan Police Special Branch 

(MPSB) 

3.1 The SDS was a covert unit within MPSB, which in itself was a secretive department. 
Before scrutinising and seeking to understand the SDS, it is important to understand 
the fundamental principles which govern the nature and purpose of Special Branch 
both in the MPS and in police forces across England and Wales. These are detailed 
in the Home Office document ‘Guidelines on Special Branch Work in Great Britain’ 
which was published in 1994. 

SO(12) was the name for Special Branch, it had an intelligence only remit. SO(13) 
was the Anti-Terrorist Branch who undertook all investigations. The two (2) 
commands had separate management teams and they worked independently. 

The Special Irish Branch was formed in 1883 to deal with Irish Republican 
Terrorism. Special Branch had the responsibility of investigating political threats, 
public order and gathering intelligence on extremist groups at both ends of the 
political spectrum. Special Branch officers investigated offences contrary to the 
Official Secrets Acts (OSA) and the Representation of the People Acts as well as 
offences involving the distribution of race-hate material by extremist organisations. 

3.2 Special Branch worked to guidelines set by the Home Office that were agreed by 
The Association of Chief Police Officers (ACPO) and were also bound by legislation. 
Each Special Branch was an integral part of the local force, accountable to 
individual chief officers. Special Branch officers had no additional legal powers. 

The Metropolitan Police Special Branch (MPSB) was concerned with national 
security and was divided into two (2) operational command units; one focused on 
counter-terrorist and counter-extremist operations and the other providing security at 
international ports within the MPS area. These units were divided into a number of 
squads. ‘C’ Squad dealt with Domestic Extremism, and had strong links to the SDS 
as they were responsible for disseminating the majority of their intelligence product. 

3.3 The SDS were primarily part of ‘S’ Squad which provided a variety of support 
services. 

Additional MPSB support services included a secure intelligence management 
system which maintained the Special Branch records. 

MPSB also provided close protection for the Prime Minister (PM), some other 
members of the Government, visiting Heads of State and performed a front-line 
policing role at Heathrow and other London ports. 
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History of The Special 
Demonstration Squad (SDS) 

4.1 The Special Operations Squad (SOS) was formed in 1968 by the MPSB in 
response to mass violent Anti-Vietnam War demonstrations in Grosvenor Square, 
London. The formation of the covert unit was supported by the Home Office who 
provided direct and dedicated funding. From March to October 1968 a small number 
of Special Branch officers were covertly deployed to mass public order and political 
protests. Their role was to assimilate themselves with the protesters and report back 
on the tactics used by demonstrators, the numbers expected on particular events 
and identify the core participants. 

These officers were successful in infiltrating the anti-war movement and were 
able to feed back key intelligence to assist the authorities in the policing of such 
demonstrations. There was an acknowledgement that Special Branch activity in this 
area had been invaluable in keeping the Home Secretary of the day ‘well informed’. 

4.2 From its inception in 1968, the SOS was directly funded by the Home Office and 
reviewed initially on a six (6) monthly basis. It was then reviewed on an annual 
basis until 1989, when responsibility and funding was handed to the Metropolitan 
Police Service. Between 1968 and 1989, the Under Secretary of State within the 
Home Office provided a rolling blanket authority and funding for the deployment of 
undercover police officers (UCO). This blanket authority meant it was continual for 
all aspects of the operation. 

At the very clear and then documented insistence of the Home Office, the SOS was 
maintained with the strictest secrecy so as not to compromise the Government. 
Before 1984, significant funding was provided by the Home Office with secrecy as 
a prevailing theme. This was re-enforced in a letter from Sir James Waddell (The 
then Deputy Under-Secretary of State Home Office) to The Commissioner Sir John 
Waldron dated 1970 where it is recorded ‘Plainly the arrangements could if made 
known in the wrong quarters be a source of acute embarrassment to the Home 
Secretary.’ 

4.3 In the absence of any legislation the Home Office authority was a strategic authority 
which was renewed yearly where appropriate. However it was never the subject of 
interim review. 

The original SOS remit was to gather intelligence on demonstrations by left-wing 
extremists and identify the organisers and participants promoting disorder or 
violence. However, world political events dictated that the unit included groups 
covering the extreme right-wing and Animal Rights. There was a continued focus 
towards all public disorder incidents. 

4.4 A letter dated the 16 December 1968 from the Home Office to the Commander 
of Special Branch, authorised the continued use of Special Branch officers in an 
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undercover capacity. In 1968 there was a strict requirement for the continual review 
of the ‘enterprise’ of infiltration. 

As a method of infiltrating these groups officers would invariably change their 
appearance. They would grow longer hair and a beard and this led to them being 
referred to as ‘hairies’. Over time, subjects of interest became known as ‘wearies’. 
This was a slightly derogatory colloquial term for individuals that were viewed as 
hard work and tiresome. These titles which now seem archaic and inappropriate 
remained in use by the unit throughout its existence. 

Sir James Waddell (Deputy Under-Secretary of State Home Office) wrote to the 
Commander of Special Branch, Peter Brodie in December 1968: stating ‘...in an 
enterprise of this kind there is always some slight danger of innovations like the one 
we are considering becoming an accepted part of the scene, so that discontinuance 
might be thought to be a drastic change; hence the suggestion that we ought to look 
at the matter again mid-summer.’ 

4.5 Between November 1972 and January 1973 the name attributed to the SOS was 
changed to the Special Demonstration Squad (SDS). In 1997 the name was again 
altered to become the Special Duties Section to reflect the unit’s widening remit to 
include domestic extremism. 

Day-to-day operational management was provided by a Detective Chief Inspector 
(DCI), who reported to the Commander Special Branch. In order to satisfy both the 
Home Office and Commander Special Branch as to the continued merits of the 
SDS, an annual report was completed by the DCI which detailed the unit’s activities. 

During the infancy of the SDS, annual reports were often limited in scope. However, 
as the unit developed the reports began to offer greater detail, including individual 
deployment summaries. 

4.6 The annual report was provided to the Assistant Commissioner (AC) with 
responsibility for MPSB who would then in turn write to the Home Office seeking 
authorisation for a further year. Correspondence held by Operation Herne highlights 
this practice. 

In 1989, responsibility for funding and authorisation was devolved from The Home 
Office and passed in its entirety to the MPSB. The Superintendent ‘S’ Squad was 
then appointed lead for the SDS. Strategic direction and authorisation was provided 
by the Detective Superintendent in consultation with the Commander Special 
Branch. 

4.7 Over the past forty (40) years, the arena of public order policing has seen a 
significant amount of change. This includes the nature of disorder, the groups 
involved and the methods of policing it. The tactics adopted by protesters and the 
methods employed by Police to ensure public safety have likewise evolved over 
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time. Previously, the infiltration of organisations committed to direct action was 
deemed a necessary tactic. This was to obtain intelligence relating to planned or 
potential disorder. 

Today the prevalence of large scale public demonstrations and protest is no longer 
as common place as it has been in the recent past. There are a number of possible 
explanations predominantly the introduction of social media and the development of 
the internet. However, it is also possible that intelligence led policing of such events 
contributed to the reduction. 

4.8 There is no doubt that the ability of the Police and public order commanders to deal 
with large scale disorder and protest was enhanced by the use of intelligence from 
undercover officers. Deployment of officers able to report upon such events was a 
key element in the protection of the public and subsequent prosecution of offenders. 

The need for long term covert operations targeting extremist groups has diminished 
with the increasing threat from International terrorism. Improvements in intelligence 
gathering have reduced the requirement for the deployment of undercover officers. 
In addition the Human Rights Act and other stringent legislation governing the use 
of a ‘human source’ has provided a more formal process to justify the need for 
undercover activity. 


5 Governance 

5.1 Authorisation 

In 1989, the Detective Superintendent (DSU) who was responsible for Animal Rights 
National Index (ARNI) within ‘D’ Squad of the MPSB also assumed responsibility 
for the SDS. Strategic direction was provided by the DSU and the Commander 
Special Branch Operations; although records show that, ‘Once the targeting was 
implemented (it) was left to those engaged operationally to deliver’. 

As part of the authorisation process, annual reports were prepared for the 
Commander by the SDS Management Team. These reports initially had little detail, 
other than the post-event accounting information. They became more extensive 
over time, to include individual deployment summaries. The latter provide details 
about targeting but only in the context of the different activist groups, rather than a 
targeting strategy for the individual deployments. 

Before the introduction of Regulation of Investigatory Powers Act in 2000 (RIPA), 
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many police forces that conducted undercover operations authorised their 
deployments every three (3) months with a monthly review. In contrast, the MPS 
authorised SDS deployments annually. 

Between 1989 and 2000, ‘....the annual authorisation of the SDS operation became 
the responsibility of Assistant Commissioner Specialist Operations, (ACSO) while 
Commander Operations Special Branch continued to act as the signing authority for 
(the) individual operations.’ 

The SDS authorities for deployment were made to expedite the gathering of 
intelligence and this rationale continued, following the introduction of RIPA. This 
created vulnerabilities, as without judicial oversight and exposure to the ‘evidence 
chain’ there was no opportunity to test the legalities of the deployments at court - 
as in effect the court was never made aware of the covert activity and intelligence 
gathering. 

In 1988 the MPS created SO10, a formalised unit to deploy undercover officers 
against serious crime. This work was totally separate to the work of the SDS within 
Special Branch. Pre RIPA legislation the authority to deploy undercover officers 
was granted at commander level and reviewed monthly. Long term deployments 
were used infrequently. Prior to this, undercover deployments were conducted on a 
localised basis with no policy or guidance. 

There was no interaction between SO10 and the SDS who maintained the strictest 
secrecy regarding their existence and deployments. 

Significantly, very few officers and police staff members outside of Special Branch 
ever knew of the SDS and these included the most senior officers responsible for 
policing public order, for managing covert policing and for investigating murders and 
serious and organised crime. 

Pre-RIPA there was no detailed authority recorded to define an undercover officer’s 
participation in minor crime. SDS guidance suggests that participation in crime was 
dealt with on an ‘ad-hoc’ case-by-case basis, with the condition that only a minor 
role was undertaken so as to maintain the operatives cover. Post RIPA authority for 
involvement in crime was recorded and authorised by Commander Special Branch. 

5.2 Funding 

Between 1968 and 1989 the SDS was funded by the Home Office. This was 
managed as part of the Deputy Under Secretary of State’s annual authorisation. 

As outlined previously the earlier annual reports provided scant detail, other than 
accounting information, to justify the annual budgets. After 1989, Special Branch 
had responsibility to finance the team as part of the overall MPS budget allocation 
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and this arrangement lasted until the unit closed in 2008. 

5.3 Recruitment 

Officers were recruited directly into the SDS, almost exclusively from within Special 
Branch, by word of mouth. Vacancies were never advertised. Potential candidates 
were identified by those serving or those who had served on the unit and ‘head¬ 
hunted’. Initially the recruitment process was very informal, but over time efforts 
were made to make the selection process more rigorous. 

According to the 1994/1995 SDS annual report, a mentoring scheme was 
implemented in 1992. Documents also indicate that from 1994 psychometric tests 
were used in the selection process. In June 1996 a report was commissioned for the 
DAC Special Branch in respect of psychological screening. In January 2002 plans 
were outlined to involve psychiatrists during the selection, deployment and exit 
phases of each operation. 

5.4 Training 

SDS field officers received little formal training. There was limited legal guidance 
and the operatives and managers often had to break new ground. The concept 
of long term covert infiltration into violent protest groups was new and practices 
evolved as a result. There was constant need to invent new ways to solve 
problems for which there were no precedents. In this way best practice was shared 
amongst SDS colleagues. Overtime the unit became increasingly isolated and the 
management chose not to adopt the many developments in undercover policing 
within the crime world. 

The first stage of SDS training involved the new recruit working in a support and 
research capacity. New officers were expected to study reports about tradecraft, 
legend building and to learn about the groups that they would subsequently infiltrate. 
For many years SDS operatives developed covert identities using details from public 
records of deceased children. This matter has already been reported on in detail by 
Operation Herne in July 2013. 

The unit had no interaction at any level with Crime Covert Operations (SO10). 


5.5 Deployments 

Most undercover officers deployed into the field were allocated a ‘cover officer’ 
who maintained contact with them and recorded, sanitised and disseminated the 
intelligence product provided by the undercover officer. They would also ensure 
a degree of welfare. Permanent cover officers were not allocated, however the 
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undercover officer was required to keep in telephone contact with the office. 

From the 1970s it was established that long term deployments would provide the 
best intelligence yields. Initial deployments were for several years. 

Once deployed, undercover officers were expected to make telephone contact 
with their office and attend meetings. At these meetings their welfare would be 
monitored. Some SDS officers state that the meetings were also used to discuss 
deployments and debriefs. These regular meetings provided the officers the 
opportunity to share their intelligence and detail of the group or groups they were 
infiltrating. Whilst there is the potential for some operational benefit in the open 
sharing of intelligence etc, there is also a huge risk in each officer having knowledge 
of their colleague’s covert activities. 

What is apparent is that before the introduction of the National Intelligence Model, 
(NIM) across policing the concept of tasking was informal and ad-hoc, and differed 
to current practices. Indeed ‘direct tasking’ was avoided on the grounds that it could 
compromise an operation. 

SDS correspondence and witness accounts detail a regular liaison between the 
Security Service (MI5) and the SDS. The security service would express interest 
in particular subversive groups and as a result receive intelligence from SDS 
undercover officers whose covert deployment had generated intelligence on those 
groups. 

Day-to-day management of the SDS was provided by a Dl and DCI who had full 
time responsibility for the unit. They in turn reported to senior officers with a larger 
portfolio. 


Structure of the SDS 


6.1 The structure of the SDS was as follows: 

• Commander Special Branch. 

• Detective Chief Superintendent Special Branch. 

• Detective Superintendent ‘S’ Squad. 

• Detective Chief Inspector SDS. 

• Detective Inspector SDS. 

• Detective Sergeants in cover office /administration roles. 

• Undercover officers. 


Administrative staff. 
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6.2 In 2005 the amalgamation of Special Branch (SOI 2) and the Anti Terrorist Branch 
(SOI 3) resulted in the SDS sitting within the operational support strand of the new 
Counter Terrorism Command (SOI 5) overseen by a Detective Chief Superintendent. 


7 Legislation 

7.1 Home Office Circulars 

Prior to the introduction of RIPA there was little legislation and independent 
guidance about undercover work. For a number of years, aside from Common Law, 
the only advice available was contained within the following Home Office Circulars: 

• 97/1969 ‘Informants who take part in Crime’. 

• 35/1986 ‘Consolidated Circular to the Police on Crime and Kindred Matters’. 

These short documents provided guidance and advice about the dangers of being 
an ‘agent provocateur’ and confirmed the principle that, The police must never 
commit to a course which, whether to protect an informant or not, will constrain them 
to mislead a court....’ This issue was later addressed within Special Branch with the 
introduction of the National Code of Practice for Special Branch Operations and a 
joint ACPO HMRC guidance on covert law enforcement techniques (1999). 

7.2 Regulation of Investigatory Powers Act 2000 (RIPA) 

In September 2000, Part II of RIPA became effective. This legislation provided a 
framework in the authorisation of the use or conduct of Covert Human Intelligence 
Sources (CHIS) (otherwise known as ‘a source’). Part II provides a statutory basis 
for authorisation and use, by law enforcement and other public authorities of covert 
surveillance, agents, informants and officers working under cover. RIPA provided a 
statutory framework for all covert operations including the SDS. 

A review of the available SDS RIPA material indicates that the unit followed best 
practice in terms of the authorisation documents’ content. Aside from a few minor 
administrative breaches, post 2000 the SDS complied with the new legislation. 

The authorising officer ensured that the authorisations were proportionate, legal, 
accountable and necessary. With the introduction of RIPA, the authorising officer for 
each individual deployment remained the Commander Special Branch Operations. 
The SDS DCI and Detective Superintendent signed off the authorities as part of the 
management process. 

In compliance with RIPA, the authorisations were granted for twelve (12) month 
periods. The SDS reviewed their authorities monthly (Sec 29(3) RIPA). In all 
cases, it was recorded that undercover officers were deployed for the purposes of 
preventing or detecting crime, or to assist with preventing public disorder. 
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7.3 Police and Criminal Evidence Act 1984 (PACE) 

The implementation in 1984 of PACE had little or no impact on how the SDS 
operated. This was due to their objective being to obtain intelligence rather 
than gathering evidence. The objective and rationale of the SDS was to obtain 
information to assess the threat posed by particular groups and to assist with 
policing public disorder and extremist activity. Every effort was made to distance the 
deployments from investigations for protective security, as any judicial proceedings 
or court process generated potential risks for exposure of the officer and the tactic. 

7.4 The Human Rights Act 1998 

The Human Rights Act 1998 came into force in October 2000. Prior to this, case 
law and UK legislation were influenced - but not determined - by the European 
Convention of Human Rights (ECHR). The most significant elements for the SDS 
deployments of both the Act and the Convention included article 2 (Right to life), 
article 6 (Right to a fair trial) and article 8 (Right to Privacy). These principles are 
reflected in the RIPA applications and to a certain extent in the pre-RIPA process. 

7.5 Disclosure 

Before 1997 disclosure was covered by Common Law and Attorney General 
Guidelines. On 1 April 1997 the Criminal Procedure and Investigations Act 1996 
(CPIA) became effective and determined the law for all aspects of disclosure. 

The Common Law rules governing Public Interest Immunity (Pll) also became 
formalised. Agencies had a duty to conform to disclosure requirements in two 
(2) aspects: primary and secondary, these being what material may undermine a 
prosecution, and what would assist the defence. 

7.6 The National Intelligence Model 

The NIM was developed by the National Criminal Intelligence Service (NCIS) 
and endorsed by ACPO. The foreword described it as, ‘A Model for Policing’ 
that ensures information is fully researched, developed and analysed to provide 
intelligence which enables senior managers to determine strategy, tactics and to 
manage risk.’ NIM was adopted as ACPO policy and was later granted a statutory 
basis, under the Police Reform Act, with a requirement for all forces to implement it 
by April 2004. 

Between the years 1968 to 2000 the SDS processes to manage and develop 
intelligence complied with Special Branch practices. Review of documentation 
held and the witness accounts provided confirmed that prior to NIM there was little 
directed tasking, and requests were informal. Instead the management focus was 
more strategic. Individual field officers had a significant freedom and discretion in 
deciding how their operations developed. Whilst this allowed for dynamic decision 
making and the officer and their supervision to determine their actions, this 
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methodology clearly carried considerable risk and it is totally at odds with current 
practice and legislation where the ‘use and conduct’ of an undercover officer is 
tightly defined and managed. 

The tasking of an undercover officer is a formal, audited process which involves 
a police manager giving direction and focus for a deployment. Currently, taskings 
are authorised, detailed, reviewed and recorded. Specific operational parameters 
are always set and objectives defined. At the relevant time, SDS tasking was more 
informal and often verbal. 

7.7 Document Retention and Disposal 

In common with records and information management throughout the public 
sector, the MPS is subject to a number of statutory regulations and controls. These 
derive principally from Acts of Parliament and associated Codes of Practice or 
powers vested in regulatory organisations such as the Office of the Information 
Commissioner. These regulations and controls can be summarised as follows: 

7.8 Public Records Acts of 1958 and 1967 

This applied to MPS records created before 1 April 2000. It places a statutory duty 
on organisations whose records are covered by the Act to maintain records about 
their business activities. It also requires effective review and disposal policies to be 
applied to non-current records. 

7.9 Data Protection Acts 1984 and 1998 

The Data Protection Act 1984 created a statutory scheme for the regulation of 
automatically-processed information. It did not apply to document records. The 
Act established eight (8) data protection principles with which ‘data users’ had to 
comply when processing personal data. If the Data Protection Registrar (renamed 
the Information Commissioner) was satisfied that a registered data user had 
contravened any of the data protection principles, he could serve an enforcement 
notice requiring that person to take steps to comply. The 1998 Act concerns the 
management of personal data in both IT based and document filing systems. It 
provides rights of subject access and privacy safeguards. 

7.10 Freedom of Information Act 2000 (FOIA) 

This Act provides the public with a right of access to records and information held by 
public authorities. Some types of information are exempt such as those dealing with 
national security or personal information. 
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7.11 Information Commissioner 


The Information Commissioner is an office created under the Freedom of 
Information Act 2000. The Commissioner has the following roles: 

• Promote observance of the statutory Code of Practice that 
accompanies the Act; 

• Enforce the Code of Practice and issue recommendations for 
improvements or enforcement notices where appropriate; 

• Investigate alleged breaches of the Act and enforce disclosure 
where necessary. 

7.12 Definition of Records 

A record is defined as recorded information, in any media or format, which is 
created or received in the course of an individual’s or organisation’s activity that 
provides reliable evidence of policy, actions and decisions records management is 
the function of creating, organising and managing records to ensure they provide 
evidence of activity, decision-making and policy, that they are easily retrievable 
when required and are disposed of either by destruction or transfer to an archive at 
the appropriate time. 

7.13 Management of Police Information (MoPI) 

The code was developed by the Home Office under the Police Act 1996 and 1997. 
This followed recommendations made by the Bichard Inquiry which looked at 
information availability failures relating to the Soham murders in July 2002. The 
purpose of The Code is to ensure that there is broad consistency between police 
forces in the way information is managed within the law. Also to ensure effective 
use of available information within and between individual police forces and other 
agencies, and to provide fair treatment to members of the public. The Code of 
Practice describes policing purposes relating to information management at a 
high level and sets out the principles governing the management of information 
(including personal information). 

The Guidance states that police information is information required for policing 
purposes. Policing purposes are: 

• Protecting life and property 

• Preserving order 

• Preventing the commission of offences 

• Bringing offenders to justice 

• Any duty or responsibility arising from common or statute law 

These five (5) policing purposes provide the legal basis for collecting, recording, 
evaluating, sharing and retaining police information. 
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7.14 MPS Record Management Policy 

Records should be retained only for the minimum period required commensurate 
with policing purpose, administrative purposes and any relevant legal provisions. 
There are no circumstances where records may be retained on an indefinite basis. 
Retention periods for administrative records will normally be set by the relevant 
portfolio holder or lead branch after consultation with Records Management 
Branch, which retains a database of retention/disposal periods. The setting of 
sensible retention periods may involve accepting a degree of risk about the effect 
of destruction at a particular time. Records that support the policing purpose as set 
out in the Guidance on the Management of Police Information should be reviewed, 
retained and disposed of in accordance with the guidelines set out in Sec.7 of that 
document or any corporate MPS Retention and Disposal Schedule that may be 
published. 

Registered files are reviewed and, where appropriate, destroyed by Records 
Management Branch. The responsibility for the disposal of non-registered records 
rests with local management. Records over twenty (20) years of age for which 
the MPS has no further policing or administrative use and which appear suitable 
for permanent preservation maybe transferred to The National Archives or other 
suitable place of deposit. All other records should be destroyed. 


8 Neither Confirm 

Nor Deny Principle (NCND) 

8.1 The principle of ‘neither confirm nor deny’ (NCND) is adopted where there are 
concerns that an answer to a specific question could compromise the identity of 
a source or some other covert asset. It appears that the principle, although long 
accepted as best practice, did not derive from specific legislation. However, it 
has been incorporated into both Criminal Procedures and Investigatory Powers 
Act (CPIA) 1996 and the Freedom of Information Act 2000, in regards to the 
management of sensitive and public interest immunity information. It is a long 
established position by the police service, other law enforcement agencies and 
Government. 

The NCND approach is paramount in the undertaking that is implicit between the 
individual charged with undertaking an often dangerous undercover role and the 
organisation that places them at risk. 


27 



The concept of NCND has its roots in common law and has been regularly applied 
in a number of stated cases. It also has a basis in the Human Rights Act 1998 under 
Article 2 (Right to life), Article 6 (Right to a fair trial) and Article 8 (Right to Privacy). 
Essentially a police officer will only identify an informant if required under law. 

8.2 Relevant cases include: 

• R v Agar 1990: Case law prevents the defence from questioning 
to identify the existence of a potential informant. 

• Attorney General v Briant 1846 (15 M. & W. 169) and 
Mark v Beyfus 1890 (25 QBD 424). 

Both support that an informant’s identity should be protected on public interest 
grounds, to ensure that potential future informers are not put off from providing 
assistance to Law Enforcement Agencies. 

8.3 In R v Agar, the defendant appealed against conviction on the ground that the judge 
had erred in ruling that questions could not be put to police witnesses for fear of 
identifying informants, thereby weakening the defendant’s attack on the police. The 
Court of Appeal held that notwithstanding the special rule of public policy which 
inhibited the disclosure of the identity of informants, the public interest in ensuring 

a fair trial for a defendant outweighed the public interest in protecting the identity of 
a police informer if the disclosure of the informer’s identity was necessary to enable 
the defendant to put forward a tenable case that he had been entrapped by the 
police and the informer acting in concert. 

In Mark v Beyfus, the Judge stated that - ‘I do not say it is a rule which can never 
be departed from; if upon the trial of a prisoner the judge should be of opinion that 
the disclosure of the name of the informant is necessary or right in order to show 
(sic) the prisoner’s innocence, then one public policy is in conflict with another public 
policy, and that which says that an innocent man is not to be condemned when his 
innocence can be proved is the policy that must prevail. But except in that case, 
this rule of public policy is not a matter of discretion; it is a rule of law, and as such 
should be applied by the judge at the trial, who should not treat it as a matter of 
discretion whether he should tell the witness to answer or not.’ 
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8.4 The principle is further illustrated in the much more recent case of Scappaticci 
(2003) NIQB 56 where the Permanent Under Secretary of State for the Northern 
Ireland Office stated - 

To confirm a person is an undercover police officer would place that person in 
immediate and obvious danger. To deny a person is an undercover police officer 
may place another person in immediate and obvious danger. To comment either 
way in one case raises a clear inference where there is a refusal to comment in 
another case that there is something to hide in that case, i.e. the inference will be 
that individual in that case is an undercover police officer, and he or she may be 
subject to reprisals (and his or her life may be at risk) It is only by maintaining the 
NCND policy so far as possible across a whole range of cases that this risk can be 
avoided.’ 

8.5 The CPS Disclosure Document states .it is a standard response to adopt a neither 
confirm nor deny (NCND) approach.’ This is reiterated in the NPIA Guidance on the 
Lawful and Effective Use of Covert Techniques (2008) which states that, ‘Neither 
confirming nor denying in all cases ensures that a failure to deny in any particular 
case does not amount, in effect, to confirmation. Confirming that there was no 
CHIS in a particular case would not cause immediate harm but could contribute to 
incremental damage in the longer term.’ 

8.6 The most recent relevant guidance is the Authorised Professional Practice (APP) 
published by the College of Policing. Within the media guidance section this APP 
states that: - There must be a credible media strategy that does not allude to the 
use of undercover techniques, even when they have been referred to in court or 
elsewhere in the public domain. 

A media strategy should contain entries to the effect that no information will be 
passed to the media that might lead to: 

• The identification of an undercover officer of covert human intelligence source. 

• Revelations of covert tactics/techniques or methods. 

• Revelations regarding the existence or details of particular items 
of technical equipment. 

• Disclosure of any other sensitive process or procedure.’ 

8.7 The Regulation of Investigatory Powers Act (RIPA) provides that undercover officers 
are dealt with by the legislation for covert human intelligence sources (CHIS) and 
that any authorisation must consider the potential risks against the CHIS. A risk 
assessment is required with consideration of other safety measures. RIPA creates 
obligations for the authorising officer to protect all CHIS, and this responsibility will 
be ongoing, even when a CHIS has ceased acting as an informant. 
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Although undercover officers may eventually be required to give evidence, in many 
cases a court will grant them special measures to protect an officer’s identity. This 
practice is specifically to recognise the personal security risks and the ongoing need 
to protect the officer. 

8.8 The principle, although best practice, did not come from specific legislation, but 
from Common Law. However, it has been incorporated into both the CPIAand the 
Freedom of Information Act 2000, in regards to the management of sensitive and 
Pll information. 

Lastly, under common law, as an employer the MPS also has responsibilities for the 
safety of its staff, and potentially the identifying of an officer as an undercover officer 
could expose them to risk. This duty of care remains for officers who have left the 
service. 


Peter Francis 


9.1 Operation Herne will not confirm or deny Peter Francis was an undercover officer. 
To avoid placing any individual in obvious danger this principle is paramount. 
Despite Peter Francis making public claims and allegations for Operation Herne to 
comment either way will raise clear inferences in other cases where no comment 
is made. The position is essential to ensure that danger and additional risk can be 
avoided. 

He has made a number of public claims regarding his background and alleged 
police career. These are detailed below. 

In the book ‘Undercover - The true story of Britains Secret Police’ Peter Francis 
claims that he joined the Metropolitan Police Service initially serving at Bromley 
Police Station. Following a short spell in uniform, he joined Special Branch in 1990, 
initially working at Heathrow monitoring Irish dissidents on ‘B’ Squad. In 1993 
he moved to ‘C’ Squad who had a remit of monitoring subversives. Following his 
interview of a Socialist Worker Party (SWP) detainee his report allegedly attracted a 
large amount of interest from the SDS. 

9.2 He claimed in the book that he attended an interview at the SDS office in January 
1993 he began with the SDS. He started ‘as a back office boy for the initial months 
doing menial work and then he was plunged into the world of the far left. He had 
two covert names, ‘Peter Black’ and ‘Peter Daley’. 

Peter Francis claimed that his original targeting strategy was changed at short 
notice and that he was redirected into an emerging, violent left-wing group ‘Youth 
Against Racism’ in Europe (YRE). This also incorporated groups known as ‘Militant 
Labour’ and ‘Workers Power’. 
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In September 1993 he allegedly started his undercover role at Kingsway College, 
monitoring the YRE. Peter Francis claimed he was deployed in his covert role to the 
serious public disorder at the BNP bookshop in Welling, Kent on 16 October 1993. 
He subsequently claimed to have met the Commissioner Sir Paul Condon at SDS 
premises. 

9.3 During the Summer of 1995, he describes going camping in the Bavarian Forest 
with anti racist activists at a summer camp organised by the YRE. He had a cover 
job of working in a school which he did for free. He never developed any long term 
relationships with women but had sex with two activists 

Peter Francis claims that he became the branch secretary of the YRE during his 
deployment. 

He claims in 1995 he began a dual role of working for the SDS and MI5. In the 
summer of 1997 he began his withdrawal plan, although he was not happy about 
leaving the SDS. He left on the 27 September 1997. After a six month break he 
began new duties. By 1998 he claimed extreme stress was affecting him and his 
family. 

Peter Francis claimed that he retired from the MPS in April 2001 aged 36 and 
received a pension. He further states that he and an SDS colleague accepted an out 
of court sum in 2006, and that he received a commendation at New Scotland Yard in 
2007. 
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10 


The Chronology of Allegations 

10.1 When considering the allegations Peter Francis makes, it is important to examine 
them chronologically, as they alter over time. The references made in the media to 
Officer A and Peter Black are all believed to relate to Peter Francis. 

10.2 March 2010 - The Observer 

On 14 March 2010, The Observer newspaper published a series of articles 
regarding the alleged role of ‘Officer A’ within the SDS. These included: 

• That he had slept with two (2) members of his target group. This was not 
sanctioned; such activity among SDS officers - both male and female - was 
tacitly accepted and in many cases was vital in maintaining an undercover role. 

• That he became the Branch Secretary of the YRE, and took part in the serious 
disorder that occurred at Welling in Kent, when the BNP bookshop was 
attacked. 

• That the SDS targeted ‘black campaigns’. These were pressure groups that 
had formed in response to various high profile events such as death in police 
custody and serious racial attacks. 

• That his presence in groups was to prevent disorder by ‘providing intelligence, 
you rob these groups of the element of surprise. If every time they have 

a demo, the agitators are prevented from causing trouble, they are less 
effective; once the SDS got into an organisation it is effectively finished. This 
effectively made justice harder to obtain.’ 

• That an undercover officer refused to come out of the field because he enjoyed 
being with his contacts so much, that he was willing to give up his police salary 
in order to stay with them. 

• That an undercover officers cover was blown when he was confronted with 

his pseudonym’s death certificate, and had to jump from a second floor window 
to escape. 

On 21 March 2010 The Observer published a further article, detailing the covert 
work and nature of the SDS. This was attributed to ‘Officer A’ as it mentioned that 
this source had been the branch secretary of the YRE. The National Secretary of 
the YRE remembers Officer A well, but was ‘furious’ at the implication that the group 
was involved in violence. She said, ...we organised mass peaceful protests against 
racism and the BNP. In doing so, we often faced violence from the far right and the 
police.’ 
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The article continued with an account from the chair of the YRE, at the time of 
Officer’s A deployment, who commented about the use of ‘police spies’ and queried 
whether the SDS were still operational. 

10.3 January 2011 - The Guardian Articles 

On 22 January 2011, The Guardian newspaper published an article that undercover 
police officers routinely adopted a tactic of promiscuity with the ‘blessing’ of senior 
commanders. The same article alleged that sex was used as a tool to help officers 
blend in, and was widely used as a technique to glean intelligence. 

On 19 October 2011, The Guardian newspaper claimed that if ‘a police spy was in 
danger of being locked up; prosecutions of the officer and other activists would be 
mysteriously dropped’. 

Between 19 and 26 October 2011 The Guardian published further articles identifying 
their source as a police officer who had worked on the SDS. He identified himself 
as Peter Black. ‘Peter Black’ alleged that prosecutions of undercover officers in role 
were allowed to go ahead as this helped to build their credibility. He also added that 
being prosecuted was part of their cover. 

On 26 October 2011, Peter Black stated ‘junior officers should not be made 
scapegoats or prosecuted for doing what they were authorised to do by their 
superiors.’ He claimed there was a secret file listing details of the authorised crimes 
committed by undercover officers during their deployments, and that senior officers 
gave them retrospective authority to commit crime. 

On 23 June 2013, The Guardian disclosed that their source for this and the previous 
2011 reporting was Peter Francis. In this article he claimed he was the ‘frontline of a 
mission to monitor and at times even smear the campaign for justice for Lawrence.’ 
Peter Francis said that he and three (3) other SDS officers were tasked with 
gathering intelligence on groups campaigning for justice for Stephen Lawrence. This 
is the first occasion that any reference to ‘smearing’ is made. 

10.4 June 2013 - ‘Dispatches’ Television Programme, Channel 4 

On 24 June 2013, Channel 4 broadcast the programme ‘Dispatches - The Police’s 
Dirty Secret’. Peter Francis said: 

• That his superiors wanted him to find ‘dirt’ that could be used against members 
of the Stephen Lawrence family, in the period shortly after Stephen’s murder in 
April 1993. Also that he passed back hearsay about them to his ‘superiors’. 

• That the purpose of monitoring people visiting the Stephen Lawrence family 
home was in order to formulate intelligence on who was entering the house, 
as to which part of the political spectrum they were in. This was to determine 
maybe which way the campaign was likely to go. 

• That ‘they wanted any intelligence that could have smeared the campaign... 
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there is this general remit so had I, through my circles, come up with 
something along the lines of they, the family, were political activists, if 
someone in the family was involved in demonstrations, drug dealers, anything’ 
... He said that he ‘wasn’t successful in doing this.’ 

• That the Family Liaison Officers assigned to the Stephen Lawrence family at 
the time of the murder of Stephen were passing back intelligence to Special 
Branch. He claimed that the SDS was asked to comment on the intelligence. 

• That he and another officer went through the media material, and that he 
identified Duwayne Brooks participating in criminality. He passed this 
information through the same chain of command in Special Branch. This 
formed the decision to go and arrest Duwayne Brooks. He added that they (the 
chain of command) seemed ‘pleased’. 

• That it was part of his persona, that he was the sort of person who had 
‘casual sex’. 

• That he does not see any circumstance that long term relationships, especially 
the fathering of children can be condoned or allowed. He stated that he 
believes that ‘the use of casual sex by undercover police maybe warranted in 
very exceptional circumstances.’ 

10.5 Undercover Book Publication 

On 25 June 2013, the book ‘Undercover - The True Story of Britain’s Secret Police’ 

was released for sale. 

The book refers to these allegations: 

• Peter Francis had two short term sexual relationships with women 
whilst deployed. 

• He and other SDS officers used the identities of dead children for 
their covert legends and that this was accepted practice. 

• Senior officers wanted to ‘smear’ the Stephen Lawrence Family campaign. 
‘...They were trying to tar Stephen Lawrence, if we could come up with 
anything like that, that was genius. We were trying to stop the campaign 

in its tracks.’ 

• The MPS resorted to ‘appalling dirty tricks’ to undermine the Stephen Lawrence 
Family. 

• He was tasked to contribute to a concerted effort to ‘find dirt’ and ‘malign’ 
Duwayne Brooks who was becoming involved in anti-racist campaigning. It did 
not appear at the time Stephen Lawrence or his family could be undermined. 
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• He campaigned internally and argued strongly for the SDS involvement 
to be included in the Macpherson Inquiry and that the decision not to was 
taken ‘at the top of Special Branch’. 

10.6 18 September 2013 - Channel 4 News 

On 18 September 2013, Peter Francis appeared on Channel 4 News. He told 
journalist Andy Davies that he wanted to clear up the ‘ambiguity’ around the term 
‘smearing’. 

Peter Francis said, The word ‘smear’ if that implies at all anywhere in anyone’s 
mind that would involve the word ‘lying’ that’s what I would like to basically correct. 
Under no circumstances was my remit lie about any of this so, when I go out, what I 
am basically looking for is any solid intelligence on the family.’ 

Peter Francis continued, ‘I was told expressly to look for any intelligence that could 
be used to undermine them.’ (Stephen Lawrence family) 

During this interview Peter Francis was asked, ‘Is there a possibility that given what 
you’ve been through in the past, the nervous breakdown, the post traumatic stress 
disorder that your recollection of events of what actually happened , of what you 
were actually tasked to do has become distorted over time?’ 

Peter Francis replied, ‘None whatsoever...because this is what my post traumatic 
stress disorder is all about. I relive incidents, I relived these things. This is what post 
traumatic stress is all about and I am hundred percent the...is correct. These are my 
nightmares, this is what I am trying to move on for, and this is what this is all about, 
this isn’t Pete Black fighting them. This is Pete Peter Francis declaring what Pete 
Black did. I have no master anymore. The Metropolitan Police left Pete Black out 
there, they left him....’ 
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11 Operation Herne 

11.1 Operation Soisson commenced with four (4) members of staff in October 
2011. Additional resources were provided in July 2012 following DAC Gallan’s 
appointment as ACPO lead. Operation Herne now consists of thirty-seven (37) 
members of staff from the MPS, and six (6) external staff from the East Midlands. 

The investigation is led under the direction of Chief Constable Mick Creedon. The 
Inquiry is managed on a secure computer system. All personnel have an appropriate 
level of vetting/security and have been subject to an inclusion policy. 

Following the Dispatches programme allegations, Operation Herne made numerous 
attempts to contact Peter Francis. Initial contact was requested through The 
Guardian journalist. This was followed by two (2) written requests sent to his home 
address. When no response was received, Inquiry officers visited him personally. 
Peter Francis said he was awaiting some legal advice through The Guardian 
before making a decision as to whether or not he would agree to be interviewed. 
Peter Francis was informed that Operation Herne sought to interview him only as 
a witness. Any interviews would not be conducted under caution given the desire 
to treat him only as a witness and at no stage was Peter Francis threatened with 
prosecution. 

11.2 Peter Francis made it clear that he wanted to be granted immunity from prosecution 
and he used the media to convey this point. The Operation Herne investigation 
team was advised by the CPS that it would not be appropriate to give Peter Francis 
any assurances with regard to immunity from future prosecution. The Senior 
Investigating Officer subsequently wrote to Peter Francis to inform him of this and to 
explain that, although immunity from prosecution would not be granted, he wished 
to interview him as a witness, not as a suspect. Peter Francis did not respond. He 
has since been interviewed by Mark Ellison QC and has refused to allow Operation 
Herne access to these transcripts. 

Despite every attempt and all reasonable safeguards, Peter Francis has refused to 
engage with officers from Operation Herne and it has therefore not been possible to 
carry out an appropriately planned interview with him. Despite the many interviews 
he has chosen to give Operation Herne has not been able to fully explore, 
understand, test and even challenge the allegations he has made. 


36 



Operation 

Herne 

12 


Investigation 
Operation Trinity 

12.1 Following the allegations made by Peter Francis on 24 June 2013 within the 
‘Dispatches’ programme and the subsequent publication of the ‘undercover’ book 
the priority for Operation Herne was tasked by the Commissioner to complete a 
comprehensive and timely investigation into his claims. 

The Home Secretary had already appointed Mark Ellison QC and subsequently 
expanded his remit to include the Peter Francis allegations that related to the 
Stephen Lawrence Inquiry and the subsequent allegations made concerning 
Duwayne Brookes. Prior to the introduction of computers in the late 1990s within 
the SDS, it proved difficult to locate the original intelligence product submitted by 
undercover officers. A strategy was implemented to locate any reporting relating to 
the Peter Francis allegations, the Lawrence family and Duwayne Brooks. 

Ten (10) separate MPS indices were identified which could hold material relevant to 
the Inquiry. These are detailed below. 

12.2 Search Parameters 

To ensure that any reference to the Stephen Lawrence family or Duwayne Brooks 
was identified, a comprehensive set of parameters was compiled. This included 
all reasonable permutations of spellings, and the potential for human error in the 
inputting of data. The Inquiry team completed up to approximately four hundred 
(400) individual searches in relation to significant individuals. 

The following individuals were of significant interest in addition to Peter Francis as 
they were either undercover officer’s deployed at the time of the allegations with 
potential to report on the family or the subjects themselves. 

• Peter Francis 
N81 

N78 

N123 

• Stephen Lawrence 

• Neville Lawrence 

• Doreen Lawrence 

• Duwayne Brooks 
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12.3 Hard Drive 

All data recovered from the thirty-eight (38) original computer exhibits was 
downloaded onto a ‘stand alone’ hard drive, to enable examination. This resulted in 
approximately fifty thousand (50,000) electronic files to be reviewed. The hard drive 
does not hold deleted material. 

12.4 Forensic Tool Kit (FTK) 

The Forensic Tool Kit (FTK) is a software program which allows the Inquiry to 
conduct a wider search within files seized from the exhibits. Specifically there is a 
facility to recover and view all deleted files. 

12.5 Counter Terrorist Home Office Large Major Enquiry System 
(CT HOLMES) 

This is a storage system which allows Inquiry teams to record and store a large 
number of documents. This includes images and other documentary exhibits. The 
Operation Herne account has recently merged the other strands of the investigation 
in order to simplify searching. The CT aspect means a higher level of access and 
security due to the protective marking of the documents the Inquiry are dealing with. 
HOLMES also incorporates ALTIA, which is the software used to scan and store 
documents. 

12.6 Operation Fishpool 

Operation Fishpool was the operation name given to the original Stephen Lawrence 
murder investigation. This HOLMES account includes the May 1993 Welling 
disorder as they are linked to key witnesses such as Duwayne Brooks. 

12.7 SOI 5 Intelligence Records 

SOI 5 manage a sensitive paper record storage and management facility which 
also contains historical Special Branch material. All reporting is graded at or above 
Government Protective Marking System (GPMS) Confidential and relates to SOI5 
matters. These files are not routinely available to other departments within the MPS. 

12.8 General Registry 

General Registry is the Metropolitan Police Services general archive. These records 
include personnel records, some crime reports and other material that has been 
deemed worthy of retention. This archive is subject to the MPS’s retention policy. 

12.9 Commanders Archive 

The archive consisted of two (2) safes which historically stored sensitive files. 

Some of the reports relate to policy, whilst others are very specific (i.e. they relate to 
disciplinary issues and particularly sensitive operations). 
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12.10 Directorate of Legal Service (DLS) 

Operation Herne has been permitted to review relevant DLS records 

12.11 Personnel Records 

Every member of MPS staff has a personnel record updated throughout their 
service. These are retained and archived at the conclusion of their employment. 

12.12 Directorate of Professional Standards 

The DPS internal database for storing allegations and investigations of misconduct 
and criminality. 

12.13 CHIS records / references 

The SDS Management team were proactive in regards to the implementation of 
Part II of RIPA (September 2000). In 1997 they made the decision to register SDS 
operations as Covert Human Intelligence Sources (CHIS). The rationale was to 
enable intelligence to be introduced safely, without attributing it to the SDS, for 
relevant product to be distributed onwards where appropriate. 

Records have been researched for references to SDS undercover operations. A 
quantity of intelligence product files was recovered. This material has been further 
reviewed for relevance to the Ellison Inquiry and onward disclosure where relevant. 

12.14 SDS Internal Guidance 

Within the SDS paper records were a number of documents providing advice 
and suggestions on how to perform the role of a Undercover officer. These were 
compiled into a collection of folders including basic legislation and ideologies of the 
various groups. 
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Intelligence Submission Process 
from SDS to Special Branch 


13.1 The SDS intelligence handling processes are not like the covert intelligence 
processes today whereby intelligence, although sanitised, can be attributed to a 
specific source through a series of firewalls. The process adopted within SDS and 
Special Branch in the mid 1990’s means that great efforts were made to mask 
and protect the covert source and it is difficult to identify and confirm any specific 
intelligence. 

Throughout deployment, intelligence would be recorded personally or via cover 
officers. This report would then be sanitised by the back office staff, to remove all 
references to the operative or the SDS. Anonymity would be ensured by the term 
‘Secret and Reliable Source’. A copy of the report would also be placed on the file of 
the organisation or individual subject of the intelligence. 

Intelligence would normally be disseminated to a Special Branch ‘C’ Squad officer 
who would filter the product out to the relevant desk or department. On occasion this 
would be passed direct to a relevant interested party. 

Pre 1998, records, documents, and intelligence files were almost exclusively paper 
based. N53 makes reference to the fact that they were responsible for instigating 
the use of computers within the unit at that time. 

Operation Herne has interviewed officers who have worked on both ‘C’ Squad and 
the SDS in order to understand the intelligence flow between the two. 

13.2 Prior to the introduction of computers raw intelligence product would be completed 
by the undercover officer and stored within an individual folder within the SDS 
Office. It would be sanitised by the SDS Detective Sergeant and then passed in a 
paper format to ‘C’ Squad on a weekly basis. Sometimes undercover officers could 
meet Desk Officers from ‘C’ Squad in order to address certain submissions. The 
sanitised product would go to the respective field desk such as: animal rights, far-left 
etc and if appropriate the intelligence would be passed on to the respective borough 
or department. Desk Officers would brief relevant senior officers in respect of the 
intelligence they required as and when the need arose. Operation Herne has not 
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located raw intelligence product files from any SDS operative prior to 1998. It would 
appear that dependant on the supervisors of the day, paper records would either 
be destroyed upon submission of product to Special Branch ‘C’ Squad or at the 
conclusion of an officer’s deployment. 


13.3 ‘C’ Squad and SDS (1996-1998) 


Desk Officers 
would brief the 
most 
relevant 
MPS ACPO 
officer 

(Gold or Silver) 
depending on 
the event 



Most of the time intelligence was 
received from the SDS via the operatives 
cover officer who would attend NSY to 
discuss thematic areas with 
desk officers. 

Although desk officers would meet with 
operatives on occasion (pre organised 
meetings), the normal intelligence flow 
would be through the cover officers. 


13.4 SDS Officers and the Identification of Suspects 

One of the processes that Operation Herne examined was the identification of 
suspects by SDS officers. Often other MPS departments required identifications and 
the SDS was well placed to assist. 

The SDS operative would be contacted by their cover officer or unit DI/DCI, and 
asked if they would be able to identify persons of interest. This could be at a number 
of different locations. It was unusual for SDS officers to attend police premises in 
order to complete identifications. 

Routine desk officer identification was fairly frequent. Other identifications were 
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usually specific to large-scale disorder or events. 

N40 stated, ‘Images were viewed in a wide range of media - individual stills, spotting 
sheets of photos, albums of surveillance photos and occasionally video. Given that 
they were for intelligence purposes, these were not usually handled as exhibits.’ 

The identification of subjects and/or suspects was usually for one of two reasons; 

1 Intelligence monitoring - all of the thematic desks were expected to know 
their key nominal subjects. Images from protests, demonstrations and 
occasionally surveillance were compiled in order to build up a picture of an 
organisation, its membership and intentions. When a new person arrived on 
that scene it was normal for the desk to ask SDS to view images to put a name 
and antecedent details to the face (for example, you might only know a first 
name, the type of vehicle they drove and membership of other groups but even 
that was useful to the thematic desks). 

2 Suspect identification - Subjects were monitored because of their propensity 
for committing offences or creating the circumstances whereby offences would 
be committed. Post-demonstration reactive enquiries were normal business 
for the police. Special Branch, on the other hand, mainly concerned itself with 
pre-event intelligence. However, identifying subjects post-event to assist 
investigations was routine. The primary evidence for police in prosecuting 
public order offences is invariably imagery. 

N10 recalled that officers from ‘C’ Squad would attend SDS meetings, and would 
bring images with them in order to assist in identification. This was on an intelligence 
only basis, and that the images maybe left in the SDS office for some time. This 
individual stated that if identification had been previously made, then the SDS 
would not look at the images and it would not come into the office. 


Witnesses 


14.1 To examine and investigate the allegations made by Peter Francis one hundred and 
fifteen (115) serving and former officers and members of staff have been interviewed 
as a priority. These witnesses range from the rank of Commissioner to Constable, 
and include individuals who managed and had oversight of the unit. All SDS staff 
who were operational throughout the period of Peter Francis’ claims have been 
contacted and interviews requested. Officers involved in the intelligence collection 
and dissemination process have been interviewed as have a number of officers on 
the Macpherson Inquiry Team. 

The initial intention was to treat all witnesses as significant and record their 
accounts on tape. However most individuals expressed concerns around their 
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personal safety and the potential to be identified by their voices. As a result written 
records of these interviews were completed. 

Only five (5) potential witnesses have refused to speak or give an account to 
Operation Herne - this includes Peter Francis. This could be assumed to result from 
their fears regarding operational and personal security. The officer responsible for 
the implementation of SDS targeting strategy in 1993 is one of those who has also 
refused to speak to Operation Herne. Two (2) potential witnesses are dead. 


15 The Change of Operational Focus 

of the SDS 


15.1 In 1997 a new set of written instructions and guidance regarding the unit were 
issued. The report stated, ‘If large scale public order events of one kind or another 
once provided a common focus for our endeavours, it is now overwhelmingly 

the case that we serve independent groups of customers with entirely distinct 
requirements. Very often these requirements entail the long term targeting of key 
individuals who have little or no interest in demonstrations.’ 

These instructions clearly show a change of direction for the unit. Customers are 
those that provide tasking requests. Requirements show the move away from 
targeting organisations to a focus on individuals. 

‘Equally, if weekends once regularly saw the majority of the team variously engaged 
with their target groups in London, these same intelligence requirements have now 
extended our field of operation well beyond the MPD (Metropolitan Police District). 

It is now quite usual to have operatives working in different parts of the country on 
the same day.’ These instructions show the shift away from large scale public order 
infiltration to a more personal focus on individuals and the change of ‘customers’. 

It is at this point that the Special Demonstration Squad was renamed the ‘Special 
Duties Section’ to reflect their widening remit. 

15.2 The whole issue of how the SDS worked and was directed will be the subject of 
more detailed reporting in the future. What is clear from these instructions is that 
the post 1968 rationale for the unit had changed, and the focus was far wider, 
not just about public disorder and was often outside of the Metropolitan policing 
area. There are considerable implications in this policy position, not least the 
constitutional position of the Chief Constable responsible for policing within a 
defined geographic (force) area and the potential they would not know of covert 
activity in their area being carried out by another force. It is perhaps even more 
concerning and demonstrates the developing insular nature of the SDS that this 
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significant policy change appears at the minute to have been made by a junior 
manager with no apparent documented reference to MPS Executive or senior 
management - even within Special Branch. 


Allegations by Peter Francis - 
sexual relationships 


16.1 Peter Francis was reported as saying in The Observer in March 2011, ‘He himself 
had slept with two members of his target group. Although not officially sanctioned, 
such activity among SDS officers - both male and female - was tacitly accepted 
and in many cases was vital in maintaining an undercover role.’ 

Peter Francis repeated this allegation between January and October 2011, when 
the articles were published and claimed that ‘sex was used as a tool to help blend 
in’. Later, in the Dispatches programme Peter Francis said There was a couple of 
provisos come advice (in respect of sexual relationships) ...one was make sure 
you use a condom, and it was given as an example by Bob Lambert because he 
referred to another officer who allegedly was tricked into having a child when he was 
deployed. And the other one was you shouldn’t fall in love.’ 

Some individuals publicly claiming to have been SDS undercover officers have 
admitted involvement in inappropriate sexual relationships whilst deployed. There is 
evidence within the ‘tradecraft’ document which provides informal tacit authority and 
guidance for officers faced with the prospect of a sexual relationship. No evidence 
has been found of sexual activity ever being explicitly authorised and to date no 
evidence of sexual activity being utilised as a management supported tactic to aid 
infiltration has been found. 

It has been identified that officers were provided with limited instruction and in effect 
left to make individual choices while operationally deployed. There is evidence of 
some managers within the SDS expressly forbidding sexual relationships. Officers 
have admitted to inappropriate sexual relationship whilst deployed undercover. 

There is no evidence SDS management between 1993 -1997 endorsed or 
authorised the activity. The ‘Tradecraft’ document provides advice recommending 
that if there is no other option officers should try to have fleeting and disastrous 
relationship. 
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On the 20 February 2011 legal advice was sought in respect of what offences, if any, 
may have been committed if an officer deployed undercover embarked on a sexual 
relationship with an activist. Counsel was asked to consider offences such as rape, 
indecent assault, and procurement of a woman by false pretences and misconduct 
in a public office. The written advice received was that in their opinion those 
offences were that the behaviour alleged did not amount to a sexual offence. There 
is no doubt that the conduct of undercover officers engaging in sexual relationships 
is complicated in that their training was unstructured and ad-hoc. 

No allegations that Peter Francis engaged in sexual relationships have been 
received by Operation Herne. 

Operation Herne is currently investigating allegations of inappropriate sexual 
relationships. Some women are currently engaged in civil actions against the 
MPS in relation to this. Only one (1) evidential account has been provided to the 
investigation. 

16.2 Conclusion 

There are currently a number of civil actions lodged against the MPS by several 
females alleging intimate relationships with undercover officers; Three (3) children 
are alleged to have been born as a result of these relationships. Operation Herne 
has contacted the solicitors concerned in order to speak to the claimants. Only one 
(1) evidential account has been provided. At this time the remaining claimants have 
not engaged with Operation Herne. 

No contact or complaint has been received from any individual claiming to have had 
a sexual relationship with Peter Francis. 

Independent legal advice has been sought in respect of what offences, if any, have 
been committed in these circumstances. No offences contrary to Sexual Offences 
legislation are deemed to be complete although offences of Misconduct in a Public 
Office might have been committed. There is no evidence at this time to suggest 
sexual relationships between undercover officers and activists were ever officially 
sanctioned or authorised by the SDS management. 

However, documents suggest that there was informal tacit authority regarding 
sexual relationships and guidance was offered for officers faced with the prospect 
of a sexual relationship. This is an ongoing criminal investigation and an advice file 
has been submitted to the CPS for consideration as to whether the conduct alleged 
may give rise to potential criminal charges. Counsels’ advice has been received that 
a consensual sexual relationship between an undercover officer and a subject is 
unlikely to be an offence under sexual offences legislation. A decision has yet to be 
made by CPS. This is not in respect of Peter Francis. 

Irrespective of the more recent introduction of RIPA legislation and the improved 
training and management of undercover officers, there are and never have been 
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any circumstances where it would be appropriate for such covertly deployed 
officers to engage in intimate sexual relationships with those they are employed to 
infiltrate and target. Such an activity can only be seen as an abject failure of the 
deployment, a gross abuse of their role and their position as a police officer and 
an individual and organisational failing. It is of real concern that a distinct lack of 
intrusive management by senior leaders within the MPS appears to have facilitated 
the development and apparent circulation of internal inappropriate advice regarding 
an undercover police officers engagement in sexual relationships. 


Allegation - Use of Deceased 
Children’s Identities 


17.1 On the 14 March 2010 The Observer newspaper published an article about 
the SDS. Under the pseudonym of ‘Officer A’, they disclosed details of his SDS 
deployment which included use of a deceased child’s identity. They constructed their 
identity by using the same methods as Frederick Forsyth had described in The Day 
of the Jackal’. This involved the research of a dead child with a similar date of birth 
to themselves and then using this to create a credible covert identity. 

Within the book ‘Undercover - The True Story of Britain’s Secret Police’ Peter 
Francis claims he and other SDS officers used the identities of dead children for 
their covert legends and that this was accepted practice. 

17.2 The Operation Flerne report into this matter was published on 16 July 2013 and it 
showed that the tactic was used. It was officially sanctioned and was seen at the 
time as the most appropriate means of securing and maintaining the covert identity. 
The report explained that the tactic largely ceased towards the end of the 1990’s 
and despite being seen by many as distasteful, it was not actually in contravention 
of any laws of the land nor any MPS or national policy guidance at the time. 

The Commissioner has publicly apologised for distress the practice may have 
caused and has confirmed that deceased identities are no longer used by 
undercover officers. 
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Allegation - The SDS targeted 
‘Black Justice Campaigns’ 

18.1 The term ‘Black Justice Campaigns’ was commonly used at the time to describe 
high profile issues involving members of groups largely from minority ethnic 
backgrounds. They were sometimes named after individuals, but were also 
associated with minority communities. Many of the groups were launched by 
campaigners following a death in police custody, and some focused on stop and 
search, alleged miscarriages of justice, and perceived police racism. Some of the 
campaigns were seen by the MPS as a vehicle to promote disorder. In line with the 
overarching remit of the unit, the SDS infiltrated those groups they assessed to be 
violent protest groups who aligned themselves with these justice campaigns. 

A source known as ‘Officer A’ claimed in The Observer in March 2010 that the SDS 
‘targeted black campaigns’ that had been formed in response to deaths in police 
custody, police shootings and serious racial assaults. ‘Officer A’ also added that 
‘once the SDS got into an organisation it is effectively finished. This effectively made 
justice harder to obtain.’ 

The remit of the SDS was to obtain intelligence about violent protest groups and 
to stop violence in the Capital - it was neither an investigative unit nor about 
gathering specific intelligence to support another investigation - such as a murder 
investigation. 

As N587 minutes in the 1985 SDS Annual Report, ‘Questions are always being 
raised subsequent to major black racial disorder as to whether or not there was an 
organised political direction by black extremist groups. He hoped, ‘If our endeavours 
are successful we will be better placed to assess this element.’ 

It is important to highlight that a number of other campaigns that were not ‘black 
justice’ matters were reported on by SDS undercover officers because of the violent 
protest groups infiltrated by the SDS in connection with these campaigns. 

18.2 Conclusion 

SDS undercover officers were tasked into groups across the political spectrum 
of the day. This included both extreme left and right wings, racist and anti-racist 
groups, and animal rights groups. A tactic of ‘entryism’ was used by activists to 
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promote their own political agendas. It was inevitable that undercover officers would 
find themselves reporting on these groups that would become embroiled with their 
target organisation. There is no evidence to suggest that any SDS undercover 
officer was directly tasked into any ‘Black Justice Campaign’ associated to the 
murder of Stephen Lawrence. 

There are occasions where undercover officers did provide material that would 
now be considered as ‘personal information’. At that time, there was no relevant 
legislation to regulate such action as the concept of ‘collateral intrusion’ as clearly 
defined in RIPA had not been considered. The potential intrusion of SDS reporting 
was not limited to ‘Black Justice Campaigns’ and covered the political spectrum 
from left to right in support of their objective to gain intelligence surrounding violent 
protest groups. It remains relevant and important to repeat that SDS Undercover 
officers were not gathering evidence to support criminal investigations, but were 
seeking to gain intelligence with a view to stopping violent protest. 


Allegation - SDS officers appeared 
at court in covert identities without the 
knowledge of the court 

19.1 On 19 October 2011, The Guardian reported that, ‘...if a police spy was in danger 
of being locked up, prosecutions of the officer and other activists would be 
mysteriously dropped; The source for these articles was named as ‘Peter Black’ 
who was later confirmed to be Peter Francis. Subsequent articles followed claiming 
that prosecutions were progressed in order to build undercover officer’s credibility. 

Given the nature of their work and their regular presence at public demonstrations, 
SDS officers were sometimes arrested in their covert identities, and in order to 
maintain ‘cover’ they would stay in the identity throughout the custody process. 

This was to enhance that cover with their companions and the organisations they 
infiltrated over the years. Between 19 and 26 October 2011 in The Guardian, ‘Pete 
Black’ alleged that prosecutions of undercover officers in role were allowed to go 
ahead as this helped to build their credibility. He also added that being prosecuted 
was part of their cover. 

During February 2013, The Guardian published several articles about the alleged 
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use of deceased children’s identities by SDS officers when appearing at court. Peter 
Francis does not provide detail about giving evidence in a covert name or refer to 
any arrests or prosecutions. 

Over the forty (40) years of SDS operations, twenty-four (24) undercover officers 
are known at this time to have been arrested in their cover identities. Some were 
arrested more than once. Ten (10) undercover officers are known to have given 
evidence in court proceedings, two (2) of whom gave evidence as witnesses for the 
defence. Further enquires are still ongoing to ascertain the numbers involved and 
this will be subject of liaison with the Crown Prosecution Service and the Criminal 
Case Review Commission. Further detailed reporting on this issue will follow. 

19.2 Conclusion 

There are no allegations that Peter Francis appeared at court and gave evidence 
in any pseudonym although he does allege this practice took place within the SDS. 
No records have been identified that suggest Peter Francis was arrested or gave 
evidence in any pseudonym. Some SDS officers were arrested and subsequently 
attended court. One reason given was to maintain their cover. Documentation has 
been identified which supports the premise and is clear that the SDS management 
should have been informed of these occasions. 

SDS officers were authorised to engage in minor criminality in order to maintain 
their cover. Operation Herne sought legal advice from Counsel in respect of what 
offences, if any, were committed by officers attending court in their false identities. 
The advice received was that as long as their identity was not subject to the charge 
and they did not lie under oath, no offences had been committed. 

This aspect of Operation Herne is still being examined and will be subject of future 
detailed reporting to the Commissioner. Despite the generic advice obtained, 
Operation Herne is proactively examining the individual cases that have been 
identified. The investigation will also identify the potential impact of this practice to 
establish if any matter requires referral to and consideration by the CPS. Operation 
Herne is also in contact with the Criminal Cases Review Commission (CCRC) in 
relation to any potential miscarriages of justice that might be identified from the 
activities of the SDS. 
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20 


Allegation - The SDS supplied 
intelligence to The Blacklist’ 

20.1 Blacklisting was the recording and management of a list of people identified due to 
their political stance or perceived disruptive/subversive activity within the workplace. 
This was maintained by a commercial enterprise known as the Economic League 
(EL), which closed in 1993. The Consulting Association (CA) was started by a 
former employee of Economic League’s Services Group around this time. Both 
organisations were funded and supplied with information by subscribing member 
companies, and checked their records in order to make informed decisions 
regarding suitability for employment. 

On 18 August 2013 in The Guardian, Peter Francis claimed that he gathered 
intelligence on Trade Union Activists and passed it to a ‘black listing agency’. He 
claimed that he provided information regarding two specific individuals and that their 
details subsequently appeared on the ‘list’. 

The first notification received by the MPS into allegations of blacklisting stem from 
a complaint from Christian Khan Solicitors in November 2012. This was made 
on behalf of the Blacklist Support Group. They allege that the MPS and Special 
Branch (including SDS) were complicit in the supply of information to the Consulting 
Association and similar organisations. They asserted that this practice led to people 
being unable to obtain employment. In February 2013 the allegation was referred 
to the Independent Police Complaints Commission (IPCC) who initially elected 
to supervise the investigation. Between May and June 2013, they reviewed this 
decision and directed a local investigation, returning it to force to investigate. 

Open source material was recovered and a number of key documents identified. It 
was established that the Scottish Affairs Select Committee (SASC) had previously 
held an investigation into the wider issue of blacklisting, in which many of the key 
stakeholders had given evidence. All of their discussions were published on the UK 
Parliamentary website. 

In sworn testimony to SASC, a member of the Consulting Association stated that 
his organisation had no link to the police, although he admitted that its predecessor 
the Economic League did. The Economic League link was confirmed by a former 
head of intelligence for the group, who stated that he met various police officers on 
a relatively regular basis, but that any such discussions would not routinely involve 
individuals. 

Much of the media coverage has focused on a statement from the Information 
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Commissioner’s Office (ICO), in which it was claimed that much of the information 
could only have come from the police and security service. On request, the ICO 
have provided a copy of the seized blacklist and corresponding personal records. 

There is no dispute that the individuasl named by Peter Francis appear on the 
blacklist. However, Peter Francis claims to have been deployed between 1993 and 
1997. The CA record is dated from 1999, two (2) years after Peter Francis alleged 
deployment ceased. 

SOI 5 records show one documented instance of the exchange of information 
between Special Branch and Economic League, dating from 1978. This related 
to a police enquiry about terrorism offences. The officer-in-the-case inadvertently 
disclosed the terrorism link to emphasise the importance of the inquiry. The 
Economic League recorded this disclosure as fact, leading to the individual being 
refused work at a later stage. A complaint was made which was investigated 
and subsequently corrected. This complaint was brought to the attention of both 
Assistant Commissioner Specialist Operations and the Home Office. This incident 
was widely reported in 1981, subject to newspaper reports and a Panorama 
programme. 

On 3 November 1978, Special Branch issued a Memorandum to all officers in 
relation to the disclosure of information and how seriously they regarded it. It 
reiterated Metropolitan Police Standing Orders, Paragraph 13 that prohibited 
searches of Special Branch on behalf of commercial organisations. It also 
documented that such ‘improper’ disclosure constituted a disciplinary offence. This 
memo came directly from the then Head of Special Branch. 

20.2 Conclusions 

Operation Herne has established that the individuals identified by Peter Francis 
appear on the blacklist. However, Peter Francis claims to have been deployed 
between 1993 and 1997. The CA record is dated from 1999, two (2) years after 
Peter Francis alleged deployment ceased. 

There is no evidence to suggest that SDS exchanged any information with either 
the Economic League or the Consulting Association. Twenty (20) test records 
have been highlighted by the ICO as being the most likely to be the result of police 
information. These records have been investigated, revealing numerous alternative 
sources for information. A Special Branch officer has stated in interview that, The 
flow of information was purely one way’ the Economic League were a ‘conduit of 
information’ driven by their sense of ‘civic duty’. The Economic League was treated 
as a source of information. It was not Special Branch policy to pass information to 
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them or any other external organisation. There is no evidence that any information 
reported by SDS operatives was ever shared with the Consulting Association. 

The investigation into this matter continues and will be subject of reporting to both 
the complainants and the Commissioner. 


Allegation - SDS officers were 
tasked to gain information on 
the Stephen Lawrence Family 

21.1 In June 2013 during the Dispatches broadcast, Peter Francis claimed that he was 
tasked to ‘smear’ the Stephen Lawrence family campaign. He said, They wanted 
any intelligence that could have smeared the campaign...so had I, through my 
circles come up with something along the lines of they, the family were political 
activists, if someone in the family were involved in demonstrations, drug dealers, 
anything... There were rumours and conjecture at the family itself may have not 
been a loving caring home. That was passed on about the family that could have, 
may have been used if they were really desperate to try and smear the family. 

Widespread reporting and understandable public concern followed this allegation, 
and it was of interest to the Home Affairs Select Committee and the Home Secretary. 
In order to investigate his claims Operation Herne had to identify and revisit key 
witnesses, including operatives, supervisors and managers within the SDS, along 
with Special Branch officers engaged in the tasking and intelligence process. 
Operation Herne also interviewed senior officers within Special Branch, members of 
the Stephen Lawrence review team and the Commissioners of the day. 

21.1.1 Operation Herne has reviewed all available documentation and evidence within 
its indices. These included all tasking strategies, SDS deployments and any 
document that related to SDS reporting on the Stephen Lawrence family. Evidential 
opportunities, lines of enquiry and witnesses were identified. Search parameters 
were set within the time frame of 1993 to 2005. Operation Herne searched both 
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permutations of Stephen’s first name, and four (4) permutations of his surname. 
Searches also included Doreen and Neville Lawrence. These were examined to 
determine what the tasking and reporting entailed and if there was any evidence of 
‘smearing’. 

21.1.2 On 18 September 2013, Peter Francis appeared on Channel 4 News. He said that 
he wanted to clear up the ‘ambiguity’ around the term ‘smearing’. 

Peter Francis said, The word ‘smear’ if that implies at all anywhere in anyone’s 
mind that would involve the word ‘lying’ that’s what I would like to basically correct. 
Under no circumstances was my remit [to] lie about any of this so, when I go out, 
what I am basically looking for is any solid intelligence on the family.... I was told 
expressly to look for any intelligence that could be used to undermine them.’ 

21.1.3 On 5 November 2013 Operation Herne interviewed Lord Paul Condon, the 
Commissioner of the day. He had no memory of any suggestion of any undercover 
work linked to the Macpherson Inquiry. Lord Condon stated that he was deliberately 
“ring fenced” because of the sensitivity of the Inquiry. This meant he was remote 
from it and it was dealt with by other senior officers under his command. 

Lord Condon stated that he had no knowledge of a connection between the 
undercover officer, Macpherson and Lawrence and found the allegations toxic. 

In his interview Lord Condon discussed the political arena in 1993, the events 
surrounding the murder of Stephen Lawrence and the activity of the extreme left 
and right-wing organisations. He also commented about the build up to the Welling 
disorder in May and October that year, and how he had genuine fears of death and 
serious injury to people. He believed that there would therefore be legitimacy in 
the monitoring of the extreme left-wing. In respect of Peter Francis's allegations of 
‘smearing’ the Stephen Lawrence family, he said that there was no rationale for this 
and that no-one would have tolerated the accusations. 

21.1.4 On 15 October 2013 N183 was interviewed by Mark Ellison QC. He said he was a 
Dl on the Macpherson Inquiry Team and was part of the organisational response 
set up to implement change as a result of the criticism levelled against the 

MPS. Commander John Grieve formed the Racial and Violent Crime Task Force 
(RVCTF) and one of their tasks was the responsibility to re-investigate the murder 
of Stephen Lawrence. He was tasked to complete a thorough review of material 
from the original murder investigation. John Grieve was to directly advise the then 
Commissioner, Sir Paul Condon. 

21.1.5 N183 recalls a conversation with an SDS officer arranged via Commander Black 
from Special Branch. N183 quoted Commander Black from memory saying he 
‘had some coverage as you can imagine, on the periphery around the Lawrence 
Family because we are concerned about extremist groups infiltrating the Lawrence 
campaign, and we are also concerned about extremism on the back of the 
Lawrence campaign, driving public order.’ Commander Black also told him ‘we need 


53 



a conduit to ensure that anything you pick up, particularly from SDS can be fed into 
support your re-investigations of Lawrence, Menson and Ricky Reel....we need 
to be absolutely certain that John Grieve got the whole story and whole picture. 

As you know. . . , we have got good coverage...Are you comfortable in receiving 
intelligence related to the SDS at this time?’ N183 confirmed they were. 

N183 recalls Commander Black stated, ‘Look, we will do it, it will not be on paper. 

It will be personal briefings to you.’ N183 agreed with this arrangement and 
recollected a meeting with N10 and N81. N183 knew N10 from Special Branch ‘C’ 
Squad. N183 confirmed that they met N81 once. 

21.1 .6 Commander Black wrote D/Supt S Thank you. These papers confirm that SDS, 
is as usual, well positioned at the focal crisis points of policing in London. I am 
aware that N183 of C024 receives ad-hoc off-the-record briefings from SDS. I 
have reiterated to N183 that it is essential that knowledge of the operation goes no 
further. I would not wish N183 to receive anything on paper. I have established a 
correspondence route to DAC Grieve via N406, formerly of SOI 2, and opened a SP 
file for copy correspondence with C024. It will, of course, fall to ‘C’ Squad to provide 
the bulk of that material they will undoubtedly consult SDS as appropriate. Signed 
14.09.98.’ 

21.1.7 N10 created the following report: 

‘On Friday 14 August, I had a meeting with N81 and N813. N183 is currently 
working with the Stephen Lawrence Review team. N81 talked about the Stephen 
Lawrence Inquiry from a (details of the target group removed) perspective and N183 
from theirs. It was a fascinating and valuable exchange of information concerning 
an issue which, according to N183, continues to dominate the Commissioners 
Agenda on a daily basis.’ 

21.1 .8 N183 thanked N81 for their invaluable reporting on the subject in recent months. An 
in depth discussion enabled N183 to increase their understanding of the Lawrence’s 
relationship with the various campaigning groups (Details of target group removed) 

- this, N183 said, would be of great value as they continued to prepare a draft 
submission to the Inquiry on behalf of the Commissioner. (Details of target group 
removed) future plans were also discussed at some length.’ 

N183 explained a lot of the behind the scenes politics involving the home office. 

It emerged that there is great sensitivity around the Lawrence issue with both the 
Home secretary and the Prime Minister extremely concerned that the Metropolitan 
Police could end up with its credibility - in the eyes of London’s black community - 
completely undermined. N183 explained the three main areas that N183’s team are 
addressing: 
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1 How to respond to the charge of Institutionalised racism: Here the team seems 
likely to admit the essence of the charge. What is exercising their minds 

is merely the terminology to use. There is a preference for phrases 
like ‘unconscious racism’ and ‘a lack of understanding of black culture’. The 
team realises that, however expressed, such a frank admission of failure will 
shock many serving police officers who have, thus far, been fed a much more 
upbeat response to the enquiry in the Job. 

2 How to handle the second stage of the Inquiry: N183 explained that the 
Commissioner plans to stage a series of public forums in the months ahead 

at which he will attend personally and set out the Met’s position. One proposed 
venue was Lambeth Town Hall and N81 was able to advise N183 of the 
vulnerability that such a meeting would have to disruption from (Details of 
target group removed) and local black youth. As regards to the second stage 
itself, there continued to be daily discussions within N183 office as to the best 
tactics to adopt. The question of the Commissioners resignation and that of his 
assistant Ian Johnson is regularly addressed. 

3 How to regain the confidence of the Black community: Commander Grieve 
is now in charge of post Lawrence Black Community relations and is clearly 
hoping to be able to draw a line under the affair and work towards a more 
positive relationship. N81 was able to highlight the enormity of this task as 
regards sections of the black community in and around Brixton. They were able 
to provide N183 with some specific and positive information as regards those 
community groups who might be prepared to build bridges.’ 

21.1.9 N183 also explained however Home office was very sensitive about the wider 

implications of the Lawrence case, in particular, the potential for rioting or disorder 
by sections of the black community in the wake of an irretrievable loss of confidence 
in the police. Allied to this, was a concern about the damaging effects of sustained 
political pressure from hard left and anti-police elements. N10 18 August 1998.’ 

On 4 February 2014, N183 provided further clarity to Operation Herne regarding their 
recollection of the N81 meeting. N183 suggested that at the time of the meeting 
they already started a new role in C024 and believed the record of N10 contained 
inaccuracies. N183 stated they had no suspicion that the undercover officer was close 
to the Lawrence family. The officer could not recall informing their line management 
in C024 of the meeting explaining the meeting was at the behest of a commander 
in SO. N183 could only recall receiving one single briefing and saw nothing from 
SDS or any other stream that was intelligence relating to the Lawrence family. 

21.1.10 N81 was a undercover officer on the SDS at the relevant time. N81 was deployed 

into extreme left-wing groups associated with violent protest. Operation Herne 
has identified a number of intelligence reports submitted during the time of the 
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21 . 1.11 

Macpherson Inquiry by N81. N81 has provided a statement and said they were 
never tasked into the Stephen Lawrence Family at any time, or asked, instructed 
or ordered to ‘smear’ the family or the names of Stephen Lawrence or Duwayne 
Brooks. Intelligence suggests Duwayne Brooks saw some of the protest groups as 
a way to support his cause and so he attended a few demonstrations. These protest 
groups wanted to befriend the Stephen Lawrence family in order to promote their 
own agenda; however this was not successful due to shielding from Suresh Grover 
and lawyer Imran Khan who wanted peaceful public support. 

Examination of documents available show that N81 reported on personal 
information regarding Doreen and Neville Lawrence. N81 states that they were 
given information by a third party regarding Doreen and Neville Lawrence and 
included this intelligence in subsequent reporting. This information would have been 
seen to have been of significance to DAC Grieve who was in regular contact with 
the family in his role within the MPS. It is acknowledged that this information could 
be considered as personal. There is no evidence to suggest this intelligence was 
universally disseminated and was a matter brought to the attention of N81 within the 
group infiltrated 

21 . 1.12 

The collection and use of such intelligence would now almost certainly be 
considered as ‘collateral intrusion’. Accepting this modern standard, at the time 
it was the role of the SDS undercover officer to report all information, and not 
to differentiate between what may have been personal or private matters. Such 
methods now require the authority of a senior officer. RIPA introduced specific 
methods to manage the collection of private information. 

21 . 1.13 

In interview N10 said, ‘1 had pretty sort of intensive briefing when 1 started so 
therefore 1 can be reasonably confident that the allegation of smearing the Lawrence 
family wouldn’t have arisen during that previous six months’ (speaking about the 
period from the murder of Stephen Lawrence to when N10 started, April to October 
1993) 

N10 also stated that the suggestion of targeting the Stephen Lawrence family was ‘a 

ridiculous idea.’ 

21 . 1.14 

N10, ‘without question, my recollection is that the SDS was principally concerned 
with issues of violent disorder, issues of clashes between the right and the left were 
the day-to-day SDS priorities....you know at the time, some of our targets.... who 
were being proportionally targeted, according to agreed targeting strategies at the 
highest level... they are shown to be infiltrating campaign groups. In this case, the 
Lawrence campaign...’ 

N216 was spoken to about the allegations of smearing the Stephen Lawrence 
family, the targeting of Duwayne Brooks and the withholding of information from 
the Macpherson Inquiry. N216 statement was, ‘1 was outraged by Peter Francis’ 
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suggestion.... It was certainly not something which I would have sanctioned and I do 
not recognise it as anything my contemporaries would have countenanced.’ 

N78, who was a Undercover officer on the SDS at the relevant time stated in an 
account given to Operation Herne, ‘...that they never heard, saw or expected 
anyone in SDS to have said anything along the lines of: ‘We want the dirt on the 
Lawrence’s.’ This would not have been in SDS’ remit.’ N78 continued, These 
extremist organisations were very manipulative, calculating and cynical in their 
approach to causes and campaigns. As regards the ‘Lawrence Campaign’, almost 
every anti-establishment/left-wing group wanted to be associated with it, for its own 
ends.’ 

21.1.15 N72 stated in their account on 23 March 2013 that they ‘knew’ that N81 was ‘tasked 
to the Stephen Lawrence Inquiry and this would have come directly from Sir John 
Stevens, who gave the go ahead.’ N72 claimed, ‘that tasking and discussion were 
done separately away from normal SDS meetings.’ and that these were protected 
by what they call ‘Chinese walls.’ 

21.1.16 The Commander of Special Branch at the time, stated in an account to Operation 
Herne ‘A vital role of Special Branch is to gather secret intelligence against security 
targets, analyse the product and reassess the security threat. On that basis, the 
notion that SDS officers would have been tasked to ‘smear’ Neville and Doreen 
Lawrence or the Campaign is abhorrent. I have never heard the word ‘smear’ 
used in the context of our Special Branch work and believe the allegation to be 
unfounded. It is likely that SDS officers were tasked to gather intelligence on 
activists of the extreme left and right who sought to exploit the Campaign for their 
vested political ends. Such authorisations would have been intended to protect the 
integrity of the Campaign, not undermine it.’ 


21.2 Conclusion 

SDS undercover officers reported on potentially violent protest groups surrounding 
the Stephen Lawrence Campaign - as well as many other violent protest groups 
and campaigns across the Capital. There is no documentary or verbal evidence 
whatsoever that supports the allegation that any SDS undercover officer was 
tasked or directed into the Stephen Lawrence family or its campaign. None of 
the intelligence records attributed to the groups that Peter Francis claims to have 
infiltrated contain reporting on Stephen Lawrence, the Stephen Lawrence family or 
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its campaign. There is no evidence or suggestion that any undercover officer ever 
met with or engaged with members of the Stephen Lawrence family 

An SDS officer does make reference to N81 being tasked into the ‘Stephen 
Lawrence Inquiry’ and that this tasking was separate from normal SDS meetings. 
This officer was not part of the SDS at the time of the Stephen Lawrence campaign 
or during Peter Francis’s alleged deployment. N72 recollection is also refuted by 
N81 who stated in their account that they were not tasked directly into the Stephen 
Lawrence family or campaign. Therefore their account can only be treated as 
hearsay. 

21.2.1 There is no doubt that attempts were made to influence the Stephen Lawrence 
Campaign by a number of violent protest groups assessed by the MPS as having 
the potential for violence. However, these efforts were resisted by key advisors 
to Mr and Mrs Lawrence, such as Imran Khan and Suresh Grover, who sought to 
maintain the campaign as wholly peaceful. Operation Herne has been unable to find 
any evidence that SDS undercover officers were tasked to ‘smear’ the reputation 

of the Stephen Lawrence family. N10 and N81 stress that the intention and actions 
of the SDS were to indirectly support the Stephen Lawrence family. Former SDS 
Undercover officers and Special Branch officers all maintain that smearing ‘was not 
what Special Branch was about.’ 

21.2.2 There was reporting by N81 who recorded personal intelligence regarding Mr and 
Mrs Lawrence that was not widely known at the time. Whilst this is undoubtedly 
personal information and would today be classed as collateral intrusion and 
unnecessary it would be entirely appropriate that the SIO conducting the 
investigation into Stephen’s murder was given this intelligence. 

It is clear that N183 had a significant role to play and Operation Herne is concerned 
about the intelligence N183 was given and the failure to disclose this to the broader 
MPS response in to the Macpherson Inquiry. N183 was an Acting Detective 
Inspector (A/DI), a middle ranking role with significant responsibilities. N183 
was employed to look at the organisational response to the Inquiry, but through 
Commander Black, was given direct access to covert sources within the SDS. 

N183 met on at least one occasion with a manager and undercover officer and 
was given ‘direct and off the record briefings - along with a clear instruction from 
Commander Black that ‘knowledge of the operation goes no further’, N183 ‘should 
not receive anything on paper: This meeting was clumsy and inappropriate. 

21.2.3 Unless the documents are false and the recollection of N10 and N81 is flawed, it is 
clear that N183 fully understood the significance of the Macpherson Inquiry. Records 
show that N183 commented on the personal interest for the Home Secretary, the 
Prime Minister and the Commissioner. N183 does not appear to have considered 
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the disclosure aspects nor the clear conflict in receiving the covert reporting whilst 
the Inquiry was ‘live’. 

Operation Herne has looked specifically at the issue of undercover activity against 
the Stephen Lawrence family and was not charged to consider issues such as those 
commented on above. Nevertheless, there is a clear conflict in the role N183 had 
as an A/DI working on the MPS response to the Macpherson Inquiry and the covert, 
sensitive and ‘off the record’ unrecorded briefings N183 was receiving from SDS 
management and staff. It is considered that this matter does require proper and 
further investigation. 

Following the accidental disclosure of an appendix from the Macpherson Inquiry, 
containing witness and security information an officer from the Witness Protection 
Unit (WPU) was assigned by DAC Grieve to the Mr and Mrs Lawrence. This officer’s 
role was to assist and provide advice to the Mr and Mrs Lawrence regarding their 
personal security and safety. Their assignment began on 23 September 1999. As a 
result, the officer had unequivocal access to both Neville and Doreen Lawrence and 
their family. 

21.2.5 The officer maintained a log of advice and actions. These revolved around the 

security of the family and contained no anecdotal information. The officer was in a 
unique position of having detailed knowledge of the family and could easily have 
gained far more information than any complex covert undercover officer intrusion 
through an associated pressure group. In an account provided to Operation Herne 
it was confirmed that N315 was never approached by any member of the MPS or 
asked for personal information or rumour surrounding the Stephen Lawrence family. 


22 Allegation - Family Liaison 

Officers (FLO) assigned to the 
Stephen Lawrence Family reported 
intelligence to Special Branch 

22.1 At the time of Stephen Lawrence’s murder there was no formal definition or training 
for the role of Family Liaison Officer. Accredited training was introduced post the 
Stephen Lawrence investigation. Prior to this, officers were referred to as Victim 
Liaison Officers, whose primary function was that of an investigator. The role 
involved facilitating contact between the family and the enquiry team. 
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‘Victim Liaison Officers’ were provided to the Stephen Lawrence family when 
Stephen was murdered on 22 April 1993. Peter Francis alleged that these officers 
reported back personal information to Special Branch during this time. 

Peter Francis alleged during the Dispatches broadcast The family liaison officer 
who was in Stephen Lawrence’s house was taking all the details of all the family 
members who were there, all the visitors who actually gave their details. This was 
then passed to the area Special Branch, the area Special Branch then passed it 
through the Special Branch to the Special Demonstration Squad and we were asked 
to comment on these individuals whether or not in their words they were politicos or 
what, who, they were.’ 

When Peter Francis was asked whether he, or any other SDS officers were then 
to give intelligence about that individuals political persuasion who had visited the 
Stephen Lawrence family during this time, he replied ‘one hundred percent because 
that would then allow us to make the assessment which way this campaign was 
likely to go in the public disorder arena.’ 

DS John Bevan and DC Linda Flolden were identified as performing the role of 
family contact officers in April 1993. They performed this for the first ten (10) days 
of the murder investigation. DS John Bevan had not been deployed before whilst 
DC Linda Flolden only had minimal experience. Both are retired and have been 
interviewed by Mark Ellison QC. Both deny this allegation of passing information 
back to Special Branch. The role of liaison officer was subsequently assumed by 
Senior Officer on 6 May 1993. Fie took over following a meeting with the family 
and Imran Khan. He recorded his rationale under policy file note 37. He indicated 
that the family and their solicitor, did not want any victim liaison but requested a 
weekly meeting with the Senior Officers involved He thought, that as the Stephen 
Lawrence family wanted information, he was the best person to provide it. 

22.1.2 Operation Fishpool records refer to a Special Branch Liaison Officer. This individual 
has been identified as PC Alan Fisher, Plumstead’s Racial Incidents Officer (RIO). 
PC Fisher confirmed that he was appointed shortly after the murder to be the liaison 
between Special Branch and Operation Fishpool. This role involved him passing 
details of potential suspects and right wing groups to Special Branch reserve. 

During the investigation he was contacted by Special Branch officers as to whether 
he knew of particular named suspects. At the time of the murder he was unaware 
of the existence of the SDS and had no contact with any officer from the unit. Mr 
Fisher was adamant that any request for information submitted to Special Branch 
to him would have been on an official HOLMES major incident action form and 
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returned as such. 

22.1.3 All available SDS records to date have been searched for references to the officers 
and against a list of names supplied by Mark Ellison QC. No trace has been found 
of the names within SDS reporting. Due to the covert nature of the SDS other 
MPS departments would not be aware of their existence. This included Senior 
Investigation Officers (SIO). 


The current role of a FLO is a specialist and investigative function. This involves 
the day-to-day communication between the family and the enquiry team. They 
gather evidence and information from the family in a sensitive manner. This 
contributes to and preserves the integrity of the police investigation/action. A FLO 
co-ordinates response to the needs of families. They ensure that family members 
are given information about support services and that referrals are made to Victim 
Support (VS). It is recognised now, nationally, that the primary role of the FLO is ‘an 
investigator’. 

22.2 Conclusion 

Operation Herne identified that DS John Bevan and DC Linda Holden performed 
the role of ‘victim liaison officers’ to the Stephen Lawrence family following the 
murder of Stephen. The Macpherson Inquiry said that there were ‘a large number 
of people who surrounded Mr and Mrs Lawrence in the very early days.’ Both DS 
Bevan and DC Holden asked these visitors to ‘identify themselves’ and to say what 
organisation they represented. Both deny this allegation of passing information back 
to Special Branch. 

The role of ‘family liaison officer’ was in its infancy at the time of Stephen 
Lawrence’s murder. The current role of a FLO is a specialist and investigative 
function. This involves the day-to-day communication between the family and the 
enquiry team. They gather evidence and information from the family in a sensitive 
manner. It is recognised now, nationally, that the primary role of the FLO is ‘an 
investigator’. It is known that the officers recorded names of visitors, in accordance 
with her role. All available SDS records to date have been searched for references 
to the officers and against a list of names supplied by Mark Ellison QC. No trace 
has been found of the names within SDS reporting. 

There is no evidence or suggestion that the victim liaison officers or FLO’s passed 
any information to Special Branch. 
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Allegation - Smearing of 
Duwayne Brooks 

23.1 During the Dispatches programme, Peter Francis claimed that as the SDS could 
not find ‘dirt’ on the Lawrence family, they then looked to target friends and those 
associated with the family such as Duwayne Brooks. He said, ‘We did start to look 
at Duwayne (Brooks) to see if there was a possible way that we could then smears 
the best way his campaign via a different direction... myself and another SDS officer 
went through the material we had, the media we had and between us we’d identified 
him participating in some criminality, perceived criminality, this was then sent 
through the same chain of command, Special Branch Dl, DCI, out to division, and 
again the decision was obviously made to go and arrest Duwayne for said offences.’ 

Peter Francis claimed that in respect of his alleged supervisors, ‘yes they did seem 
pleased that we had found out... and I think it also provided the first in ever in the 
Stephen Lawrence Campaign. This is a clear whiter than white campaign, it can’t be 
tarnished, the public is all behind it and all of a sudden Stephen Lawrence’s friend 
was actually a violent activist.’ 

23.2 Conclusion 

Operation Herne has reviewed all the material in its possession, including computer 
and documentary records. The search parameters consisted of twenty-seven 
(27) different permutations of Duwayne Brooks’ first name, and ten (10) on his 
surname. Potential witnesses, managers and undercover officers were identified 
and interviewed about this aspect. The Inquiry has identified forty one intelligence 
reports that referred to Duwayne Brooks. These were examined to determine what 
the reporting entailed and to identify if there was any evidence of ‘smearing’. 

Duwayne Brooks was present on 22 April 1993 when his friend Stephen Lawrence 
was murdered in Eltham. On 7 May 1993, he attended Southwark Identification 
Suite, to take part in an identification parade relating to Stephens murder. PC Simon 
Bull from the Territorial Support Group (TSG) was also in the suite to find volunteers 
for the identity parade that involved suspects for the murder of Stephen Lawrence. 
PC Bull noted Duwayne Brooks and his distinctive clothes. 

On 8 May 1993, serious public disorder took place in Welling, Kent. The YRE 
attended a march against a BNP premises. Approximately four thousands 
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demonstrators took part in the march which broke down into clashes with both 
the police and far right activists. 42 police officers were injured , acid was thrown, 
thirty buildings were seriously damaged, shops looted and numerous cars were 
damaged. Following the disturbances, 25 people were arrested as part of an 
investigation and charged with various offences connected with the incident. 
Duwayne Brooks was present during the disorder and is alleged to have damaged 
a BMW vehicle and was armed with a stick. Footage of the riot was recorded by 
evidence gatherers. The subsequent investigation into the disorder was called 
‘Fewston’. 


24 Operation Fewston 

Identification Process 


24.1 Dl Roger Bailey was from Orpington Borough and was seconded to Operation 
Fewston. Fie became the deputy SIO investigating the public disorder and 
formalised the identification process. The viewing room was set up by DC Eleanor 
Greenhough on 24th June 1993, and this comprised of eighty-four (84) colour 
photographs on six (6) display boards. Viewing of images consisted of reviewing 
both video evidence and photographic evidence. DC Greenhough was responsible 
for compiling a schedule of numbered suspects, from one (1) to fifty-five (55) Thirty- 
three (33) of the images were ‘stills’ taken from two (2) videos of the disorder. Fifty- 
one (51) were images taken by police evidence gatherer. 

Dl Bailey completed a set of ‘Standing Orders’ detailing instructions for the viewing 
of photographs at Southwark Police Station. These are recorded under Action 229 
in the Operation Fewston Account. The instructions formed of: 

1 An introduction and purpose sheet from SIO. 

2 A Witness Pro-forma. 

3 A Witness Information Sheet. 

4 Op Fewston ID Suite Standing Orders. 

On 8 June 1993 a witness appeal was sent out to MPS officers who were on duty at 
the disorder. PC Bull responded to the appeal and completed an appeal pro-forma. 
Action 350 was created on the 30 June 1993 to ‘arrange PC 308SE Bull to view 
video/photos’. The action detailed ‘3TSG Officer on serial U323 at march who saw 
disorder & could possibly identify persons responsible’. The action was allocated on 
30 June 1993. 
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PC 130RY Lucy Burrows updated the action on 30 July 1993 with the following 
information: ‘Appointment made at Welling identification Suite had to be cancelled 
by viewing officer due to key for suite missing. PC Bull has since been engaged 
on other operations and has been unable to attend.’ This entry was noted by DC 
Greenhough. 

On the 7 September 1993, Action 474 was created to arrange for PC Bull to view 
video/photographs, on direction of Dl Bailey. On the 13 September 1993, it was 
allocated to DC Greenhough. 

On 23 September 1993 at 2.50pm, Dl Bailey completed the action by recording 
result: ‘Attended MD 22-9-93 who viewed photographs and videos and identified 
suspect no 54 as Dwayne Brooks. Statement obtained.’ This is recorded as 
Statement S267. There is a note at the top of the action ‘Not Disc’. 

After all available witnesses had viewed the images, a circulation of the clearest 
photographs were disseminated via Police Gazette Special Notice 03/09/93. This 
was disseminated to all police stations. This contained eleven (11) pictures of 
suspects. The image identified as Duwayne Brooks (suspect 54) was not one of 
them. 

24.1.2 On 8 October 1993, Duwayne Brooks was arrested, interviewed and charged with 
violent disorder and criminal damage to motor vehicle. He appeared at Bexley 
Magistrates Court on the 12 October 1993. On the 16 October 1993, a second 
demonstration took place at Welling. It is evident that SDS officers attended the 
October 1993 demonstration. The case against Duwayne Brooks was stayed in 
1994. 

In his report, when referring to the Violent Disorder/Criminal Damage matter from 
8 May 1993, Sir William Macpherson said ‘It should here be said that there was 
clear evidence of the actual conduct which founded that prosecution.’ The defence 
depended upon medical evidence which indicated that Mr Brooks was already 
and understandably affected and disturbed by 8 May as a result of his terrible 
experiences. It was proposed that the difficult defence of automatism should be 
raised. That resulted in the obtaining of the opinions of all officers who had been in 
contact with Mr Brooks since the murder by means of questionnaires. 

On 7 February 2014 PC Bull was interviewed by Operation Herne and he described 
the process above. He had no knowledge about the loss of the keys to the suite 
and attended the suite as soon as practicable. He has no knowledge of any other 
subsequent or prior identification concerning Duwayne Brooks. 

On 14 February 2014, Dl Bailey was interviewed. He said that the time delays within 
the identification process were due to the collating of footage from third parties. He 
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did not have any Special Branch liaison or any contact with them. He was unaware 
of any Special Branch intelligence that would have contributed to the identification 
of Duwayne Brooks. 

N40 said in respect of contact between the SDS and the team: ‘investigation teams 
and third party units never had access to SDS officers, or indeed knew that SDS 
existed.’ The Investigation team would not have known about the SDS. N40 also 
said, ‘SDS was assisting in identifying persons arrested in criminal offences as part 
of a police strategy to prevent public disorder.’ 

N10 states that Duwayne Brooks was not a specific named target or formed part of 
any targeting strategy. N10 does confirm that part of the role of the SDS field officer 
was to assist in identification of offenders concerned in serious disorder. 

As Duwayne Brooks was subject of press interest and a significant witness in the 
Stephen Lawrence investigation, any such intended arrest was brought to the 
attention of chief officers. N10 stated in interview, ‘it was not in the service’s interest 
to smear or conduct such operations to smear.’ 

N10 states that Duwayne Brooks was not ‘targeted’ specifically. The officer said 
that the SDS would be tasked to assist in identifications appeals concerning large 
scale disorder, and so it would be normal for SDS officers to review footage of the 
Welling disorder. N10 does not recall any SDS officer making any such identification 
concerning Duwayne Brooks from Welling in May 1993. 

N216 said in respect of the targeting of Duwayne Brooks ‘SDS activity targeting 
individuals in a public order context may have brought certain officers into contact 
with, or in the close proximity of Duwayne Brooks, but, if that did happen, this would 
not have been in response to the murder investigation, or any connection with the 
family.’ 


24.2 Conclusion 

There is no documented evidence of any involvement of any SDS officer in the 
formal identification of Duwayne Brooks for his alleged involvement in serious 
public order offences at the Welling bookshop. There are however complete records 
including statements and identification material that provides robust evidence that 
the identification of Duwayne Brooks in September 1993 was an evidentially sound 
procedure carried out by other non SDS officers that adhered to policy. This premise 
is further supported by Peter Francis’s own alleged timeline of deployment which 
claims that he was deployed in September 1993 and reported on the subsequent 
demonstration at Welling (October 1993) 

It was not an uncommon practice for the SDS operatives to become involved in 
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intelligence gathering identifications post public disorder. They were ideally placed 
in these events and had the potential to identify nominals known to them through 
their covert deployments. It is highly likely that SDS undercover officers were tasked 
to view images from the Welling Riot in October 1993. It is known that most SDS 
undercover officers were deployed at Welling and reported on the extreme violence 
between both left and right-wing. 

There is SDS reporting on Duwayne Brooks. This related to general intelligence 
regarding his interaction with the protest groups infiltrated by the SDS. Some of this 
reporting is not connected to public order. However, there is no evidence of any 
intention to smear his reputation. 


Allegation - Withholding material 
from the Macpherson Inquiry 

25.1 Following the failed police investigation into Stephens murder, the then Home 
Secretary Rt Hon Jack Straw MP announced in July 1997 that an Inquiry would 
be launched. The original objective was to review the police investigation and to 
learn lessons to assist with the investigation of racially motivated crime. Sir William 
Macpherson was appointed to lead the Inquiry, which opened in March 1998. In 
February 1999 the results of the review were published, which heavily criticised 
the Metropolitan Police Service leadership, investigative failures and labelled the 
Service as being institutionally racist. The Macpherson Report produced seventy 
(70) recommendations aimed mainly at the police service, but also designed to 
impact upon all public bodies. 

25.1.1 Peter Francis claimed within the Dispatches programme on 24 June 2013 that ‘vital 
information’ was held back from the Inquiry despite his attempts at the time to get 
Special Branch ‘to come clean’ and disclose their involvement. Peter Francis said, 
‘So when I actually informed them, it went first to Dl Lambert, it then went to 
Superintendent in the Special Branch, who’s responsible for the overall decisions, it 
actually then went up to the Commander Special Branch who came out to see me. 

It can be encapsulated roughly along the following lines: If the public was to find out 
that you were undercover there, they still would be battling on the streets in about 
a year to come, so the whole idea is to prevent disorder - if we go in there and say 
we were undercover in there it would re-ignite disorder that hadn’t taken place with 
Lawrence for quite a while.’ 
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Peter Francis claimed that there was no mention of SDS involvement in the 
Macpherson Inquiry and that ‘they (SB) were totally clear of everything despite.’ 
After this, a pre-recorded response from Lord Condon was shown denying 
knowledge of withholding information from the Macpherson Inquiry. 

The MPS Director of Intelligence in 1999 has been interviewed by Operation Herne 
and stated, ‘I have been asked if I recall ‘any Special Branch plans to mislead the 
Macpherson Inquiry’ into the death of Stephen Lawrence. For part of this time I was 
head of Special Branch operations and have no recollection of any such plans.’ 

Peter Francis alleged that N218 came out to see him in respect of withholding 
information from the Macpherson Inquiry. In interview N218 stated that this meeting 
or request never happened. 


25.2 Conclusion 

There is no evidence that any SDS undercover officer was prevented from providing 
information to the Macpherson Inquiry or disclosing the role of the SDS, or that any 
officer was prevented from doing so by SDS management. 

However, it is clear that the role of the SDS and its undercover officers was never 
disclosed and this is a clear failing already commented on. Whilst Operation Herne 
has not fully investigated this aspect, it does not appear that the role of the SDS 
around linked support/protest groups and within the Macpherson Inquiry itself was 
ever brought to the attention of the Commissioner or the senior managers of the 
team tasked to prepare and manage the MPS response. It is clear however that 
the activity was known of at a senior and chief officer (Commander) level within the 
MPS Special Branch. 

Evidence indicates that SDS reporting on the hearings at the Macpherson Inquiry 
focused on the internal and external public disorder aspects. Specifically detailed 
were the risks to Sir Paul Condon should he attend the hearing at Hannibal House, 
he might be at physical risk of attack. 

25.2.1 There is no record of any disclosure to the Macpherson Inquiry of the involvement 
of any undercover officer in either the campaign support groups or their presence at 
the hearings themselves. 

N81’s role and immersion within the infiltrated organisation prevented a sudden 
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absence or exit strategy. The nature of the deployment was such that N81 would be 
expected to accompany the group regardless of where they were. To refuse to enter 
or leave the hearing would be out of character and as a result have the potential 
to raise suspicion. The hearing was open to the public and representatives of the 
police service who attended on many occasions in uniform. In reality all N81 could 
have reported on in relation to the Inquiry would have been that which was publicly 
available to all and was being reported on in the media every day. N81 reason for 
being with their group was to monitor and report on their potentially violent protest 
activity. The presence of an undercover officer does not appear to result in the 
obtaining of information from the Inquiry that was not in the public domain. 

There is however, no record of any disclosure to the Macpherson Inquiry of the 
involvement of any undercover officer in either the campaign support groups or of 
the regular presence of an undercover officer at the hearings themselves. Operation 
Herne considers that it is a realistic assessment that had the involvement of an 
MPS undercover officer deployed in the proximity of a grieving family seeking justice 
been publicly disclosed, this could have resulted in large scale public disorder. It 
would have been problematic to have extracted N81 from this deployment at short 
notice without some significant operational and personal risk. It is also clear to 
Operation Herne that this deployment was not known to the Commissioner or his 
staff responsible for the MPS response to the Inquiry. 

25.2.2 Regardless, the role of the undercover officer in this matter should have been 

revealed to Sir William Macpherson to allow him to make his own judgement on how 
to deal with the matter. It is quite apparent that the SDS ethos and culture of total 
secrecy caused this failure. There is no evidence to suggest this was a deliberate 
act, rather it appears that this was never even considered by SDS management as 
necessary. This is all the more remarkable as the overall supervision and detailed 
knowledge of the SDS within the MPS Special Branch went right up to Commander 
level. Whilst it might be reasonable to assume the constables on the unit may not 
be aware of the huge significance of the Macpherson Inquiry and the relevance 
of disclosure, officers working at the Executive level and a part of the MPS senior 
management should clearly have understood the importance of this deployment. 
Whilst the Inquiry was not a criminal trial, it is relevant that by this time disclosure 
legislation was in place and the default position should have been to disclose and 
explain rather than hide. It is inexcusable that the senior management of the SDS 
and the MPS Special Branch chose not to disclose the presence of N81 to the 
Commissioner’s office in order that a proper executive decision on disclosure to Sir 
William Macpherson could have been made. 
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Summary of Conclusions 

26.1 At its inception the SDS was at the forefront of the development of undercover 
policing. This led to the progression of the tactic to aid law enforcement to prevent 
disorder. It is clear the majority of undercover officers conducted themselves 
professionally and with integrity, and undertook difficult and dangerous work in 
challenging circumstances which undoubtedly included saving lives, protecting 
property, disrupting extremist groups and preventing disorder. 

The recent allegations made by Peter Francis have led to these being prioritised 
within Operation Herne. They form only a small part of the Inquiry. 

The investigation into his claims was initially frustrated by his refusal to engage 
with the investigation. He publicly claimed that he had been threatened with 
prosecution for breaches of the Official Secrets Act. This is not the case; he was 
offered the opportunity to engage with the Inquiry team as a witness on three (3) 
separate occasions. Despite every attempt and direct contact with him, with his 
legal representatives and with journalists Peter Francis has refused to engage. 
Peter Francis sought immunity from prosecution which was not appropriate in 
the circumstances. Following assurances from the Attorney General he engaged 
with Mark Ellison QC. He refused permission to allow Mr Ellison QC to share his 
interview with Operation Herne. 

26.1.1 As a result the Inquiry has had to assemble information and allegations from the 
available sources. The media articles, the television programme and the book 
broadly reflect the following allegations: 

• That SDS officers engaged in sexual relationships whilst deployed 

• That the SDS used deceased children’s identities in the creation 
of their covert identities 

• That the SDS targeted ‘Black Justice Campaigns’ 

• That SDS officers appeared at court in their covert identities 

• That SDS officers supplied intelligence to the ‘Blacklist’ 

• That SDS officers were tasked to gain information that might be used to 
‘smear’ the Stephen Lawrence family 

• That Family Liaison Officers assigned to the Stephen Lawrence family reported 
intelligence to Special Branch 

• That SDS officers were tasked to gain information that might be used 
to ‘smear’ Duwayne Brooks 

• Peter Francis was prevented by senior officers from disclosing SDS 
involvement to the Macpherson Inquiry 
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26.1.2 


26.1.3 


26.1.4 


This report has been necessarily abridged and will not breach the principle of 
‘neither confirm nor deny’ (NCND) and therefore will not confirm or deny if Peter 
Francis was an undercover police officer. To avoid placing any individual in danger 
this principle is paramount. To comment either way will raise clear inferences in 
other cases where no comment is made. The position is essential to ensure that 
danger and additional risk can be avoided. 

The public allegations of Peter Francis are made almost twenty (20) years after his 
alleged deployment as an undercover officer between 1993 and 1997. 

Although they have altered over time, there is credibility to a number of matters that 
have been raised by Peter Francis, particularly those regarding the use of deceased 
children’s identities and sexual relationships which are both corroborated in some 
way. Likewise, it is a fact that SDS officers were sometimes arrested and are known 
to have attended court proceedings in their covert identities 

It is an accepted fact that SDS officers were trained and instructed to adopt 
the identity of a deceased child for what were considered to be legitimate and 
necessary operational grounds. The NCND principle has been consistently applied 
in respect of the use of this practice and no family whose child’s identity was used 
or any individual that has enquired about the use of their child’s identity has been 
informed. This matter has been subject of a previous report by Chief Constable Mick 
Creedon. 

There is evidence that the management of the SDS were aware of the potential 
for undercover officers to become involved in sexual relationships while deployed. 
Potentially confusing guidance was provided in order to advise and assist officers. 

It is believed that this guidance was not any type of official MPS policy, but was 
rather some form of tactical advice developed dynamically by operatives within the 
unit and based on their own experiences. It may have been deemed to be helpful 
at the time but there is no doubt that it allowed for and even condoned behaviours 
to develop which would not be accepted now. They would almost certainly not have 
been acceptable at the time to senior managers and Chief Officers had they been 
aware of it. Little or no support was in place to prevent or avoid such compromises 
for officers who were sometimes deployed and hugely isolated for many years. The 
internal ‘Tradecraft’ document references concerns that officers were effectively 
operating in isolation. Ambiguous advice regarding sexual relationships was offered. 

In 2010 a series of articles in The Observer Newspaper began to make a number of 
claims regarding SDS activity. These were attributed to the source ‘Officer A’ by the 
authors. 
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In January 2011 further revelations named undercover officers and exposed 
inappropriate sexual relationships. In November 2011 details regarding the arrests 
and prosecution of alleged SDS undercover officers in cover were published. 

In June 2013 Peter Francis publicly claimed to be an undercover officer and 
he was confirmed as a source for The Guardian. He claimed that he had been 
tasked by senior MPS officers to ‘smear’, the Stephen Lawrence campaign. In a 
series of interviews and newspaper articles he further alleged that the Stephen 
Lawrence family liaison officers had passed intelligence about visitors to the family 
back to Special Branch. Peter Francis claimed he had also been tasked to obtain 
information on Duwayne Brooks and find ‘dirt on the Stephen Lawrence family. 

In July 2013 the book ‘Undercover - The True Story of Britain’s Secret Police’ 
was published, it contained additional allegations that Peter Francis argued with 
SDS management for their involvement in the Stephen Lawrence campaign to be 
disclosed to the Macpherson Inquiry. 

In September 2013 in an interview on Channel 4 News Peter Francis clarified 
his earlier ‘smearing’ claims, and stated that at no time was he directed to lie. He 
maintained his claim that he was told to look for intelligence that could be used to 
undermine the Stephen Lawrence family. 

26.1.5 Although there are clear inconsistencies and unexplained deviations in Peter 

Francis’s claims, at the request of the MPS Commissioner, Operation Herne has 
investigated all of the allegations impartially. 

The alleged deployment of Peter Francis was prior to the introduction of the 
Regulation of Investigatory Powers Act 2000 (RIPA). This was the only significant 
legislation specific to undercover operatives. Prior to RIPA, the only available 
direction came from Home Office Circular 97/1969. This provided guidance on 
‘informants who take part in crime’. His alleged deployment also pre-dated the 
introduction of the National Intelligence Model (NIM) which provided a formal and 
recognised tasking process not associated with policing in the early 1990’s. ACPO 
subsequently introduced Codes of Practice and a National Manual of Standards 
for Undercover Policing. This provided official guidance for the authorisation, 
management and deployment of operatives. 

The SDS worked exclusively within Special Branch and had no interaction with 
the MPS undercover unit SO10. SO10 was formed in 1988 and introduced formal 
undercover training. Aset of instructions followed for undercover officers who, unlike 
the SDS, were expected to provide evidence in criminal proceedings. SO10 utilised 
a formal authorisation process which included regular reviews of authorised activity, 
usually with specific objectives and instructions to operatives. 

The SDS maintained an internal training and selection process and specifically 
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chose not to adopt the developing MPS and national practice for the deployment 
of undercover officers. The SDS did not utilise pocket note books or seek technical 
corroboration, and were deployed solely with a remit to provide intelligence in 
relation to public disorder. There was no expectation that they would provide 
evidence before a criminal court and in fact every effort was made to ensure this 
never happened. SDS authorities tended to be long term and be at a strategic level 
with a wide remit to target groups assessed by the MPS as being associated with 
violent protest and public disorder. Pre RIPA there is no evidence of any formal 
process to regularly review the authorisations. 

These criticisms should be viewed in the context of the era. From 1968 the SDS 
was at the forefront of the development of undercover policing with what was then 
a wholly new and innovative approach. It evolved and introduced many excellent 
examples of long term and highly effective infiltration, the benefits of which are 
difficult to quantify but will undoubtedly have included savings lives, protecting 
property, disrupting extremist groups and preventing disorder - over several 
decades. They operated within a Home Office authorised and funded, secretive 
environment and in an attempt to preserve operational security they did not engage 
with other units that utilised this tactic. Due to the requirement to maintain and 
manage the cover of operatives in long term deployments, they developed internal 
policies and guidance and adopted tactics that were unconventional. 

26.1.6 Some officers publicly claiming to have been SDS undercover operatives have 
admitted involvement in inappropriate sexual relationships whilst deployed. There 
are currently ongoing civil actions lodged against the MPS by a number of females 
alleging intimate relationships with undercover officers. There is evidence within 
‘Tradecraft’ which provides informal tacit authority and guidance for officers faced 
with the prospect of a sexual relationship. No evidence has been found of sexual 
activity being commonplace, or of it ever being explicitly authorised and to date no 
evidence of sexual activity being utilised as a management supported tactic to aid 
infiltration has been found. 

26.1.7 It has been identified that officers were provided with limited instruction and in effect 
left to make individual choices while operationally deployed. There is evidence of 
some managers within the SDS expressly forbidding sexual relationships. There 

is no evidence to suggest that managers on the unit between 1993 and 1997 
during Peter Francis alleged deployment endorsed or authorised the activity. The 
‘Tradecraft’ document provides advice recommending that if there is no other option 
operatives should try to have fleeting and disastrous relationships with individuals 
who are not important to your sources of information. 

26.1.8 Allegations of inappropriate sexual relationships are still under investigation by 

Operation Herne. Counsel has provided advice indicating that there are no sexual 
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offences committed however; the offence of Misconduct in Public Office may be 
applicable. Evidence has been provided to the CPS for advice. No complaints have 
been made against Peter Francis although he admitted to two such inappropriate 
sexual relationships whilst allegedly deployed. Enquiries into this aspect continue. 

26.1.9 Irrespective of the more recent introduction of RIPA legislation and the improved 
training and management of undercover officers, there are and never have been 
any circumstances where it would be appropriate for such covertly deployed 
officers to engage in intimate sexual relationships with those they are employed to 
infiltrate and target. Such an activity can only be seen as an abject failure of the 
deployment, a gross abuse of their role and their position as a police officer and 
an individual and organisational failing. It is of real concern that a distinct lack of 
intrusive management by senior leaders within the MPS appears to have facilitated 
the development and apparent circulation of internal inappropriate advice regarding 
an undercover police officers engagement in sexual relationships. 

For a period of time the SDS did utilise the identities of deceased children to create 
covert identities for operational use. This matter has been investigated and reported 
upon by Operation Herne. 

Peter Francis has alleged that he was tasked to provide information on ‘Black 
Justice Campaigns’. There is evidence that confirms the SDS did attempt to obtain 
intelligence in relation to ‘black racial disorder’ and ‘black extremist politics’ as early 
as 1969. Subsequent deployments in the late 1980’s recorded the infiltration of 

‘black political groups in an attempt to anticipate any future public disorder.’ 

26.1.10 Prior to 1998 operatives produced their own original intelligence notes or records 
which were then shared with supervisors to enable intelligence reports to be 
created. These documents were not retained in their original form, but this should 
not be viewed with suspicion. SDS practice at the time was to destroy the original 
intelligence documents after the submission of the sanitised intelligence to ‘C’ 
Squad or at the conclusion of the operation. There are no original intelligence 
product files held on any operatives file prior to 1998 when computers were 
introduced. However, the intelligence product submitted to ‘C’ Squad has been 
retained and Operation Herne has now been able to attribute individual intelligence 
reports to the originating undercover officers. 

26.1.11 Evidence of intelligence being reported regarding high profile ‘Black Justice 
Campaigns’ has been recovered. SDS operatives were tasked into support groups 
assessed by the MPS as having potential for violence and there is evidence that 
these groups associated themselves with, or attempted to align themselves with 
these emotive campaigns. This resulted in intelligence surrounding ‘Black Justice 
Campaigns’ being reported. It was common practice for an operative to report 
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back all of the information they obtained. The strategic methods employed by the 
SDS encouraged this as they were not obtaining evidence to support criminal 
investigations but intelligence to prevent public disorder. 

As a result, what would today be classed as ‘collateral intrusion’ occurred. RIPA 
legislation specifically addresses the issue of collateral intrusion, but prior to the 
legislation there was at best limited consideration paid to the acquisition of personal 
information. Accepting this modern standard, at that time it was the role of the 
SDS to report all information and not differentiate between what may have been 
personal or private matters. The collection of such material did not always result in 
further dissemination as the majority of this information was filed within MPS Special 
Branch intelligence systems. What was ultimately disseminated to operational 
command teams was hugely sanitised and limited so as to best protect the source 
and the techniques. 

26 . 1.12 Peter Francis claimed that SDS undercover operatives were arrested in their covert 
identities. This has been confirmed and Operation Herne has worked closely with 
the Criminal Case Review Commission in this regard. It is apparent that deployed 
officers would on occasion be arrested for committing minor criminality with 
members of their target group. This matter remains under investigation by Operation 
Herne and where appropriate will be referred to the CPS and findings will be subject 
of future reporting to the CPS and the Commissioner. There is no evidence to 
suggest that Peter Francis was ever arrested or charged with any criminal offence. 

Operation Herne is proactively examining the individual cases it has identified. It will 
be essential to fully investigate the potential impact of this practice to establish if any 
matter requires referral to and consideration by the CPS. 

26.1.13 Peter Francis claimed that he gathered intelligence on Trade Union Activists 
and passed it to a ‘Blacklisting agency’. He claimed that he provided information 
regarding two individuals and that their details subsequently appeared on the ‘list’. 

The ‘Blacklist’ maintained by a commercial enterprise known as The Consulting 
Association was a record of individuals it believed to have disruptive or subversive 
stances that could adversely affect the workplace. Operation Herne is currently 
investigating claims that Special Branch routinely shared information with the 
organisations responsible for managing the ‘Blacklist’. There is no evidence to 
suggest that Special Branch or the SDS shared information and historical MPS 
Special Branch documents providing explicit instruction forbidding this practice exist. 
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26.1.14 

Peter Francis claims to have been deployed between 1993 and 1997. The 
Consulting Association record is dated 1999, two years after Peter Francis’ claim of 
alleged deployment ceased. There is no information to link the events and there is 
witness testimony denying that the practice occurred. There is no evidence that any 
SDS intelligence was shared with the Consulting Association. 

The original intelligence product file of SDS undercover officers was routinely 
destroyed in line with SDS practice. A review of the groups into which Peter Francis 
claims he was deployed has taken place and detailed searches of MPS indices 
have been conducted in an attempt to identify what reporting did occur. Operation 
Herne has now been able to establish and identify the reporting of undercover 
officers at this time and conclusively attribute intelligence to specific operatives. 

26.1.15 

There is no suggestion from the information reviewed that there was ever any 

MPS or Special Branch tasking to ‘smear’ the Stephen Lawrence family or that any 
intelligence could have been used in this way. The focus of the SDS was to report 
and assist in the prevention of public disorder. There is minimal reporting within 

YRE and Militant Labour files that refers to the Stephen Lawrence family. This is in 
the form of a ‘flyer’ and a reference to Stephen’s inquest. Peter Francis claimed in 
interview to have failed in his alleged task. 

26.1.16 

The allegation of FLO’s reporting intelligence to SDS or Special Branch has been 
examined and there is no evidence to support this. The appointed FLO’s and the 

SB liaison officer all deny this occurred. There is no intelligence to suggest that this 
happened. SDS exposure to major crime SIO’s or borough liaison officers did not 
take place due to the secretive nature of the unit and the concern surrounding their 
operational security. 

26.1.17 

The allegation that Peter Francis was tasked to smear Duwayne Brooks or view 
images to associate him with criminality from which he was subsequently charged 
appear to be untrue. 

During media interviews Peter Francis claimed that in the month after Stephen’s 
death he was tasked in relation to Duwayne Brooks. Peter Francis has publicly 
suggested that in May 1993 he was not an active operative. Peter Francis claims 
he was deployed in September 1993, he also claims that initial planning to target 
the anarchist movement. He claims this strategy was altered at short notice by 
supervisor. 

There is no documented evidence of any involvement of Peter Francis in the 
identification process of Duwayne Brooks for serious public order offences. There 
are complete records including statements and identification material that provides 
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robust evidence that the identification of Duwayne Brooks in September 1993 was 
an evidentially sound procedure that adhered to policy and did not involve any 
member of the SDS. 

It is highly likely that SDS operatives were involved in other intelligence gathering 
identifications post public disorder. This was not an uncommon practice for SDS 
operatives. It is credible that serving SDS operatives were tasked to view images 
from a second Welling Riot in October 1993. 

There is intelligence reporting on Duwayne Brooks from another undercover officer. 
This reporting emerges from Duwayne Brooks’ relationship and association with a 
potentially violent protest group that attempted to influence the Stephen Lawrence 
family campaign to further its own ethos. Some of the reporting contains personal 
information that does not relate to public disorder. 

26.1.18 Allegations that Peter Francis was made to withhold information from the 

Macpherson Inquiry have not been substantiated. SDS and Special Branch 
managers refute the allegation that any person ever approached them to reveal the 
SDS involvement to Sir William Macpherson. 

There was an undercover officer deployed into a protest group closely associated 
to the Stephen Lawrence family campaign. This officer denies ever being tasked to 
infiltrate the family although readily accepts that they reported intelligence regarding 
both the family and Duwayne Brooks. The officer attended the Public Inquiry 
together with members of their target organisation to report on potential public order 
and to maintain cover and credibility. The officer did not report on the content of the 
hearings that they witnessed. This individual’s intelligence has been located and 
examined by Operation Herne. 

The existence of this officer was never disclosed to the Macpherson Inquiry. Non 
disclosure of SDS activity will be subject of further investigation. It is apparent that 
the SDS utilised their desire to maintain operational and personal security, their 
intelligence only remit, the secrecy afforded by Special Branch and historical Home 
Office approval to operate outside of expected standards of disclosure. 

There is evidence that a member of the Stephen Lawrence Review Team engaged 
with this officer in August 1998. SDS managers reported this and documented the 
content of the meeting. The record discussed how the MPS should respond to the 
charge of institutionalised racism. It also discussed the MPS response to the second 
phase of the Inquiry and the potential for public disorder. It also commented on how 
to regain the trust of the black community. 
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26.1.19 A large number of officers holding roles within the SDS or within management 

positions at the time, including the Commissioner, have been interviewed. All but 
one emphatically deny the allegations made by Peter Francis in relation to the 
Stephen Lawrence family. The one dissenting provides hearsay evidence. 

This individual made a statement that they were aware of tasking into the Stephen 
Lawrence family. This officer was not in post during Peter Francis’s alleged 
deployment. They were recruited as Dl in 2005. The officer provides hearsay 
evidence having left the unit in 2008 in discordant circumstances. In excess of 100 
witnesses have been interviewed regarding the allegations of Peter Francis. Only a 
very small number of officers have not engaged with Operation Herne. Some may 
hold relevant information. N86 was responsible for the SDS recruitment and tasking 
strategy in 1993, and have refused to engage. 

26.1.20 Any SDS tasking pre dated the National Intelligence Model. Tasking of the SDS 
was a complex matter. The existence of the SDS was an absolute secret outside of 
Special Branch and only a few individuals within Special Branch were made aware. 
Tasking of the SDS took place at management level. SDS would liaise with Special 
Branch ‘C’ Squad who received their intelligence. ‘C’ Squad would disseminate 
intelligence and request tasking of operatives when appropriate. Witnesses indicate 
that there was no such tasking in relation to the Stephen Lawrence family. 

In 1999, following the accidental disclosure of an appendix from the Macpherson 
Inquiry an officer from the witness protection unit was assigned by DAC Grieve to 
the Stephen Lawrence family. The officer’s role was to assist and provide advice 
to the family regarding their personal security and safety. This role continued for 
several years. 

26.1.21 This officer had unprecedented access to the family. At no point was this officer 
requested to provide information about the family by any member of the MPS. 
Records confirm that they did not record anecdotal information. This individual was 
in a unique position and could have easily gained far more information than any 
undercover intrusion. 
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27 


Findings 

27.1 In conclusion no evidence has been discovered to confirm that: 

• Peter Francis was tasked to smear the Lawrence family or their campaign 

• He was tasked to smear or investigate Duwayne Brooks 

• He was tasked to provide information on ‘Black Justice Campaigns’ 

• Managers within Special Branch prevented Peter Francis 
from making disclosures to the Macpherson Inquiry 

• FLO’s shared information with Special Branch 

• Peter Francis obtained information which was subsequently provided 
to the Consulting Association. 

27.2 Some allegations of Peter Francis are credible and can be corroborated: 

• SDS use of deceased children’s identities 

• Inappropriate sexual relationships took place 

27.3 These later matters are subject of continued investigation by Operation Herne, 
as is the issue of SDS officers being arrested, giving evidence at court in false 
names and of their substantive involvement not being properly disclosed in judicial 
proceedings. 

27.4 The fact that Peter Francis has not assisted the investigation initially frustrated 
the search for the truth; however, the Inquiry has established the facts through 
extensive investigation, the examination of records and the testimony of witnesses. 

27.5 There are a number of matters that require further detailed criminal and misconduct 
investigation. These relate principally to the tactics and methods employed by 

the unit. These matters, mostly documented within SDS guidance are no doubt 
issues that impacted upon the deployment of all SDS operatives. All matters under 
investigation have been referred to the Independent Police Complaints Commission 
who supervise a number of individual strands. 

27.6 Throughout its existence of the achievements of SDS undercover officers should 
not be under estimated. Their deployments significantly contributed to the security 
and safety of the United Kingdom. 

27.7 For the majority of its existence the SDS operated without the guidance and rigour 
of appropriate legislation. Intelligence deployments and the careful dissemination of 
sanitised intelligence prevented judicial examination of evidence. The secrecy and 
insular nature of the unit limited but should not excuse opportunities for intrusive 
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management. The SDS evolved internally to deal with the significant challenge 
of long term deployment of undercover officers into committed and resourceful 
potentially violent protest groups across the political sphere. This process was 
managed by the coaching and mentoring of officers by peers and previous 
operatives. It must be acknowledged that some of the tactics utilised at the time 
were inappropriate and do not appear to have been scrutinised by senior managers. 

27.8 Due to its isolation the unit failed to evolve and take appropriate cognisance of 
developments in legislation, case law and practices within other areas of undercover 
work. This promulgated what must be considered as inappropriate advice and 
practice. 

27.9 Upon the amalgamation of SOI2 and SOI 3 to form the new Counter Terrorism 
Command (SOI 5) external managers were introduced to the SDS. These managers 
with SO10 experience attempted to enhance the unit, ensuring compliance with 
nationally recognised standards. These managers ultimately introduced significant 
challenge, sought to bring in new ways of working and ultimately in 2008 the unit 
was disbanded. 

27.10 It is apparent that the closure of the unit in 2008 coincided with changes in 
operational focus and a desire within the MPS and undercover policing nationally to 
learn from previous lessons and further professionalise undercover policing 

27.11 Introduction of RIPA legislation, adoption of accredited training for all operatives 
and the introduction of Authorised Professional Practice for undercover officers 
deployments has now provided a robust framework. Added to this is a proper 
legislative framework for granting authority , reviewing and renewing undercover 
deployments, coupled with external scrutiny provided by the Office of the 
Surveillance Commissioner. This new national landscape minimises the opportunity 
for individual officers or accredited units to work outside of recognised guidance. 
None of the practices identified by Peter Francis in relation to the use of deceased 
children’s identities or inappropriate relationships would be condoned or authorised 
today. 

27.12 The authority process associated with the deployment of undercover officers 
has developed significantly and the long term deployments associated with the 
SDS would not now be permitted without appropriate oversight, governance and 
intrusion. It is a fact that for a time and post RIPA, the National Public Order 
Intelligence Unit (NPOIU) worked in a similar fashion to the SDS. The NPOIU 
developed its tactics and practices from the SDS and indeed some officers moved 
from the SDS to the NPOIU when it was created. 

27.13 Recent developments with a Memorandum of Understanding between CPS and 
ACPO together with the RIPA Order 2013 provide additional ACPO and OSC 
oversight and approval for undercover operations. The current HMIC inspection will 
also provide reassurance and assist in restoring public confidence. 
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27.14 Operation Herne has focused upon the public allegations of Peter Francis and found 
that other than the concerns around live criminal investigations and civil actions his 
claims lack credibility and cannot be substantiated. The matters under investigation 
by Operation Herne will be subject of separate reporting to the MPS Commissioner 
which will ensure accountability of those involved. 

27.15 Operation Herne is an independent Inquiry working closely with the CCRC, CPS 
and under the supervision of the IPCC. The terms of reference agreed for the 
Inquiry provide Operation Herne with the ability to investigate all allegations of 
criminality and misconduct that have been alleged. 

27.16 The operation is also examining and will subsequently explain the creation of 
the unit and how it operated throughout its existence. This work will deal with the 
myriad of associated issues such as recruitment and selection, supervision and 
management, deployment and tasking, intelligence collection and dissemination, 
involvement in criminality and disclosure, links to other agencies, forces and 
countries and the range of groups infiltrated and any associated rationale. In 
addition the operation will explore and explain the development of undercover 
policing both within the SDS and nationally. 

27.17 Operation Herne has already investigated and reported upon the use of deceased 
children’s identities and provided significant reassurance in relation to the extent of 
this practice and identified that it no longer occurs. 

27.18 There are a number of other strands that will be reported to the Commissioner in 
due course. Operation Herne is tasked to ensure that all matters are investigated 
proportionately and comprehensively and seeks to ascertain the truth, identify 
learning and make recommendations in relation to criminal or misconduct 
proceedings. 

27.19 It is acknowledged the majority of undercover officers conducted themselves 
professionally and with integrity. They undertook difficult and dangerous work in 
challenging circumstances. Their endeavours undoubtedly led to the saving of lives, 
the protection of property, the disruption of extremist groups and prevented serious 
public disorder. The personal risks to undercover officers and their families which 
are a consequence of these deployments mean that we all have a duty of care in 
managing the continuing risk to their personal safety and security. 
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Executive Summary 

History 

The Special Demonstration Squad (SDS) was an undercover unit formed by the 
Metropolitan Police’s Special Branch. It operated between 1968 and 2008, during 
which time it infiltrated and reported on groups concerned in violent protest. 

Operation Herne 

Operation Herne (formerly Soisson) was formed in October 2011 in response to 
allegations made by the Guardian newspaper about alleged misconduct and criminality 
engaged in by members of the SDS. Similar matters had been previously aired as early 
as 2002 in a BBC documentary. 

Operation Riverwood 

On 4th February 2013 the Metropolitan Police received a public complaint from the 
family of Rod Richardson, a young boy who had died in the 1970s. It is alleged that an 
undercover officer working for the National Public Order Intelligence Unit (NPOIU) had 
used this child’s details as his covert identity. This matter was referred to the IPCC. The 
matter was returned to the force and is currently subject of a ‘local investigation’. 

National Public Order Intelligence Unit 

The NPOIU was formed within the MPS in 1999 to gather and coordinate intelligence. 

In 2006 the governance responsibility for NPOIU was moved to the Association of 
Chief Police Officers, after a decision was taken that the forces where the majority of 
activity was taking place should be responsible for authorising future deployments. In 
January 2011 the NPOIU was subsumed within other units under the National Domestic 
Extremism Units within the MPS. 

In January 1995 large numbers of police from London, Kent and Hampshire were 
drafted to the West Sussex harbour of Shoreham in response to protests surrounding 
the export of live animals to Europe. The Animal Liberation Front (ALF) and another 
animal extremist group named ‘Justice Department’ had a strong base in the 
community there. This led to a number of protests and in October 1995 there was a 
further demonstration in Brightlingsea, Essex. This resulted in a record number of police 
being deployed to prevent widespread public disorder. Ad-hoc protest groups emerged 
and the need for first hand high quality intelligence was evident. This led to undercover 



operatives being required to infiltrate these animal extremist organisations. 

The purpose of the NPOIU was: 

1 To provide the police service with the ability to develop a national threat assessment 
and profile for domestic extremism. 

2 Support the police service to reduce crime and disorder from domestic extremism. 

3 Support a proportionate police response to protest activity. 

4 Help the police service manage concerns of communities and businesses to 
minimise conflict and disorder. 

Control of the NPOIU moved to ACPO in 2006 under the direction of the ACPO National 
Co-ordinator for Domestic Extremism, Assistant Chief Constable Anton Setchell. He 
was replaced by Detective Chief Superintendent Adrian Tudway in 2010. The NPOIU 
worked with the National Extremism Tactical Co-ordination Unit (NETCU) and the 
National Domestic Extremism Team (NDET). 

The NPOIU now exists as part of the National Domestic Extremism Unit (NDEU) under 
the Metropolitan Police Service Specialist Operations and is run by Detective Chief 
Superintendent Chris Greaney. 

Deceased identities 

On 5th February 2013 the Home Affairs Select Committee (HASC) questioned Deputy 
Assistant Commissioner Gallan about the alleged practice that SDS officers had used 
the details of dead children, as part of a cover identity for undercover police officers. At 
the time DAC Gallan was based in the MPS Directorate of Professional Standards and 
was in overall command of Operation Herne. Her appearance before the HASC led to 
considerable media coverage and some negative commentary. As a result of the media 
coverage, Operation Herne has now received enquiries from fourteen (14) families 
regarding seventeen (17) children. 


Operation Herne review 

One hundred and forty-seven (147) named individuals are believed to have served as 
police officers within the SDS at all ranks from Chief Superintendent down. This covers 
the forty (40) years that the unit was in existence and not all the police officers were 
deployed in undercover roles. 

At this stage one hundred and six (106) covert identities have been identified as having 
been used by the SDS between 1968 and 2008. 

Forty-two (42) of these identities are either confirmed or highly likely to have used the 
details of a deceased child. 

Forty-five (45) of these identities have been established as fictitious. Work continues to 
identify the provenance of the remaining identities. 
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Neither Confirm Nor Deny (NCND) 

The policy of ‘neither confirming nor denying’ the use of or identity of an undercover 
police officer is a long established one used by UK policing. It is essential so as to 
provide for the necessary operational security and to ensure undercover officers are 
clear that their identity will never be disclosed by the organisation that asked them to 
carry out the covert activity. The duty of care owed to such officers is an absolute one 
and applies during their deployments, throughout their service and continues when they 
are retired. 

Please note that this is an interim report specifically about the use of the identities of 
deceased children and infants. It does not seek to cover either all of the activities of 
the SDS nor has it been able to completely provide all the answers regarding the use 
of covert identities. The report clearly explains the use of the tactic and is submitted 
early given the need to deal with the public concerns and is provided in agreement with 
the Home Office who sought to have this matter concluded before the parliamentary 
summer recess. 
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The History of the Special 
Demonstration Squad 


1.1 The Special Demonstration Squad (SDS), initially known as the Special Operations 
Squad (SOS), was created in 1968 by the Metropolitan Police’s Special Branch in 
response to the Anti Vietnam War demonstrations that took place in Grosvenor 
Square, London on 18th March. At that time demonstrators were targeting the United 
States Embassy, and it was feared that lives would be lost during the increasingly 
violent clashes. The unit was created with direct support and funding from the Home 
Office. 

1.2 Between March to October 1968, a small number of Special Branch officers were 
deployed to infiltrate the groups of demonstrators to provide intelligence about those 
organising the public disorder. These officers were successful in infiltrating the anti-war 
movement and were able to pass key intelligence to assist with the policing of the 
demonstrations. At the time, the Special Branch’s activity was acknowledged as 
invaluable in keeping the Home Secretary of the day ‘well informed’. 

Funding & Authorisation 

1.3 Initially, the SDS was funded and authorised by the Deputy Under Secretary of State. 
At its inception the Deputy Under Secretary of State was Sir James Waddell and the 
enquiry team has a quantity of signed correspondence and other documentation from 
him (and his successors) relating to the squad. 

1.4 At the end of 1968, as a result of political developments abroad and the SDS’s 
apparent early successes it was decided that the unit should continue. Subsequently, 
over the intervening years the SDS expanded its remit beyond reporting upon left 
wing extremism to include the far right, Irish terrorist groups and any groups that were 
intent on committing serious pubic disorder. 

The Squad is renamed 

1.5 Between November 1972 and January 1973 the SOS was renamed the ‘Special 
Demonstration Squad’ (SDS) to reflect its evolving remit. The unit’s name was then 
changed again around 1997 to the ‘Special Duties Section’, and it remained so until 
it was closed in 2008. 
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Home Office 

1.6 At the insistence of the Home Office, the squad was to be maintained with the strictest 
secrecy, so as not to compromise the Government or its sensitive operations. It 
appears that significant dedicated funding was provided by the Home Office to the 
Metropolitan Police Service (MPS) on the grounds of paying for operational security 
This issue of secrecy is a prevailing theme, and was used to justify many deployment 
decisions. Until the later years of the SDS’s existence, very few people outside of the 
MPS Special Branch knew of it. 

1.7 Over a period of time it was established that long term covert deployments would 
provide the best intelligence yields. Initial deployments of officers were for several 
years. However Operation Herne has established that there was no formal selection 
or training processes, little legal guidance to operatives and the SDS often had to 
break new ground. Practices evolved over time, as a result of officers reporting 

on their activities and personal initiatives and then sharing these with their colleagues. 
Officers were selected directly and on personal recommendation, almost always from 
within the MPS Special Branch. 


2 Operation Herne 

(Formerly Operation Soisson) 

2.1 In October 2011 DAC Mark Simmons (at the time the Director, Directorate 

of Professional Standards) instructed that a full review of the SDS was necessary, 
following allegations made by the Guardian newspaper over the preceding months 
about the conduct of officers from the unit. These claims included allegations that a 
former SDS officer (N14) had a relationship with a woman whilst he had worked 
undercover and that he had gone on to father children with her. It was also further 
claimed that SDS officers had given evidence in their covert names without the court’s 
knowledge and that this was grounds to support a miscarriage of justice. 

2.2 Initially the review consisted of a scoping exercise and the need to gather knowledge 
of the SDS - still known only to a very few within the MPS. Following this work and 
the launch of the enquiry, the review team was provided with six thousand (6,000) 
paper records and a large number of computer exhibits in the form of hard drives and 
floppy discs. Interrogation of these exhibits has been complicated by the encryption 
and levels of security, but to date this work has revealed approximately fifty thousand 
(50,000) separate documents. This resource has continued to expand as further 
relevant material has been recovered (i.e. from the MPS General Registry). All 
documents have been scan-read, and are in the process of being placed onto secure 
HOLMES and indexed 
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2.3 During the initial review of material, Operation Herne identified the SDS practice of 
using all or part of the genuine details of deceased children to construct their covert 
identities. One document in particular, the ‘SDS Trade Craft Manual’, described the 
method of constructing a false identity. The methodology was justified in the Manual as 
the only viable means to provide a robust backstopped covert legend that would stand 
scrutiny. However the document’s provenance is questionable, and it was written in 
such a way that suggested that the practice had fallen out of use by the mid-1990s. 

Operation Riverwood 

2.4 On 4th February 2013, the Guardian (Paul Lewis) published an article about an 
alleged under cover officer (UCO) who it was claimed had used the identity of a baby 
that had died. It was alleged that the UCO had worked for the National Public Order 
Intelligence Unit (NPOIU) between 1999 and 2003 using the name of Rod Richardson. 
Over the following days a detailed account including photographs appeared in 

the paper. 

2.5 The NPOIU was merged with National Extremism Tactical Coordination Unit (NETCU) 
and National Domestic Extremism Team (NDET) to form the National Domestic 
Extremism Unit (NDEU) in 2010. It is currently managed by SOI 5 within the MPS. Paul 
Lewis’s article made further allegations of sexual relationships between different SDS 
officers and those they were sent to infiltrate. 

2.6 On the same day the Directorate of Professional standards received correspondence 
from Tuckers Solicitors representing a woman named Ms S. The letter alleged that 
the Metropolitan Police had used the identity of her deceased son, Rod Richardson. 
The letter lodged an official complaint to the MPS on behalf of Ms S. This matter was 
referred to the Independent Police Complaints Commission (IPCC) on the 28th 
February 2013. Initially the IPCC determined that the mode of investigation would be 
‘supervised’. However the complaint has now been returned to force to deal as a 
‘local investigation.’ 

2.7 The findings and recommendations of the investigation have been reported to the 
IPCC. 
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Home Affairs Select Committee 

2.8 On the 5th February 2013 DAC Patricia Gallan appeared before the Home Affairs 
Select Committee (HASC). The use of deceased children’s identities was a key 
theme in the questions from members of the HASC. During the hearing, DAC Gallan 
confirmed that the practice had indeed taken place and when questioned by the 
Committee she declined to apologise as the enquiry was ongoing. HASC has made a 
number of requests, for the Metropolitan Police to fully investigate the issue of the use 
of children’s identities, to apologise for the use of the tactic and for Operation Herne to 
complete its enquiries as soon as possible. 

Previous publicity 

2.9 Significantly, the alleged practice by the SDS of using deceased children’s identities 
has been reported publicly before. In 2002 a BBC 2 documentary called True Spies’ 
raised this very issue and this in turn subsequently generated further media interest in 
this process. In a later online article, ‘Subverting the subversives’, the BBC asked 
rhetorically, ‘How would you handle taking the identity of a dead child to work under 
cover?' Despite wide publicity, at the time, the MPS did not receive any complaints. 

2.10 The issue of the use of the identities of deceased children and infants by undercover 
police officers has since been subject to considerable media coverage and a number 
of questions in Parliament. In addition, a number of Members of Parliament have 
written to Operation Herne on behalf of their constituents about the same issue. 

2.11 On the 9th February 2013, due to increasing media and parliamentary interest, the 
Commissioner of the Metropolitan Police, Sir Bernard Hogan-Howe decided 

to appoint an independent lead for Operation Herne to bring greater objectivity and 
transparency, and to further reassure the public of his determination to seek the truth 
about the allegations about the SDS. He approached the Chief Constable of 
Derbyshire Mr Mick Creedon QPM, as an independent senior officer from an external 
force to lead Operation Herne. 

2.12 On the 11th February the Home Secretary (Rt Hon Theresa May MP) endorsed this 
decision and publicly announced that, the Chief Constable of Derbyshire had been 
appointed to lead the investigation. 

‘Given the seriousness of the latest allegations, the Metropolitan Police 
Commissioner Sir Bernard Hogan-Howe and the Chairman of the Independent 
Police Complaints Commission have agreed that it would be appropriate for a 
senior figure from outside the Metropolitan Police to take over the leadership of the 
investigation.’ 



Public Enquiries 

2.13 As a result of the media reporting surrounding the questions raised at HASC on the 
5th February 2013, Operation Herne opened a Casualty Bureau response in case of a 
large number of public contacts. To date fourteen (14) enquiries from the families 

of seventeen (17) separate children have been received. The enquiries were from 
concerned members of the public who want to know whether the SDS had used their 
deceased relative’s identities. 

2.14 In addition, a Freedom of Information Act (FOIA) request has been received from 
Duncan Hames MP about the alleged practice of using children’s identities by 
members of the SDS. 

2.15 All of the enquiring members of the public have been personally visited by a family 
liaison officer from Operation Herne, and a letter acknowledging their enquiries has 
been hand delivered on behalf of Chief Constable Mick Creedon. 

How the SDS 
constructed identities 

3.1 In his statement, the former SDS Chief Inspector N69 who served between 1986 and 
1987 stated that, 

‘...new recruits were instructed on how to go about obtaining false birth 
certificates. They would obtain details of a deceased person of a similar age from 
Somerset House and then use those details to go about creating their legend.’ 

3.2 This is supported by the SDS Tradecraft Manual (an organic document of initiatives, 
operational learning, guidelines and suggestions from established UCOs to assist other 
UCOs in their deployments) which states that the identities of deceased children 
(generally aged between 8 and 14 years) were routinely used by the SDS prior to 
1995 to obtain passports, driving licences and other documents. ‘By tradition, the 
aspiring SDS officer’s first major task.... was to spend hours and hours at St 
Catherine’s House leafing through death registers in search of a name he could call 
his own... ’ The manual stated that this practice was ‘unsafe’, but there were no 
alternatives. 

(The author of this statement is unknown. The Tradecraft Manual was compiled over a 
number of years) 

3.3 A manual entry dated June 1995 provides the first evidence of the cessation of this 
practice when it comments that, ‘...names are no longer obtained from the Death 
Register at St Catherine’s House.’ 
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3.4 As the SDS became more established it appears that officers could spend 
considerable amounts of time researching a suitable subject to assume an identity. 
According to N2 (a former SDS UCO and later cover officer) efforts would be 
made to research the existence of close family members. Names that were too 
unusual or too common would be discounted, as too would cases where the 
deceased had died in unusual or memorable circumstances. In preference, children 
were chosen that would have died between four (4) and eight (8) years of age and 
would be of broadly the same age as the UCO. Given the fact that the unit was 
established in 1968, and the youngest officers at that time would probably have been 
in their mid twenties, it is the case that some of the identities used could relate to 
children born as early as 1940. 

3.5 In a video interview provided to the Guardian by the former SDS Officer N43, he 
described how it was common practice to weave ones own memories into that of 
the child he had based his covert identity upon. N43 stated that he was unhappy 
about using a child’s details and he felt that he was stamping on their memory. N43’s 
legend was also typical of the backstopping created by the SDS officers at the time. 

3.6 Significantly, N43 has claimed that he had no choice, either he used the identity or he 
would have had to have left the unit. It is absolutely clear that the use of identities of 
deceased children was an established practice that new officers were ‘taught’. It was 
what was expected of them, and was the means by which they could establish a 
cover identity before they were deployed. Whatever their views are now about this 
practice, this was not done by the officers in any underhand or salacious manner - it 
was what they were told to do. 


4 Why were deceased identities 

used by the SDS? 

4.1 As outlined in the SDS Tradecraft Manual, the practice of using a genuine deceased 
identity was developed to create a plausible covert identity that was capable of 
frustrating enquiries by activists and one that could be used to generate a birth 
certificate thereby giving access to a range of necessary documentation in support of 
the covert identity. 
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4.2 To date Operation Herne has not discovered who directly introduced the tactic to the 
SDS - it is simply not yet known who instigated the technique in the SDS. 

In 1943, members of the Security Services devised a complex sting called Operation 
Mincemeat. This Operation involved using the body of a drowned vagrant and false 
identification papers to make the Nazis believe a false information feed, ahead of the 
allied D Day Landings. The operation was made into a book by Ewen Montague, a 
play and a famous film based on these true events called The Man Who Never Was’ 
(1956). 

4.3 Operation Herne has internal SDS documentation apparently written in 1996, called, 
‘Operational Security v Department of Social Security Records’. This document 
explains that even though the practice had been phased out it was still the, ! 
traditional method of finding a false identity (using a genuine birth certificate).’ 

4.4 Clearly the practice was well documented and it is apparent that the SDS was aware 
that the activists they were trying to infiltrate were also aware of this technique. 
According to the retired N2 he found himself in a situation where he had penetrated 
an organisation and was then asked by the group to help trace a mole among them. 

4.5 In 1971 the author Frederick Forsyth published his book, ‘Day of the Jackal’. This 
popularised the technique of how to create a false identity by researching a person 
that had died in childhood who had a similar date of birth and then basing a credible 
legend around that subject. 

4.6 In the case of SDS officers the subject chosen had to have had an ‘existence’ to 
show up in case of basic research, by suspicious activists. A genuine identity of a 
deceased person was needed, as there was no viable means of inserting a fictitious 
entry into the records of births held by General Records Office (Formerly located at 
Somerset House in London). Moreover, if an activist was able to obtain the 
details of an under cover officer’s birth details it would have been extremely straight 
forward to attend Somerset House and search the book binders to prove or disprove 
that the details were apparently genuine. 

4.7 Before the transition to computer based records, although a birth certificate was 
never intended to be an identification document they were regularly used to apply 
for other documents, such as driving licences or passports. In the absence of any 
other documentary proof, birth certificates were used as effective identification. 

Indeed before modern developments they might be the only proxy identity document 
that most members of the public would possess. 
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4.8 Much of the work carried out by the SDS was highly sensitive and placed the UCOs at 
considerable risk. The need to protect their identities was of paramount importance 
and in the case of the Department of Social Security and the General Records Office, 
the SDS was highly wary of staff with activist sympathies who might be able to make 
unauthorised hostile searches. This again led the UCOs to have to create false 
identities using the details of deceased children. 

4.9 The use of a genuine identity based upon a deceased child enabled an undercover 
officer to apply for other genuine identity documents to act as props, to give the 
officer credibility and to prevent hostile enquiries. It is still unclear how in the early years 
the SDS officers obtained genuine identity documents for their covert names. 
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When were deceased 
identities used? 


5.1 It is unclear when exactly the SDS started to use deceased identities to create their 
legends. To date Operation Herne has established that the earliest confirmed officer 
that used a deceased identity as part of his legend was in the field between 1976 and 
1981. It appears that the early (post 1968) deployments did not have to be so reliant 
on the covert identity. The apparent change in policy is still being investigated. 

5.2 Operation Herne has identified details of thirty-seven (37) police officers who had 
apparently worked for the SDS in some form by 1971; however due to the lack of 
detailed records the review has as yet been unable to identify whether they were 

all UCOs and if so establish any details of their cover names or dates of birth to cross 
check against General Records Office’s birth and death returns. 

5.3 It is believed that from about 1971, at least some of the officers who were deployed 
could have used a deceased child’s identity as part of their cover. A number of this first 
tranche of officers are still alive and efforts are in hand to locate and interview them. 
The issue of whether they used a child’s identity will of course be put to them, as will 
questions around their selection, training and support and who authorised the use 

of the tactic. As these enquiries are undertaken the figures of the actual numbers of 
identities used may change. 
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5.4 According to comments within the SDS annual review of 1994 to 1995 and internal 
memorandum written by N53 in 2002, the SDS practice of using deceased children’s 
records to construct their covert identities was phased out starting in November 

1994. The SDS annual review states that N26 was the first officer to have obtained 
a completely fictitious identity. This was not only good for ethical reasons, but it also 
reduced the risk of compromise, particularly where an officer might be confronted by 
‘their’ own death certificate. 

5.5 It is unclear whether the practice within the SDS had completely stopped by 1995, or 
was one gradually being phased out. There is the potential of an officer assuming an 
identity based on a deceased child in 1993/94 and maintaining this for several years 
whilst operationally deployed. If this were the case it would clearly be problematic to 
stop the tactic whilst the identity was in use. This means that there is the potential that 
the tactic was still in use until the late 1990’s even though the policy had changed. 

5.6 To date Operation Herne has been unable to find any documentary proof to confirm 
the end of the use of this tactic. A number of witnesses have yet to be spoken to and 
they may be able to clarify the position. Where former SDS officers have been asked 
about the practice they have freely acknowledged it happened for operational reasons 
and was what they were introduced to when they were recruited to the unit. 

5.7 This report has already explained that the tactic was based upon the officer creating 
an identity that fitted broadly with his or her age range. The youngest officers to work 
in the SDS as an undercover operative were in their early 20’s - meaning that the 
identity used would be that of a child born some twenty or so years earlier. The SDS 
was created in 1968 and it is known that the tactic was in use by the early 1970’s - 
meaning the deceased children would have been born in the 1940’s and early 1950’s. 
With very few exceptions the tactic was effectively ended in the mid-1990’s, meaning 
that any identity would have been based on a child born at the latest in the 

mid-1970’s. Given this timeframe, it is the case that there won’t have been a need to 
use the real identity of a child born at any time in the last almost forty (40) years. 
Accepting the disquiet over the tactic, the public should be reassured by this and that 
the tactic has a very historical perspective 
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How many identities 
are involved? 


6.1 A core part of this enquiry has been the identification of the personnel that 
worked for and managed the SDS and this includes those at chief officer level 
who oversaw the activities of the unit. In carrying out this work, Operation Herne 
will establish those ‘operational’ staff: their roles, their recruitment and training, 
their attachment dates and whether they based their covert legends wholly or 
partly on a deceased person. As a result, a number of lists have been identified 
from the material. These lists are however incomplete and at times contradictory. 
In a number of cases the information would appear to have errors. 

6.2 In 2002 N53 provided a series of internal memoranda in relation to a joint 
operation called Operation Wisdom. This operation was led by the National 
Criminal Intelligence Service (NCIS). It concerned the identification, by the 
passport service, of approximately 1200 names where a passport had been 
applied for with a duplicate birth certificate after a death certificate had been 
issued. In a minute dated 2nd February 2002, N53 explained that he believed 
that between 1968 and 2002 there had been one hundred and two (102) SDS 
officers who had been provided with covert identities. N53’s documentation 
stated that the majority of these UCO’s would have used a deceased child’s 
identity. This report is however not complete and does not hold the covert 
identities given to these UCO’s. 

6.3 To date Operation Herne has verified one hundred and six (106) covert names 
that were used by members of the SDS. Of these one hundred and six (106), 
forty two (42) have been either confirmed or can be treated as highly likely 

to have used a genuine deceased child’s identity. These numbers should not be 
treated as absolute and may change as the enquiry continues. 

6.4 Operation Herne has been able to establish that forty-five (45) of the identities 
provided in the list of 106 covert identities have been created from totally fictitious 
details. This assessment is based upon the research of documentary evidence 
within the Herne material, interviews with former SDS officers and enquiries 
internally within the Metropolitan Police. The dates of the deployment are also 
significant, as after 1994 the practice was no longer required as it was deemed 
unnecessary and potentially too risky in respect of potential compromise. 
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6.5 Of the remaining SDS identities in use, research continues to establish whether 
they are also of real people or whether they were invented. Efforts have been 
frustrated as there is no exhaustive list of all of the SDS’s covert identities, and a 
number of subjects have no dates of birth or even full names. However, in the 
incidences where an age can be established the majority are again of 
young children that have died. 
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SDS Management Oversight 

7.1 A range of officers at different ranks and roles have been interviewed by the 
investigation team. The information provided corroborates totally the belief that 
for the majority of the existence of the SDS the use of deceased children’s 
identities was accepted as standard practice. So far forty (40) have been spoken 
to by Operation Herne. 

7.2 Former Commander N85, (Head of Special Branch between 2000 and 2004 and SDS 
UCO between 1978 and 1980) states that, 

‘...a life of deception needs a true name to withstand scrutiny. I used an accepted 
practice; however, I did everything I could to avoid using the surname. There was 
no moralising about the process, I didn’t think of it as stealing a child’s identity. 

This was a long term political infiltration which was seen as justified. It was for 
Queen and country and peace and democracy. It was the way it was done. A 
registered birth was the strongest foundation; other methods were not available at 
the time’. 

7.3 Retired N85, who served as the SDS Commander between 1 986 and 1 988 states that 
(Special Branch) spent, ‘half our lives’ at Somerset House building legends - each 
operative had to devise an identity for themselves. ‘I inherited an approved 
system, ...we had the safety net that this information would never become public 
knowledge.’ 

7.4 Former N67 (who served as an SDS field officer between 1981 and 1984) states 
that when he started at the SDS he was told to create his own identity. Although there 
was not one specific training manual, there was a reference folder with tried and tested 
best practice. 

He was aware that this documentation could help him create his legend. He gave his 
supervisors a list of possible identities that he researched at St Catherine’s House. 
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7.5 N67 researched individuals that were born between 1951 and 1952, approximating 
to his own year of birth. He chose an individual who had died abroad and in turn 
created a legend blending his own biographical details to make his covert identity 
more believable. 

7.6 Although the practice was clearly widely used by the SDS, Operation Herne has 
identified at least one example where an officer covertly deployed before 1994 did 
so, without using the details of a deceased child. The retired officer explained in an 
interview that he had adopted an aunt’s surname and that he had successfully used 
it as part of his cover name. 
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Neither Confirm Nor Deny Policy 


8.1 The policy of ‘neither confirm nor deny’ (NCND) is a tactic adopted by police officers 
responding to questions at court, where there are concerns that an answer to a 
specific question could compromise the identity of a source or some other covert 
asset. It appears that the policy, although long accepted as best practice, did not 
derive from specific legislation. However, it has been incorporated into both Criminal 
Procedures and Investigatory Powers Act (CPIA) 1996 and the Freedom of 
Information Act 2000, in regards to the management of sensitive and public interest 
immunity information. 

8.2 The concept of NCND has its roots in common law and has been regularly applied 
since in a number of stated cases. It also has a basis in the Human Rights Act 1998 
under Article 2 (Right to life), Article 6 (Right to a fair trial) and Article 8 (Right to 
Privacy). Essentially a police officer will only identify an informant if required under 
law. Relevant cases include: 

8.3 Rv Agar 1990: 

Case law prevents the defence from questioning to identify the existence of a 
potential informant. 



8.4 Attorney General v Briant 1846 (15 M. & W. 169) and Mark v Beyfus 1890 
(25 QBD 424): 

Which both support that an informant’s identity should be protected on public interest 
grounds, to ensure that potential future informers aren’t put off from providing 
assistance to Law enforcement agencies. 

In Agar, the defendant appealed against conviction on the ground that the judge 
had erred in ruling that questions could not be put to police witnesses for fear of 
identifying informants, thereby weakening the defendant’s attack on the police: The 
Court of Appeal held that nnotwithstanding the special rule of public policy which 
inhibited the disclosure of the identity of informants, the public interest in ensuring a 
fair trial for a defendant outweighed the public interest in protecting the identity of a 
police informer if the disclosure of the informer’s identity was necessary to enable the 
defendant to put forward a tenable case that he had been entrapped by the police and 
the informer acting in concert. 

In Beyfus, the judge stated that - 

‘I do not say it is a rule which can never be departed from; if upon the trial of a 
prisoner the judge should be of opinion that the disclosure of the name of the 
informant is necessary or right in order to shew (sic) the prisoner’s innocence, 
then one public policy is in conflict with another public policy, and that which says 
that an innocent man is not to be condemned when his innocence can be proved is 
the policy that must prevail. But except in that case, this rule of public policy is not 
a matter of discretion; it is a rule of law, and as such should be applied by the 
judge at the trial, who should not treat it as a matter of discretion whether he 
should tell the witness to answer or not.’ 

8.5 The CPS Disclosure Manual states ‘...it is a standard response to adopt a neither 
confirm nor deny (NCND) approach.’ 

This is reiterated in the NPIA Guidance on the Lawful and Effective Use of Covert 
Techniques (2008) which states that, 

‘Neither confirming nor denying in all cases ensures that a failure to deny in any 
particular case does not amount, in effect, to confirmation. Confirming that there 
was no CHIS in a particular case would not cause immediate harm but could 
contribute to incremental damage in the longer term.’ 

The most recent relevant guidance is the Authorised Professional Practice (APP) 
published by the College of Policing. Within the media guidance section this APP 
states that: 

There must be a credible media strategy that does not allude to the use of 
undercover techniques, even when they have been referred to in court or 
elsewhere in the public domain. 
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A media strategy should contain entries to the effect that no information will be 
passed to the media that might lead to: 

• The identification of an undercover officer of covert human intelligence source. 

• Revelations of covert tactics/techniques or methods. 

• Revelations regarding the existence or details of particular items of technical 
equipment. 

• Disclosure of any other sensitive process or procedure.’ 

8.6 The Regulation of Investigatory Powers Act (RIPA) provides that undercover officers 
are dealt with by the legislation for covert human intelligence sources (CHIS) and 
that any authorisation must consider the potential risks against the CHIS. A risk 
assessment is required with consideration of other safety measures. RIPA creates 
obligations for the authorising officer to protect all CHISs, and this responsibility will be 
ongoing, even when a CHIS has ceased acting as an informant. 

8.7 Although under cover officers may eventually be required to give evidence, in many 
cases a court will grant them special measures to protect an officer’s identity. 

8.8 Lastly, under common law, as an employer the MPS also has responsibilities for the 
safety of its staff, and potentially the outing of an officer could expose them to risk. 
This duty of care remains for officers who have left the service. 

8.9 Operation Herne is clear that the use of this tactic was sanctioned at the highest 
level, was deemed as operationally necessary and was one that newly appointed 
undercover officers were trained in. Despite this it is clear that this tactic has been 
the cause of recent considerable concern and was not something that officers 
were always comfortable with. The question has to be addressed as to whether the 
parents or family members of those deceased children whose identities were used 
should be contacted and told of what was done. Whilst there is a strong argument 
that families should be contacted, this needs to be balanced against the long 
established NCND policy, the ongoing duty of care to the officers, the significant 
operational security considerations and the potential impact on elderly family members 
who may have dealt with their bereavement decades earlier. 
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Legal Advice regarding 
potential criminal offences 


9.1 Operation Herne has received independent advice through the Crown Prosecution 
Service (CPS). 

The CPS appointed Mr Simon Ray QC (6 King’s Bench Walk, the Temple EC4) to 
advise on the practice of using a deceased person’s identity to form a covert one. 

Mr Ray’s advice considered the following offences: 

1 The Forgery and Counterfeiting Act 1981; 

2 Deception offences under the Theft Act 1968 and the Theft Act 1978 

3 The Perjury Act 1911; 

4 Misconduct in a public office, contrary to common law. 

5 Offence under the Road Traffic Act 1988. 

6 Identity Documents Act 2010. 

9.2 As the SDS officer’s management team were fully aware that documents were applied 
for in false names, any offences under Sec 15 Theft Act 1978 are unlikely to apply. 
There would be no offences under the Road Traffic Act as the relevant section has only 
been triable ‘either way’ (and therefore not subject to a time-limit to commence 
proceedings) since January 2004. Before this the offences were summary only and 
would have had to have been commenced within three years of commission. 

9.3 Counsel’s advice refers to the case of R v More [1987] which was an appeal against 
conviction for forgery. 

After a review of the facts and the legislation Mr Ray has advised that: 

1 Birth certificates, passports and driving licences obtained to support alias 
identities of undercover officers are not false instruments for the purposes of the 
Forgery and Counterfeiting Act 1981. 

2 The use of an alias / false identity in itself does not amount to a deception office 
under the Theft Act 1968 or the Theft Act 1978. 

3 It is unlikely that section 5 of the Perjury Act 1911 (concerned with false statutory 
declarations) is engaged. However, to reach a definite conclusion it would be 
necessary to analyse individual applications for official documents such as 
passports and driving licences. 
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4 In using the details and birth certificates of deceased persons to create aliases, 
Mr Ray has concluded that identities for undercover SDS officers, in the 
circumstances described does not amount to misconduct in a public office. 

It is Mr Ray’s opinion that in the circumstances described that where applications 
were made with the knowledge and under the orders of senior officers, for the 
purposes of law enforcement, ‘...in my view it is unlikely that the dishonesty 
necessary to make out an offence...would be present.’ 
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Conclusions 


11.1 Operation Herne has both documentary proof and witness accounts to confirm that 
the genuine details of deceased children were extensively used by members of the 
SDS until around 1995 so as to create cover identities and thereby enable the officers 
to infiltrate a range of violent protest groups. 

11.2 Over the years the SDS management team were aware of the practice and indeed it 
was actively promoted to officers recruited to the unit. Many of the SDS managers 
had worked on the unit as undercover officers themselves before returning later in their 
careers. Whilst there was no formal training programme for an officer recruited to the 
unit, it is clear that once recruited, the officer was instructed to establish a covert 
identity and to do so they routinely made use of the tactic of using the identities of 
deceased children. 

11.3 The genuine identities of the deceased children were blended with the officer’s own 
biographical details. 

11.4 It is apparent that regardless of the significant ethical issues, the practice of using 
a genuine identity was an imperfect solution of the time to address the need to 
backstop a cover identity and that the unit had little choice before 1994. It was around 
this time that other practices were in place to ensure that viable fictional profiles could 
be created without using deceased children’s details. 

11.5 The genuine identities of deceased people are no longer used to construct covert 
legends. No accredited police undercover unit carries out this practice. 

11.6 Operation Herne has to date concentrated the work around the use of identities of 
deceased children by the MPS SDS unit. It also is known that the NPOIU also used 
this tactic and that the NPOIU UCOs were initially trained by SDS officers. It is not 
surprising that the tactic was repeated given the similar mission of the two units and 
the cross over of staff. 
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11.7 Operation Herne has not yet researched the broader development of covert under 
cover tactics in policing in England and Wales. Nevertheless as the routine use of 
undercover tactics in police forces developed in parallel to the SDS, it is highly possible 
that the establishment of covert identities through the use of details of deceased 
children was more widely practiced. 

It is a fact that UCOs working in the field of serious and organised crime also need 
to establish secure covert identities, create legends, obtain documentation and if 
necessary withstand intensive scrutiny by their targets. It would be a mistake to 
assume that the use of identities of dead children was solely within the SDS and the 
NPOIU, and the possibility is that the tactic was more widely used. 

Operation Herne will consider this aspect. It is not in the terms of reference of this 
enquiry to consider whether this use of deceased children’s identities was more widely 
used by other agencies involved in covert undercover tactics. 

11.8 There is understandable public, political and media concern about the use of the 
identities of deceased children, irrespective of the context, of the operational rationale, 
of any perceived necessity and of any legal considerations. It is right that the public is 
now properly reassured that this tactic no longer takes place. A number of safe guards 
are in place to ensure that undercover policing is now properly regulated and managed 
- and these include: 

1 A clear legislative framework within the Regulation of Investigatory Powers Act 2000 

2 The College of Policing (COP) ‘Authorised Professional Practice’ (APP) Oversight 

3 A national training course for UCOs 

4 Authority levels for UCO deployments being at Assistant Chief Constable level - 
although the RIPA legislation places this at superintendent level. 

5 The need for detailed reviews and renewal of any such authorised deployments, 
always considering necessity and proportionality. 

6 Clear ‘use and conduct’ being stipulated in any such deployments which 
definitively articulate in any activity that a UCO may engage in. 

Protocols are now in place that allow for the creation of identities and 
documentation without the need to resort upon the tactics that the SDS had to 
rely upon. 
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11.9 The deployment of properly trained and managed under cover officers to both disrupt 
and investigate crime is an approved vital policing tactic and has the full support of 
the courts, the wider public, Parliament and the Home Office. The issue of the 
historical use of covert identities based on the details of deceased children, however 
morally repugnant, should not detract from the importance of this tactic and the 
bravery of officers who have previously and still chose to volunteer to work in this field. 

11.10 The integrity of the technique and the identity of UCOs must be protected and NCND 
should be used wherever appropriate. 
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Terms of Reference for Operation Herne 


The Metropolitan Police Service has received a series of enquiries, 
allegations and complaints made in relation to the use of Undercover and 
Covert policing tactics dating back several decades. These allegations are 
specifically in relation to the ‘Special Demonstration Squad’ (SDS) and 
latterly the National Public Order Intelligence Unit (NPOIU) and emanate 
from a series of sources and individuals including: 

• People who claim to have been subject to SDS deployments and as 
a result have suffered some form of personal injury or distress 

• People who claim their convictions are unsafe as a result of the 
abuse of the tactics against them 

• People who claim the use of the tactics has negatively affected 
their ability to gain employment 

• Investigative journalists 

• Members of Parliament 

As a result of this activity the MPS is now dealing with a number of civil 
claims, media enquiries, numerous Freedom of Information requests, 
and senior officers have been questioned by the Home Affairs Select 
Committee. It is understood that there are also threatened actions being 
made against the MPS from officers both serving and retired who have 
previously served on the SDS. Chief Constable Mick Creedon from 
Derbyshire has been asked to take the lead role in Operation Herne on 
behalf of the Commissioner. 

The Independent Police Complaints Commission (IPCC) was first made 
aware of this review in November 2011. A number of matters have been 
referred to the IPCC each has agreed terms of reference and are 
supervised investigations (mode of investigation). These terms of 
reference and the mode of investigation will form part of the initial review 
conducted by the Chief Constable. 

As the investigation has progressed so has the external interest and 
scrutiny, in particular some media outlets, some Members of Parliament 
and the Home Affairs Select Committee. Mindful of the many complaints 
and allegations and the high degree of public and political interest, the 
MPS Commissioner is clear of the need for an objective and transparent 
enquiry. Chief Constable Mick Creedon from Derbyshire has been asked 
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to take the lead role in managing this work on behalf of the 
Commis sioner. 

There are two parts to this work that need to be run concurrently. It is 
not possible to contextualise or understand some of the current 
allegations concerning the activity of the SDS without understanding the 
history of the unit, its formation, its management and leadership, how 
the unit operated and what it did. Without clarity on these issues any 
investigation is necessarily limited and potentially subject to challenge. 

The MPS and the Operation Herne incident room currently faces the 
challenge of understanding the historical context and operating 
environment of the SDS whilst also dealing with the growing number of 
direct allegations and complaints that have been made. In addition there 
is urgency in this work given the need to maintain public confidence in 
the use of undercover and covert policing tactics and the broader context 
of public and political confidence in policing. This urgency is also 
necessary given the emerging civil claims being dealt with by the MPS 

The enquiry will have two distinct elements that will run in parallel - 
one considering the historical and operating context of the SDS and the 
other investigating the specific complaints and allegations. These are 
very different strands of investigative activity and ideally it would be best 
to fully understand the history and the operating context before seeking 
to carry out any direct investigations resulting from deployments. To do 
anything other than this risks viewing the SDS and the 
complaints/allegations in isolation and bringing a number of logistical, 
legal, presentational and evidential difficulties. It is recognised this 
approach is problematic given the current high levels of interest, the civil 
claims, and the need to treat everyone fairly - including the officers who 
have served on the unit. To seek to accommodate the twin demands of 
Operation Herne dedicated staff will be allocated to each element and the 
work coordinated by a single management and Incident Room. 

Strand 1 

The first strand will examine the creation of the SDS and how the unit 
operated throughout its existence. It is understood that the unit was 
created in 1968 and operated until it was closed sometime between 2006 
and 2008. This work will seek to discover: 

• The initial establishment, the rationale and terms of reference for 
the SDS. 

• The role of the Home Office in relation to the SDS 



3 


• The role of the Metropolitan Police Service in relation to the SDS 

• The funding for the SDS 

• How the SDS was deployed and tasked. 

• The management, oversight and accountability mechanism for the 
SDS. 

• The legal, regulatory and ethical frameworks within which SDS 
operated. 

• The organisations, groups and subjects the SDS were targeting 
and/or reporting on 

• The reporting mechanism - both in terms of intelligence and 
evidential reporting 

• High profile operations SDS were involved in 

• The selection, recruitment, training, tradecraft guidance and 
support provided to SDS officers. 

• The role of SDS in relation to other state agencies. 

• The work will not report on anything that would involve breaching 
the Official Secrets Act or compromising national security. 

Given the timescales and the vast amount of material (well over 50,000 
documents have been recovered to date), this stage of the review will be 
conducted to an objective review standard, not a pure evidential 
standard. This distinction is necessary to allow a full review and 
cooperation of all involved to inform the process of understanding the 
work of SDS. 

Whilst considerable documentation has been recovered from the MPS, it 
is not clear what documentation has been recovered from other agencies, 
including the Home Office. 

A detailed enquiry strategy will be documented to describe how this work 
will be conducted. 


Strand 2 

This part of the work encompasses a number of distinct investigations 
and inquiries. Operation Herne is already undertaking several ongoing 
investigations and there have recently been additional referrals. These 
investigations are active and are a result of the complaints, allegations 
and civil claims that have already been described. Some of these 
investigations are at a stage where there is ongoing liaison with the 
Crown Prosecution Service. 

There is a distinct risk that given the 40 year timescales, the breadth of 
activity of the SDS and the current level of interest, there will be more 
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complaints made. The current Op Herne Incident Room and 
Investigation team are at risk of reactively responding to and 
investigating numerous individual events without ever gaining a 
comprehensive understanding of the full context. The MPS 

Commissioner has been clear that in asking Chief Constable Creedon to 
lead this enquiry he is seeking to have a full and comprehensive 
understanding of the SDS and its operations over the 40 years. 

The enquiry will need to review and consider these existing investigations 
being considered by Operation Herne so that a clear decision can be 
made as to how they should be progressed. Initially the enquiry will 
review in full and then report in detail on the interim position in relation 
to each specific current investigation. This review will include: 

• the nature of the allegations or complaints, 

• the behaviour under investigation 

• the details of the officer(s) subject to the investigation 

• the current status of the officer(s) 

• the dates of the deployments 

• whether the alleged behaviour is potentially criminal behaviour or 
would be a matter for consideration under the conduct regulations 

• what enquiries and evidence has been gathered to date 

• what further enquiries or evidence gathering needs to take place to 
conclude the investigation 

• any specific legal advice gained to date 

Once this review work is concluded the enquiry will report to the MPS 
Commissioner with a view to making decisions about the future detailed 
investigations that can realistically be carried out to an evidential 
standard. The involvement of the IPCC and referral criteria will be 
adhered to in accordance with the requirements of the Police Reform Act. 

In considering both strands, the enquiry will consider the overall 
behaviour of staff involved with the SDS - but clearly recognising that 
whatever actions were carried out have to be considered in the broader 
context of strand 1. Any actions by staff working on or with the SDS will 
have to be understood in terms of the leadership, supervision, support, 
training, legal framework, tasking and reporting mechanisms that were 
in place at the time. Specifically the enquiry will consider whether either 
strand has indicated the behaviours currently alleged and including: 


1. inappropriate sexual relationships 

2. the use of false identities 

3. the practice of blacklisting 
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4. individuals named in parliament as being responsible for serious 
criminal offences. 

The enquiry will also consider any potential miscarriages of justice 
arising from the outcome of deployments by the SDS. 

Throughout the enquiry the approach will be one that is proportionate 
but also comprehensive. Any potentially criminal behaviour of the SDS 
and of specific officers will be reported to the Commissioner on an 
ongoing basis. 

Coordination activities 

Chief Constable Creedon is leading the work on behalf of the MPS 
Commissioner and it is essential that there is strong coordination and 
clear and defined lines of communication. There will be a monthly 
coordination meeting to review progress; this will either be in person or 
via telephone conferencing. The Deputy Commissioner and Chief 
Constable Creedon will agree who attends the meeting. 

If during the course of the enquiry any information comes to light which 
Mr Creedon considers the Commissioner needs to know about he will 
ensure there is direct and immediate communication. If any information 
comes to light that might suggest a miscarriage of justice, this will be 
brought to the attention of the CCRC. Likewise, if any fresh information 
comes to light suggesting criminal and misconduct behaviour, this will 
be referred to the IPCC in line with the referral criteria from the Police 
Reform Act. In either case the MPS Commissioner will be made aware of 
the fresh information. 


Investigation Team 

Operation Herne is currently being lead by the MPS Directorate of 
Professional Standards. The Incident Room is lead by a MPS Senior 
Investigating Officer and there is a combination of investigative staff and 
HOLMES Major Incident Room staff. To date the investigation has been 
managed by Chief Officers from within the MPS DPS. Once the lead 
responsibility moves to Chief Constable Creedon he will assume the 
overall leadership of the enquiry. Mr Creedon will determine the SIO and 
MIR responsibilities and staffing. In the main the staffing will remain as 
it is now from within the MPS, however he will determine which roles are 
carried out by staff from Derbyshire and the East Midlands Specialist 
Crime collaboration resources. 
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Operational Security 

At least initially the MIR will remain within MPS DPS secure 
accommodation. The incident is being managed on secure CT HOLMES 
and Mr Creedon will review this as soon as possible. To ensure and 
enforce operational security, all team members - both current and future 
- will be subject to formal indoctrination and a signed copy of their 
individual indoctrination form will be held within the secure HOLMES 
account. 


Specific Risk Assessments 

Mr Creedon will ensure that there is a full and transparent risk 
assessment process in place for any individual considered to be ‘at risk’. 
This will include any staff working on the enquiry, any members of the 
public, any members of other agencies and any members of the SDS - 
both those still serving with the MPS and those retired. 

Funding 

Mr Stephen Rimmer, Director of Policing at the Home Office, has 
indicated that in taking on this work, there should be no additional costs 
to either the Derbyshire Constabulary or the East Midlands. Any 
additional costs will be subject to a specific Home Office grant. All MPS 
costs will continue to be borne by the MPS. All additional costs incurred 
(including opportunity costs) by Mr Creedon and his staff from outside 
the MPS will be recorded and will be covered by a specific grant from the 
Home Office. 


Civil Actions 

The response to civil actions will remain the responsibility of the 
Commissioner and will be handled through DLS and DPS. Given the 2 
strands of the enquiry and the likely timescales in concluding either of 
them, the MPS will obtain specialist legal advice on how these matters 
should be dealt with 


Freedom of Information Act 

All FOIA requests relating to Operation Herne will be co-ordinated 
through the MPS and will only be released once Chief Constable Creedon 
and the Commissioner have confirmed they are content with response. 
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Press 

Press inquiries will be coordinated between Derbyshire and the MPS. If 
the inquiry relates to the work of Chief Constable Creedon he will retain 
sign off for anything released. 


Stakeholders 

Stakeholder management will be agreed through the coordination 
meetings. Mr Creedon will establish an overall strategic coordination 
group at which a number of key stakeholders will be present. These will 
include the MPS, the CCRC, the ACPO lead for the UC working group, 
HMIC and such specific specialist advisors as Mr Creedon determines he 
needs to support the work he is leading 


Legal Support and Advice 

The MPS Directorate of Legal Services has to date provided the ongoing 
legal advice in relation to Operation Herne. It is likely that they will be in 
a position where this can continue. Nevertheless, it is the case that this 
is a detailed enquiry into several decades of activity of a small 
department within the Metropolitan Police Service. It is essential that Mr 
Creedon has access to external independent advice - this is not only to 
demonstrate transparency and objectivity, but also to ensure there is no 
conflict of interests. 


Publication 

Any reports produced will be produced on the basis that they will be 
published, subject to the usual legal safeguards. Any publication will 
need to take account of any ongoing criminal or conduct investigations. 

Lessons learned 

There remains considerable public, media and political interest in the 
use of undercover policing tactics. The Police service and other agencies 
recognise the value of these tactics and recognise the concerns that have 
resulted from recent high profile scrutiny and publicity. Mr Creedon will 
ensure that as part of the enquiry there is a continuing lessons learned’ 
aspect that reports where necessary and appropriate both during and at 
the conclusion of the work. 
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Mick Creedon, Chief Constable, Derbyshire Constabulary 


Craig Mackay, Deputy Commissioner, Metropolitan Police Service 
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Sat, 25/01/2014 - 9:43pm #12 

Brian 

Offline 

Joined: 

08/11/2011 


raj wrote: 

There is a large amounbt of evidence held by the ISI in Pakistan itself of 
Tony Blairs Government being involved in the illegal importation of a 
quantity of drugs.I can confirm that AL-QAEDA kept its own secret lists 
of its own soldiers.I believe that in Britain they have similar sytems that 
are against Human rights law I hope this answers your question Brian 


My question was directed at spud in an effort to get at what concerns him/her in 
particular over lists being kept by different organisations for their own reasons? 

Your comment is based on hearsay and does nothing to improve my understanding on 
what this thread is all about. 

Yours For Positive Socialist Activity 

Brian 
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spud 

Offline 

Joined: 

24/01/2014 


THE SECRET POLICE: 

If you examine modern political history the state and criminals have always in many 
areas worked together Lee Harvey Oswald a former US marine JFK allegedly spent 
time in the U.S.S.R,there is absolutely no way this guy wasnt known to the FBI/CIA 
yuo couldnt get into USSR as American without being known at that time without 
being checked by US Government .So it is hypothetical on the rest of the unfolding 
history of Oswald.The book Black Mass deals with the FBI and criminals again on how 
the state recruited criminals as the title of the book states the true story of an unholy 
alliance between the FBI and the IRISH Mob,Terror Inc explains how Bin Laden worked 
for the CIA. Jack Ruby killed Lee Harvey Oswald inside of Dallas Police Station.I would 
state that this killing was aided with the Secret Police. 


The secret police have been well known through American and European history 
however the British Secret Police isnt a subject that the left wing Anarcho or even the 
main media has picked up on, incidentally Vladimir Puttin was a former KGB 
member.The british have always put the clamps on exposing the Secret Police within 
Britain.I guess the first book of any worthy note was Fifty Dead Men Walking alleged 
true story of Secret Police in the North of Ireland war,and of course last years 
Undercover authors Paul Lewis and Rob Evans.What I would like to explain here 
exclusively is that The British Secret Police have no "real" structure that can be 
identified as there are different forms of Secret Police within the British Police itself 
and to stipulate who how and ware would be critical to their operations, from the book 
Undercover you would think they are all assigned to Departments CRAP! there are 
diiferent types of Secret Police in britain and the last thing anyone will ever find out 
about them is exactly how they operate thats because many Secret Police in the past 
originate from other Government bodies such as Army and Naval intellegence.The 
books title Undercover is a real crafty title let me explain here undercover cops ARE 
NOT SECRET POLICE. Undercover is a police term for operations required without 
being known plain clothes being used etc ,the secret police is a whole different 
ballgame. Secret Police are exactly that and are accountable to Mi5 they do give Mi5 
information and intellence despite what people tell you. 


SECRET POLICE OPERATIONS 


The secret Police have been and are involved in such things as Jury selection,DNA 
Plants,Forensic Plants, covert operations using force dirty trix etc and most importantly 
MAINTAINING LISTS AND BLACKLISTS.The Secret Police require their own private 
clients and "army" of civilians that they themselves organise and misuse so to speak 
their list include individuals,companies ,socities , clubs you name it. Say for an example 
the police themselves need protection you have a word with the Secret Police these 
chaps can get 500 civilians within half an hour phoneing up newspapers other police 
station Embassies you name it getting a person or an organisation named and listed 
and put up on crime lines.the Secret Police in the U.K are directly involved in how 
Capitalism functions as they have companies who work for them that are extremly 
powefull and rich and youlll never find out who works for them because that would be 
naming companies connected to and working onbehlf of organisation such as MI5.The 
types of British police stations that the secret Police were infamously famous for were 
in South and North London Camberwell police station, Stockwell, Stoke newington.these 
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areas were always "hot beds" for political activity. Many crimes n the UK remain 
unsolved purposely because the secret police over the years can manipulate person and 
write suspects into unsolved crime thus "feeeding" civilians and alleged private 
companies by allowing these people to continually follow people that are kept 
sereptisiouly upon lists,you can have hundreds of suspects held on data based/lists as 
suspects of the same crime especially if it hasnt been solved for a considerable amount 
of time. 

David Dundale former HMP Bullingdon 


2:39pm #14 

THE SECRET POLICE: 


2:47pm #15 

Quote: 

however the British Secret Police isnt a subject that the left wing Anarcho 
or even the main media has picked up on 


I take it you (or David Dundale whoever that may be) have never seen the espionage 
magazines in W H Smiths, or more lefty ones like Lobster magazine or Notes from the 
Borderland in particular which has named MI5 contractors? 

http://www.borderland.co.uk/ 


Quote: 

Secret Police are exactly that and are accountable to Mi5 they do give Mi5 
information and intellence despite what people tell you. 


Who denies the existence of British domestic intelligence agencies? Its' on Wikipedia 
here https://en.wikipedia.Org/wiki/Template:UK_Intelligence_Agencies. 

There is also Special branch https://en.wikipedia.org/wiki/Special_Branch 

The head of intelligence agencies is now publicly announced and the headquarters has 
even been used in James Bond films. 

Cardiff Anarchist Group unmasked Mark Kennedy as a secret police officer almost 5 
years ago. David Shayler was making statements almost 20 years ago about the 
political nature of MI5. Spycatcher was saying similar things almost 30 years ago. Marx 
was unmasking Karl Vogt over 150 years ago. 

To claim this is revelatory is a lie. 


3:10pm #16 

Jondwhites own input has exposed the exsistance of the Secret police in U.K you have 
to admit that there has been something of a newsblackout to this specific subject of the 
exsistance of the Secret Police in mainstream media in UK also you have to question 
some of the sources in Lobster that you have mentioned some stories are kinda weird 
noy socialist anarch based correct me if I am wrong also they dont really let you on 
activities as david Dundale has demonstrated 


4:59pm #17 

Lobster is edited by Robin Ramsay who I think may be a Labour supporter. 

Borderland has declared its perspective as anarcho-green. 


11:03pm #18 

Reminder Rule 6. Do not make repeated postings of the same or similar messages to 
the same thread, or to multiple threads or forums (‘cross-posting’). Do not make 
multiple postings within a thread that could be consolidated into a single post (‘serial 




03/11/2013 posting’). Do not post an excessive number of threads, posts, or private messages within 
a limited period of time (‘flooding’). 
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THE SECRET POLICE AND MAFIA (SECRET POLICE UNDERCOVER DEPARTMENT) 

If you observe the content of this page you will notice that the press and the police 
complaints people in uk acknowledge the exsisitance of the Secret Police. 


Ok now understand the following that there are MI5 contractors and companies that 
work for the Secret Police themselves also individuals are citizens,remember here that 
this site has shown civilians working for the police! !!!These people or at least some of 
them are MAFIA and they dont it for free do they?.Now the point making here is that 
how do you or any of us know if there sending this information ANY where else?.This 
is how Tony Blair leaked everything out through the back door Tathead ufo spotter 
COLM SHAYLEAR in my mindis the type of person who has the power to expose 
this,my guess hes still working for them UNDERCOVER LIKE.As for Tony Blair,The 
Government knew it was going to be a labour Government if any one was a prime 
suspect as a coverted MI5 officer its im,I think from memory he wasnt going to stay in 
politics if he hadnt won election I also think he was also ex solicitor, as for Vladimir 
Puttin an ex secret Police officer a good example of how powerfull the Secret Police 
become and go on to lead the country 

.The Secret Police in uk account for countless millions each year goimg missing youve 
got to understand that once the intelligence services get taken over by private 
contracting companies etc the power changes.You have all witnessed the Secret police 
in action through the IPCC last year the point here is that all these private companies 
start employing sub contractors and other alliances in the end every junkie bent cop 
criminal and middle class nazi ends up working for some form of reward and ware not 
even talking Muslim exteremists yet one other thing you dont know even who iam i 
could be David Dundale, Jwhite,raj ALB anyone this is freedom of Democray and it 
doesnt matter who leaks out how they all made there money as ALB quoted MI5 dont 
exactly have are best intrests at Hertford do they?and buy the time youve read this 
theyve all left the Secret Police with Tony Blairs dirty money living in other countries I 
would imagine that the FBI and everyone else will never recover over to you MIKE 
THE HEIST Tesco inc. 
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MI5 and MAFIA lists 

MI 5 are very much aware of lists they keep them however there are persons who work 
for the British Government who are of a different political ideology we need security 
against terrorists however the class sysytem in uk is based on privalage british 
intelligence are aware of heroin being taken into prisons so that prisoners and staff 
altered mi5 records by altering computer systems David Dundale has evidence of this 
and more of the mafia and military working together in uk add your comments here 

Edited by moderatorl on 30/01/2014 - 10:54pm 
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Spud Politics is quite simple really the people with the guns maintain it,without force you 

Offline would not have democracy,in every alleged democracy you find fascists you find them 

Joined: in Government in the police in the intelligence service and in the public also in other 

24/01/2014 organisations the simplest way of describing lists to some one in the uk was and still is 
the Northern ireland conflict were both uda and ira held lists of people they were 
trying to kill, in london they have many weird and wonderfull organisations that keep 
lists on people.however through my expierence in life fascists work with each other so 
fascists in ireland work with fascists in america and uk and the fascists that do exsist 
who work in government control them. Fascists arent always white look at 
Gadaffi,hussein ok they werent subscribed to the same principles as white fascists 
however what they did to their own people was fascist full stop period. 

One form of fascism is when people maintin silence of what they know is going on 
around them, my personal beef with An Phoblacht for example in eire ireland is that 
they have a news paper and dont report the bourgeois nazis you find in the republic of 
ireland who have gained financially on keeping people on lists, the same nazis that the 
queen of England and the fbi and cia employ to do their dirt for them, you understand 
their a club of nazis mainting lists on people.{sic not all employees of MI5 and cia are 
nazis i apologise for this however why aint they reporting the others who are??} 

ok so how are lists maintained, this is done through privilege, i had some diryt 
trixster(nazi) steal some of my own political work one piece was on privilege, it took 
my person a day to write it and some b*****d a few seconds to remove.Privilege in the 
uk is something the working class political rags/papers( class bore dam rep etc) dont 
really constructively examine or point out in writing, it accounts for countless of 
billions in cash in uk alone that has surreptitiously appeared and disappeared over the 
last 2 decades, many people con the masses into believing they worked for there 
wealth CRAP! your priviledge got you it...Anyhow privilege means I get a job in LIDLS 
supermarket and all I do all day is talk aboat the same guy that buys his food there 
and gets himself filmed, the lidls video then gets sent to a bent cop through a security 
company as a suspected fraud credit card user on a crimeline and then this gets the 
man followed around town for the next six months, wether hes guilty of owning false 
cards or not, this is working class privilege because you dont get to keep your job 
unless you participate in looking for guys who can be followed. Drug users talk aboat 
this guy being wanted as a fraudster in exchange for putting him up on mobile 
phones and get free drugs for saying this on phone lines, the drug addict gets driving 
licences sent to their flats and exchanges them for more heroin the cops work for the 
bent solicitors who protect the driving licence holder from being prosecuted who gets i 
can write a book on this subject however any 2 bit cop or junkie can tell you how 
middle class nazis in london get all there credit card bills waved through , all the 
false credit cards the police and banks are telling us aboat each year account for a 
percentage of priviledge gained credit cards involving drug users morgage defaulters 
and bent cops end of story full stop period.The fascists at the top white wash credit 
crime over a number of years with politicians signing secret service contracts so 
nobody gets found, whilst cash back mike the heist from tesco inc. all change their 
names again and all go for a nice long walk. 




once your on a list you cant function properly as a person just ask any former kgb ajent 
or eastern european police officer from the 1990s it is against human rights law and 
fascistic to keep people on lists and believe meit is a well known technique used by 
certain police and mi5/cia operatives who have used both succesfully and 
(un)succesfully for many years 

I have researched the internet in crime sites and political sites and nowhere can i find 
articles by people explaining MI5 and mafia lists,remember you can only carry on for 
so long before MI5 find out aboat it or themselves are a part of it simply 
explained you cant be a continual suspect to a crime without the police ruling you out 
so again its evidence of people being held continously on lists in order to maintain a 
structure based around fascism and crime in order to maintain priviledge and gain 
capital from it, if your getting stopped and searched alll the time by the police your 
on a list full stop period. 

so why the silence why doesnt anybody acknowledge lists held in the uk? good 
question id be very suprised if a single politician or solicitor bothers to reply to this 
article by adding a reply 

My name is David Dundale I do not in any way support any form of terrorism against 
Israel United states or Britain support peace in Ireland and want peace between 
muslims and Jews and DO NOT TOLERATE RACISM OR FASCISM, I condem certain 
former MI5 operatives for working with fascists in Europe and maintining lists that 
formed the base of muslim terrorism and allowing records held by the Government of 
Britain to be used by drug cartels and middle class nazis in uk and Ireland 
to financially gain through privelege.Thanx to spud for allowing me to use his web site 
I am not a member of SPGB and afford the public to condem movements that promote 
fascism as i have. 
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spud wrote: 

Politics is quite simple really the people with the guns maintain it, 


I'm afraid it is not that simple. While capitalist control of production rests ultimately on 
their control of political power (and its guns), it is also, sadly, the case that capitalist 
society is mainly kept going by the pro-capitalist ideas most people hold. As the 
anarcho-communist Alexander Berkman put it: 


Quote: 

Our social institutions are founded on certain ideas; as long as the latter 
are generally believed, the institutions built on them are safe. Government 
remains strong because people think political authority and legal 
compulsion necessary. Capitalism will continue as long as such an 
economic system is considered adequate and just. 


This means that the most subversive of capitalism activity that socialists can engage in is 
undermining these ideas by constant criticism of them. Which is what we in the Socialist 
Party are doing. When a sufficient number have rejected capitalist ideas then 
capitalism's days are numbered, even if they do initially still have guns but a socialist 
majority can take these away from them by winning control of political power itself. 

You are right that under capitalism democracy is distorted by all sorts of things, 
including the secret services and their activities. I'm not sure that "fascism" is the right 
word to describe this. A better term would be "authoritarianism" or something like 
that. After all, these practices existed before historical fascism. In fact the word 
"fascism" should probably be confined to the inter-war period in Central and Southern 
Europe. 
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ALB WROTE-1 embrace your intellectualism and thank you most genuinely for your 
input into this web page,your the first to save my sanity ! I completly agree the subject 
that you have engaged with is itself a complete subject within a hastily compiled 
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article that deserves further political debate, the article you refer to is itself sketchy 
and has been produced not for my own self pity or want of political recognition 
however an absolute necessity, the very subject itself for example of "privilege" within 
this article is what I would gracefully ask you to address. It is so painfull within my 
mind watching even the working class itself falling into this abyss.I perceive upper 
working class, lower working class,middle working class now becoming an issue within 
the very proletariat itself and how it is structured.I recently read an article written by 
none other than Gerry Adams TD Sinn Fein in the Metro daily free newspaper,im not 
hear to promote or endorse in any way this man however the observation I made 
within his article was a strong reference to "priviledge". I believe this is a good statrting 
point as an example of a politicians different perceptions in politics over what 
"priviledge" is within politics itself, Mr Adams refernces were to the abolishment of 
Seanad (part of the Irish Government). I would like to clearly state that his paper An 
Phoblacht has had more than enough time to expose the upper middle class bourgeois 
Nazi reclaiming land and running private armies within the Republic of Ireland and yet 
sadly there remains a complete void upon this subject or at least very little that 
surfaces within the internet issued by his party.I would like to remind the readers of 
this sub article that parts of The Republic of Ireland is modelling itself upon Serbian 
and Croatian inbred fascism based on the "privilege" system held by an increasing 
percentage of far right farmers land and building owners who are continually waging 
a war to keep the working class off the national land a clandestine war not to my 
knowledge mentioned by or even recognised by An Phoblact and that this secret war 
has remarkable similarities between travellers in the uk and how they have been spied 
upon and kept on lists.Priviledge in uk society is a sinister and ever growing cancer 
and like fascism needs a victim most people gain from others loss,Librarians,bus 
drivers,post office workers are quite often used to keep people on lists and often work 
with mafia and secret service ajents in creating "priviledge" the real culprits are the far 
right type of home office workers who get extra perks and alleged private buisnessmen 
in society getting presents.The list is endless however without this form of system there 
wouldnt be lists.the sicialian mafia.the stasi,the mob in New York all keep lists and all 
connected to Politicians and Paramilitary groups even football violence and gangs in 
London are all controlled by insiders and fascists and keep lists of rivals and 
enemies.Without priviledge British Government wouldnt function .The Monarchy itself 
is the most rancid form of structured priviledge that you can percieve within a 
country.Finally the BBC last year exposed the British Military investigating Heroin 
found on ther own planes flying from Afghanastan,the prison service provided free 
Heroin to inmates in Tony Blairs leadership in exchange for helping the prison officers 
to write prison reports that were later on published on their own prison computer 
systems and then in turn napstered extrnally by police and mi5.Basically heroin was 
used by the British state and still is to rewrite political history, the type of dirty trix 
reports created or generated like this account for creating lists of men who could 
account for intelligence,suspected un solved crimes,suspected quantities of hidden or 
none recovered money and items suspected identy firearms political persuasion once 
again thanx to SPUD and David Dundale former Bullingdon for this info 


3:05pm #7 

And what exactly is it you are trying to tell us? 

Yours For Positive Socialist Activity 
Brian 


4:07pm 

BRIAN WROTE 
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4:08pm 

Black mass and terror inc good books on lists 
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4:04pm #10 

There is a large amounbt of evidence held by the ISI in Pakistan itself of Tony Blairs 
Government being involved in the illegal importation of a quantity of drugs.I can 
confirm that AL-QAEDA kept its own secret lists of its own soldiers.I believe that in 
Britain they have similar sytems that are against Human rights law I hope this answers 
your question Brian 
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I know British intelligence keep lists on as many people as they can, that's their main 
job. If there's evidence British Intelligence such as MI5 co-operate with the Mafia in the 
heroin trade, then so what? Are we supposed to be surprised British intelligence doesn't 
have our best interests at heart? 

Incidentally blacklisting has been covered even in the mainstream media as recently as 
a couple of months ago 

http://www.theguardian.com/business/2013/oct/12/police-blacklist-construction- 
workers-watchdog 

http://www.theguardian.com/commentisfree/2013/aug/20/blacklisting-activists- 
human-rights-inquiry 

I don't understand why terrorism against countries such as Israel, United states or 
Britain in particular is highlighted as something you don't support. 

My problem with common internet narratives such as these are that either 

• they limit us to an honest transparent capitalism as the best human nature can 
achieve (Black Mass by John Gray, Terror Inc. by Loretta Napoleoni, David 
Dundale's one internet comment I found from Googling him) 

• they fundamentally disempower workers by asserting they are powerless, whereas I 
think it can be demonstrated that the working-class can emancipate themselves and 
there are particular ways to do it. 

I'm not saying parapolitical activities don't happen but they aren't all-powerful and 
pulling the strings of everything. Nor should we take them on hearsay or suspend 
normal judgment of evidence. 
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MI5 and MAFIA lists 

MI 5 are very much aware of lists they keep them however there are persons who work 
for the British Government who are of a different political ideology we need security 
against terrorists however the class sysytem in uk is based on privalage british 
intelligence are aware of heroin being taken into prisons so that prisoners and staff 
altered mi5 records by altering computer systems David Dundale has evidence of this 
and more of the mafia and military working together in uk add your comments here 

Edited by moderatorl on 30/01/2014 - 10:54pm 
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Spud Politics is quite simple really the people with the guns maintain it,without force you 

Offline would not have democracy,in every alleged democracy you find fascists you find them 

Joined: in Government in the police in the intelligence service and in the public also in other 

24/01/2014 organisations the simplest way of describing lists to some one in the uk was and still is 
the Northern ireland conflict were both uda and ira held lists of people they were 
trying to kill, in london they have many weird and wonderfull organisations that keep 
lists on people.however through my expierence in life fascists work with each other so 
fascists in ireland work with fascists in america and uk and the fascists that do exsist 
who work in government control them. Fascists arent always white look at 
Gadaffi,hussein ok they werent subscribed to the same principles as white fascists 
however what they did to their own people was fascist full stop period. 

One form of fascism is when people maintin silence of what they know is going on 
around them, my personal beef with An Phoblacht for example in eire ireland is that 
they have a news paper and dont report the bourgeois nazis you find in the republic of 
ireland who have gained financially on keeping people on lists, the same nazis that the 
queen of England and the fbi and cia employ to do their dirt for them, you understand 
their a club of nazis mainting lists on people.{sic not all employees of MI5 and cia are 
nazis i apologise for this however why aint they reporting the others who are??} 

ok so how are lists maintained, this is done through privilege, i had some diryt 
trixster(nazi) steal some of my own political work one piece was on privilege, it took 
my person a day to write it and some b*****d a few seconds to remove.Privilege in the 
uk is something the working class political rags/papers( class bore dam rep etc) dont 
really constructively examine or point out in writing, it accounts for countless of 
billions in cash in uk alone that has surreptitiously appeared and disappeared over the 
last 2 decades, many people con the masses into believing they worked for there 
wealth CRAP! your priviledge got you it...Anyhow privilege means I get a job in LIDLS 
supermarket and all I do all day is talk aboat the same guy that buys his food there 
and gets himself filmed, the lidls video then gets sent to a bent cop through a security 
company as a suspected fraud credit card user on a crimeline and then this gets the 
man followed around town for the next six months, wether hes guilty of owning false 
cards or not, this is working class privilege because you dont get to keep your job 
unless you participate in looking for guys who can be followed. Drug users talk aboat 
this guy being wanted as a fraudster in exchange for putting him up on mobile 
phones and get free drugs for saying this on phone lines, the drug addict gets driving 
licences sent to their flats and exchanges them for more heroin the cops work for the 
bent solicitors who protect the driving licence holder from being prosecuted who gets i 
can write a book on this subject however any 2 bit cop or junkie can tell you how 
middle class nazis in london get all there credit card bills waved through , all the 
false credit cards the police and banks are telling us aboat each year account for a 
percentage of priviledge gained credit cards involving drug users morgage defaulters 
and bent cops end of story full stop period.The fascists at the top white wash credit 
crime over a number of years with politicians signing secret service contracts so 
nobody gets found, whilst cash back mike the heist from tesco inc. all change their 
names again and all go for a nice long walk. 




once your on a list you cant function properly as a person just ask any former kgb ajent 
or eastern european police officer from the 1990s it is against human rights law and 
fascistic to keep people on lists and believe meit is a well known technique used by 
certain police and mi5/cia operatives who have used both succesfully and 
(un)succesfully for many years 

I have researched the internet in crime sites and political sites and nowhere can i find 
articles by people explaining MI5 and mafia lists,remember you can only carry on for 
so long before MI5 find out aboat it or themselves are a part of it simply 
explained you cant be a continual suspect to a crime without the police ruling you out 
so again its evidence of people being held continously on lists in order to maintain a 
structure based around fascism and crime in order to maintain priviledge and gain 
capital from it, if your getting stopped and searched alll the time by the police your 
on a list full stop period. 

so why the silence why doesnt anybody acknowledge lists held in the uk? good 
question id be very suprised if a single politician or solicitor bothers to reply to this 
article by adding a reply 

My name is David Dundale I do not in any way support any form of terrorism against 
Israel United states or Britain support peace in Ireland and want peace between 
muslims and Jews and DO NOT TOLERATE RACISM OR FASCISM, I condem certain 
former MI5 operatives for working with fascists in Europe and maintining lists that 
formed the base of muslim terrorism and allowing records held by the Government of 
Britain to be used by drug cartels and middle class nazis in uk and Ireland 
to financially gain through privelege.Thanx to spud for allowing me to use his web site 
I am not a member of SPGB and afford the public to condem movements that promote 
fascism as i have. 
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spud wrote: 

Politics is quite simple really the people with the guns maintain it, 


I'm afraid it is not that simple. While capitalist control of production rests ultimately on 
their control of political power (and its guns), it is also, sadly, the case that capitalist 
society is mainly kept going by the pro-capitalist ideas most people hold. As the 
anarcho-communist Alexander Berkman put it: 


Quote: 

Our social institutions are founded on certain ideas; as long as the latter 
are generally believed, the institutions built on them are safe. Government 
remains strong because people think political authority and legal 
compulsion necessary. Capitalism will continue as long as such an 
economic system is considered adequate and just. 


This means that the most subversive of capitalism activity that socialists can engage in is 
undermining these ideas by constant criticism of them. Which is what we in the Socialist 
Party are doing. When a sufficient number have rejected capitalist ideas then 
capitalism's days are numbered, even if they do initially still have guns but a socialist 
majority can take these away from them by winning control of political power itself. 

You are right that under capitalism democracy is distorted by all sorts of things, 
including the secret services and their activities. I'm not sure that "fascism" is the right 
word to describe this. A better term would be "authoritarianism" or something like 
that. After all, these practices existed before historical fascism. In fact the word 
"fascism" should probably be confined to the inter-war period in Central and Southern 
Europe. 


Top 

Sat, 25/01/2014 - 12:39pm #5 

Spud ALB- 

Offline 

Joined: 

24/01/2014 

Top 

Sat, 25/01/2014 

spud 
Offline 
Joined: 


- 2:52pm #6 

ALB WROTE-1 embrace your intellectualism and thank you most genuinely for your 
input into this web page,your the first to save my sanity ! I completly agree the subject 
that you have engaged with is itself a complete subject within a hastily compiled 
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article that deserves further political debate, the article you refer to is itself sketchy 
and has been produced not for my own self pity or want of political recognition 
however an absolute necessity, the very subject itself for example of "privilege" within 
this article is what I would gracefully ask you to address. It is so painfull within my 
mind watching even the working class itself falling into this abyss.I perceive upper 
working class, lower working class,middle working class now becoming an issue within 
the very proletariat itself and how it is structured.I recently read an article written by 
none other than Gerry Adams TD Sinn Fein in the Metro daily free newspaper,im not 
hear to promote or endorse in any way this man however the observation I made 
within his article was a strong reference to "priviledge". I believe this is a good statrting 
point as an example of a politicians different perceptions in politics over what 
"priviledge" is within politics itself, Mr Adams refernces were to the abolishment of 
Seanad (part of the Irish Government). I would like to clearly state that his paper An 
Phoblacht has had more than enough time to expose the upper middle class bourgeois 
Nazi reclaiming land and running private armies within the Republic of Ireland and yet 
sadly there remains a complete void upon this subject or at least very little that 
surfaces within the internet issued by his party.I would like to remind the readers of 
this sub article that parts of The Republic of Ireland is modelling itself upon Serbian 
and Croatian inbred fascism based on the "privilege" system held by an increasing 
percentage of far right farmers land and building owners who are continually waging 
a war to keep the working class off the national land a clandestine war not to my 
knowledge mentioned by or even recognised by An Phoblact and that this secret war 
has remarkable similarities between travellers in the uk and how they have been spied 
upon and kept on lists.Priviledge in uk society is a sinister and ever growing cancer 
and like fascism needs a victim most people gain from others loss,Librarians,bus 
drivers,post office workers are quite often used to keep people on lists and often work 
with mafia and secret service ajents in creating "priviledge" the real culprits are the far 
right type of home office workers who get extra perks and alleged private buisnessmen 
in society getting presents.The list is endless however without this form of system there 
wouldnt be lists.the sicialian mafia.the stasi,the mob in New York all keep lists and all 
connected to Politicians and Paramilitary groups even football violence and gangs in 
London are all controlled by insiders and fascists and keep lists of rivals and 
enemies.Without priviledge British Government wouldnt function .The Monarchy itself 
is the most rancid form of structured priviledge that you can percieve within a 
country.Finally the BBC last year exposed the British Military investigating Heroin 
found on ther own planes flying from Afghanastan,the prison service provided free 
Heroin to inmates in Tony Blairs leadership in exchange for helping the prison officers 
to write prison reports that were later on published on their own prison computer 
systems and then in turn napstered extrnally by police and mi5.Basically heroin was 
used by the British state and still is to rewrite political history, the type of dirty trix 
reports created or generated like this account for creating lists of men who could 
account for intelligence,suspected un solved crimes,suspected quantities of hidden or 
none recovered money and items suspected identy firearms political persuasion once 
again thanx to SPUD and David Dundale former Bullingdon for this info 
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There is a large amounbt of evidence held by the ISI in Pakistan itself of Tony Blairs 
Government being involved in the illegal importation of a quantity of drugs.I can 
confirm that AL-QAEDA kept its own secret lists of its own soldiers.I believe that in 
Britain they have similar sytems that are against Human rights law I hope this answers 
your question Brian 
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I know British intelligence keep lists on as many people as they can, that's their main 
job. If there's evidence British Intelligence such as MI5 co-operate with the Mafia in the 
heroin trade, then so what? Are we supposed to be surprised British intelligence doesn't 
have our best interests at heart? 

Incidentally blacklisting has been covered even in the mainstream media as recently as 
a couple of months ago 

http://www.theguardian.com/business/2013/oct/12/police-blacklist-construction- 
workers-watchdog 

http://www.theguardian.com/commentisfree/2013/aug/20/blacklisting-activists- 
human-rights-inquiry 

I don't understand why terrorism against countries such as Israel, United states or 
Britain in particular is highlighted as something you don't support. 

My problem with common internet narratives such as these are that either 

• they limit us to an honest transparent capitalism as the best human nature can 
achieve (Black Mass by John Gray, Terror Inc. by Loretta Napoleoni, David 
Dundale's one internet comment I found from Googling him) 

• they fundamentally disempower workers by asserting they are powerless, whereas I 
think it can be demonstrated that the working-class can emancipate themselves and 
there are particular ways to do it. 

I'm not saying parapolitical activities don't happen but they aren't all-powerful and 
pulling the strings of everything. Nor should we take them on hearsay or suspend 
normal judgment of evidence. 
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MI5 and MAFIA lists 

MI 5 are very much aware of lists they keep them however there are persons who work 
for the British Government who are of a different political ideology we need security 
against terrorists however the class sysytem in uk is based on privalage british 
intelligence are aware of heroin being taken into prisons so that prisoners and staff 
altered mi5 records by altering computer systems David Dundale has evidence of this 
and more of the mafia and military working together in uk add your comments here 

Edited by moderatorl on 30/01/2014 - 10:54pm 


Top 


Login or register to post comments 0 ShareThis a PDF version 


Tags: 

• General discussion 


Fri, 24/01/2014 - 3:51pm #2 


spud 

Offline 

Joined: 

what 


24/01/2014 



Top 

Fri, 24/01/2014 - 

4:42pm 

#3 


Spud Politics is quite simple really the people with the guns maintain it,without force you 

Offline would not have democracy,in every alleged democracy you find fascists you find them 

Joined: in Government in the police in the intelligence service and in the public also in other 

24/01/2014 organisations the simplest way of describing lists to some one in the uk was and still is 
the Northern ireland conflict were both uda and ira held lists of people they were 
trying to kill, in london they have many weird and wonderfull organisations that keep 
lists on people.however through my expierence in life fascists work with each other so 
fascists in ireland work with fascists in america and uk and the fascists that do exsist 
who work in government control them. Fascists arent always white look at 
Gadaffi,hussein ok they werent subscribed to the same principles as white fascists 
however what they did to their own people was fascist full stop period. 

One form of fascism is when people maintin silence of what they know is going on 
around them, my personal beef with An Phoblacht for example in eire ireland is that 
they have a news paper and dont report the bourgeois nazis you find in the republic of 
ireland who have gained financially on keeping people on lists, the same nazis that the 
queen of England and the fbi and cia employ to do their dirt for them, you understand 
their a club of nazis mainting lists on people.{sic not all employees of MI5 and cia are 
nazis i apologise for this however why aint they reporting the others who are??} 

ok so how are lists maintained, this is done through privilege, i had some diryt 
trixster(nazi) steal some of my own political work one piece was on privilege, it took 
my person a day to write it and some b*****d a few seconds to remove.Privilege in the 
uk is something the working class political rags/papers( class bore dam rep etc) dont 
really constructively examine or point out in writing, it accounts for countless of 
billions in cash in uk alone that has surreptitiously appeared and disappeared over the 
last 2 decades, many people con the masses into believing they worked for there 
wealth CRAP! your priviledge got you it...Anyhow privilege means I get a job in LIDLS 
supermarket and all I do all day is talk aboat the same guy that buys his food there 
and gets himself filmed, the lidls video then gets sent to a bent cop through a security 
company as a suspected fraud credit card user on a crimeline and then this gets the 
man followed around town for the next six months, wether hes guilty of owning false 
cards or not, this is working class privilege because you dont get to keep your job 
unless you participate in looking for guys who can be followed. Drug users talk aboat 
this guy being wanted as a fraudster in exchange for putting him up on mobile 
phones and get free drugs for saying this on phone lines, the drug addict gets driving 
licences sent to their flats and exchanges them for more heroin the cops work for the 
bent solicitors who protect the driving licence holder from being prosecuted who gets i 
can write a book on this subject however any 2 bit cop or junkie can tell you how 
middle class nazis in london get all there credit card bills waved through , all the 
false credit cards the police and banks are telling us aboat each year account for a 
percentage of priviledge gained credit cards involving drug users morgage defaulters 
and bent cops end of story full stop period.The fascists at the top white wash credit 
crime over a number of years with politicians signing secret service contracts so 
nobody gets found, whilst cash back mike the heist from tesco inc. all change their 
names again and all go for a nice long walk. 




once your on a list you cant function properly as a person just ask any former kgb ajent 
or eastern european police officer from the 1990s it is against human rights law and 
fascistic to keep people on lists and believe meit is a well known technique used by 
certain police and mi5/cia operatives who have used both succesfully and 
(un)succesfully for many years 

I have researched the internet in crime sites and political sites and nowhere can i find 
articles by people explaining MI5 and mafia lists,remember you can only carry on for 
so long before MI5 find out aboat it or themselves are a part of it simply 
explained you cant be a continual suspect to a crime without the police ruling you out 
so again its evidence of people being held continously on lists in order to maintain a 
structure based around fascism and crime in order to maintain priviledge and gain 
capital from it, if your getting stopped and searched alll the time by the police your 
on a list full stop period. 

so why the silence why doesnt anybody acknowledge lists held in the uk? good 
question id be very suprised if a single politician or solicitor bothers to reply to this 
article by adding a reply 

My name is David Dundale I do not in any way support any form of terrorism against 
Israel United states or Britain support peace in Ireland and want peace between 
muslims and Jews and DO NOT TOLERATE RACISM OR FASCISM, I condem certain 
former MI5 operatives for working with fascists in Europe and maintining lists that 
formed the base of muslim terrorism and allowing records held by the Government of 
Britain to be used by drug cartels and middle class nazis in uk and Ireland 
to financially gain through privelege.Thanx to spud for allowing me to use his web site 
I am not a member of SPGB and afford the public to condem movements that promote 
fascism as i have. 
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spud wrote: 

Politics is quite simple really the people with the guns maintain it, 


I'm afraid it is not that simple. While capitalist control of production rests ultimately on 
their control of political power (and its guns), it is also, sadly, the case that capitalist 
society is mainly kept going by the pro-capitalist ideas most people hold. As the 
anarcho-communist Alexander Berkman put it: 


Quote: 

Our social institutions are founded on certain ideas; as long as the latter 
are generally believed, the institutions built on them are safe. Government 
remains strong because people think political authority and legal 
compulsion necessary. Capitalism will continue as long as such an 
economic system is considered adequate and just. 


This means that the most subversive of capitalism activity that socialists can engage in is 
undermining these ideas by constant criticism of them. Which is what we in the Socialist 
Party are doing. When a sufficient number have rejected capitalist ideas then 
capitalism's days are numbered, even if they do initially still have guns but a socialist 
majority can take these away from them by winning control of political power itself. 

You are right that under capitalism democracy is distorted by all sorts of things, 
including the secret services and their activities. I'm not sure that "fascism" is the right 
word to describe this. A better term would be "authoritarianism" or something like 
that. After all, these practices existed before historical fascism. In fact the word 
"fascism" should probably be confined to the inter-war period in Central and Southern 
Europe. 
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ALB WROTE-1 embrace your intellectualism and thank you most genuinely for your 
input into this web page,your the first to save my sanity ! I completly agree the subject 
that you have engaged with is itself a complete subject within a hastily compiled 
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article that deserves further political debate, the article you refer to is itself sketchy 
and has been produced not for my own self pity or want of political recognition 
however an absolute necessity, the very subject itself for example of "privilege" within 
this article is what I would gracefully ask you to address. It is so painfull within my 
mind watching even the working class itself falling into this abyss.I perceive upper 
working class, lower working class,middle working class now becoming an issue within 
the very proletariat itself and how it is structured.I recently read an article written by 
none other than Gerry Adams TD Sinn Fein in the Metro daily free newspaper,im not 
hear to promote or endorse in any way this man however the observation I made 
within his article was a strong reference to "priviledge". I believe this is a good statrting 
point as an example of a politicians different perceptions in politics over what 
"priviledge" is within politics itself, Mr Adams refernces were to the abolishment of 
Seanad (part of the Irish Government). I would like to clearly state that his paper An 
Phoblacht has had more than enough time to expose the upper middle class bourgeois 
Nazi reclaiming land and running private armies within the Republic of Ireland and yet 
sadly there remains a complete void upon this subject or at least very little that 
surfaces within the internet issued by his party.I would like to remind the readers of 
this sub article that parts of The Republic of Ireland is modelling itself upon Serbian 
and Croatian inbred fascism based on the "privilege" system held by an increasing 
percentage of far right farmers land and building owners who are continually waging 
a war to keep the working class off the national land a clandestine war not to my 
knowledge mentioned by or even recognised by An Phoblact and that this secret war 
has remarkable similarities between travellers in the uk and how they have been spied 
upon and kept on lists.Priviledge in uk society is a sinister and ever growing cancer 
and like fascism needs a victim most people gain from others loss,Librarians,bus 
drivers,post office workers are quite often used to keep people on lists and often work 
with mafia and secret service ajents in creating "priviledge" the real culprits are the far 
right type of home office workers who get extra perks and alleged private buisnessmen 
in society getting presents.The list is endless however without this form of system there 
wouldnt be lists.the sicialian mafia.the stasi,the mob in New York all keep lists and all 
connected to Politicians and Paramilitary groups even football violence and gangs in 
London are all controlled by insiders and fascists and keep lists of rivals and 
enemies.Without priviledge British Government wouldnt function .The Monarchy itself 
is the most rancid form of structured priviledge that you can percieve within a 
country.Finally the BBC last year exposed the British Military investigating Heroin 
found on ther own planes flying from Afghanastan,the prison service provided free 
Heroin to inmates in Tony Blairs leadership in exchange for helping the prison officers 
to write prison reports that were later on published on their own prison computer 
systems and then in turn napstered extrnally by police and mi5.Basically heroin was 
used by the British state and still is to rewrite political history, the type of dirty trix 
reports created or generated like this account for creating lists of men who could 
account for intelligence,suspected un solved crimes,suspected quantities of hidden or 
none recovered money and items suspected identy firearms political persuasion once 
again thanx to SPUD and David Dundale former Bullingdon for this info 
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Black mass and terror inc good books on lists 
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There is a large amounbt of evidence held by the ISI in Pakistan itself of Tony Blairs 
Government being involved in the illegal importation of a quantity of drugs.I can 
confirm that AL-QAEDA kept its own secret lists of its own soldiers.I believe that in 
Britain they have similar sytems that are against Human rights law I hope this answers 
your question Brian 
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I know British intelligence keep lists on as many people as they can, that's their main 
job. If there's evidence British Intelligence such as MI5 co-operate with the Mafia in the 
heroin trade, then so what? Are we supposed to be surprised British intelligence doesn't 
have our best interests at heart? 

Incidentally blacklisting has been covered even in the mainstream media as recently as 
a couple of months ago 

http://www.theguardian.com/business/2013/oct/12/police-blacklist-construction- 
workers-watchdog 

http://www.theguardian.com/commentisfree/2013/aug/20/blacklisting-activists- 
human-rights-inquiry 

I don't understand why terrorism against countries such as Israel, United states or 
Britain in particular is highlighted as something you don't support. 

My problem with common internet narratives such as these are that either 

• they limit us to an honest transparent capitalism as the best human nature can 
achieve (Black Mass by John Gray, Terror Inc. by Loretta Napoleoni, David 
Dundale's one internet comment I found from Googling him) 

• they fundamentally disempower workers by asserting they are powerless, whereas I 
think it can be demonstrated that the working-class can emancipate themselves and 
there are particular ways to do it. 

I'm not saying parapolitical activities don't happen but they aren't all-powerful and 
pulling the strings of everything. Nor should we take them on hearsay or suspend 
normal judgment of evidence. 
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MI5 and MAFIA lists 

MI 5 are very much aware of lists they keep them however there are persons who work 
for the British Government who are of a different political ideology we need security 
against terrorists however the class sysytem in uk is based on privalage british 
intelligence are aware of heroin being taken into prisons so that prisoners and staff 
altered mi5 records by altering computer systems David Dundale has evidence of this 
and more of the mafia and military working together in uk add your comments here 

Edited by moderatorl on 30/01/2014 - 10:54pm 
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Spud Politics is quite simple really the people with the guns maintain it,without force you 

Offline would not have democracy,in every alleged democracy you find fascists you find them 

Joined: in Government in the police in the intelligence service and in the public also in other 

24/01/2014 organisations the simplest way of describing lists to some one in the uk was and still is 
the Northern ireland conflict were both uda and ira held lists of people they were 
trying to kill, in london they have many weird and wonderfull organisations that keep 
lists on people.however through my expierence in life fascists work with each other so 
fascists in ireland work with fascists in america and uk and the fascists that do exsist 
who work in government control them. Fascists arent always white look at 
Gadaffi,hussein ok they werent subscribed to the same principles as white fascists 
however what they did to their own people was fascist full stop period. 

One form of fascism is when people maintin silence of what they know is going on 
around them, my personal beef with An Phoblacht for example in eire ireland is that 
they have a news paper and dont report the bourgeois nazis you find in the republic of 
ireland who have gained financially on keeping people on lists, the same nazis that the 
queen of England and the fbi and cia employ to do their dirt for them, you understand 
their a club of nazis mainting lists on people.{sic not all employees of MI5 and cia are 
nazis i apologise for this however why aint they reporting the others who are??} 

ok so how are lists maintained, this is done through privilege, i had some diryt 
trixster(nazi) steal some of my own political work one piece was on privilege, it took 
my person a day to write it and some b*****d a few seconds to remove.Privilege in the 
uk is something the working class political rags/papers( class bore dam rep etc) dont 
really constructively examine or point out in writing, it accounts for countless of 
billions in cash in uk alone that has surreptitiously appeared and disappeared over the 
last 2 decades, many people con the masses into believing they worked for there 
wealth CRAP! your priviledge got you it...Anyhow privilege means I get a job in LIDLS 
supermarket and all I do all day is talk aboat the same guy that buys his food there 
and gets himself filmed, the lidls video then gets sent to a bent cop through a security 
company as a suspected fraud credit card user on a crimeline and then this gets the 
man followed around town for the next six months, wether hes guilty of owning false 
cards or not, this is working class privilege because you dont get to keep your job 
unless you participate in looking for guys who can be followed. Drug users talk aboat 
this guy being wanted as a fraudster in exchange for putting him up on mobile 
phones and get free drugs for saying this on phone lines, the drug addict gets driving 
licences sent to their flats and exchanges them for more heroin the cops work for the 
bent solicitors who protect the driving licence holder from being prosecuted who gets i 
can write a book on this subject however any 2 bit cop or junkie can tell you how 
middle class nazis in london get all there credit card bills waved through , all the 
false credit cards the police and banks are telling us aboat each year account for a 
percentage of priviledge gained credit cards involving drug users morgage defaulters 
and bent cops end of story full stop period.The fascists at the top white wash credit 
crime over a number of years with politicians signing secret service contracts so 
nobody gets found, whilst cash back mike the heist from tesco inc. all change their 
names again and all go for a nice long walk. 




once your on a list you cant function properly as a person just ask any former kgb ajent 
or eastern european police officer from the 1990s it is against human rights law and 
fascistic to keep people on lists and believe meit is a well known technique used by 
certain police and mi5/cia operatives who have used both succesfully and 
(un)succesfully for many years 

I have researched the internet in crime sites and political sites and nowhere can i find 
articles by people explaining MI5 and mafia lists,remember you can only carry on for 
so long before MI5 find out aboat it or themselves are a part of it simply 
explained you cant be a continual suspect to a crime without the police ruling you out 
so again its evidence of people being held continously on lists in order to maintain a 
structure based around fascism and crime in order to maintain priviledge and gain 
capital from it, if your getting stopped and searched alll the time by the police your 
on a list full stop period. 

so why the silence why doesnt anybody acknowledge lists held in the uk? good 
question id be very suprised if a single politician or solicitor bothers to reply to this 
article by adding a reply 

My name is David Dundale I do not in any way support any form of terrorism against 
Israel United states or Britain support peace in Ireland and want peace between 
muslims and Jews and DO NOT TOLERATE RACISM OR FASCISM, I condem certain 
former MI5 operatives for working with fascists in Europe and maintining lists that 
formed the base of muslim terrorism and allowing records held by the Government of 
Britain to be used by drug cartels and middle class nazis in uk and Ireland 
to financially gain through privelege.Thanx to spud for allowing me to use his web site 
I am not a member of SPGB and afford the public to condem movements that promote 
fascism as i have. 
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spud wrote: 

Politics is quite simple really the people with the guns maintain it, 


I'm afraid it is not that simple. While capitalist control of production rests ultimately on 
their control of political power (and its guns), it is also, sadly, the case that capitalist 
society is mainly kept going by the pro-capitalist ideas most people hold. As the 
anarcho-communist Alexander Berkman put it: 


Quote: 

Our social institutions are founded on certain ideas; as long as the latter 
are generally believed, the institutions built on them are safe. Government 
remains strong because people think political authority and legal 
compulsion necessary. Capitalism will continue as long as such an 
economic system is considered adequate and just. 


This means that the most subversive of capitalism activity that socialists can engage in is 
undermining these ideas by constant criticism of them. Which is what we in the Socialist 
Party are doing. When a sufficient number have rejected capitalist ideas then 
capitalism's days are numbered, even if they do initially still have guns but a socialist 
majority can take these away from them by winning control of political power itself. 

You are right that under capitalism democracy is distorted by all sorts of things, 
including the secret services and their activities. I'm not sure that "fascism" is the right 
word to describe this. A better term would be "authoritarianism" or something like 
that. After all, these practices existed before historical fascism. In fact the word 
"fascism" should probably be confined to the inter-war period in Central and Southern 
Europe. 
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ALB WROTE-1 embrace your intellectualism and thank you most genuinely for your 
input into this web page,your the first to save my sanity ! I completly agree the subject 
that you have engaged with is itself a complete subject within a hastily compiled 
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article that deserves further political debate, the article you refer to is itself sketchy 
and has been produced not for my own self pity or want of political recognition 
however an absolute necessity, the very subject itself for example of "privilege" within 
this article is what I would gracefully ask you to address. It is so painfull within my 
mind watching even the working class itself falling into this abyss.I perceive upper 
working class, lower working class,middle working class now becoming an issue within 
the very proletariat itself and how it is structured.I recently read an article written by 
none other than Gerry Adams TD Sinn Fein in the Metro daily free newspaper,im not 
hear to promote or endorse in any way this man however the observation I made 
within his article was a strong reference to "priviledge". I believe this is a good statrting 
point as an example of a politicians different perceptions in politics over what 
"priviledge" is within politics itself, Mr Adams refernces were to the abolishment of 
Seanad (part of the Irish Government). I would like to clearly state that his paper An 
Phoblacht has had more than enough time to expose the upper middle class bourgeois 
Nazi reclaiming land and running private armies within the Republic of Ireland and yet 
sadly there remains a complete void upon this subject or at least very little that 
surfaces within the internet issued by his party.I would like to remind the readers of 
this sub article that parts of The Republic of Ireland is modelling itself upon Serbian 
and Croatian inbred fascism based on the "privilege" system held by an increasing 
percentage of far right farmers land and building owners who are continually waging 
a war to keep the working class off the national land a clandestine war not to my 
knowledge mentioned by or even recognised by An Phoblact and that this secret war 
has remarkable similarities between travellers in the uk and how they have been spied 
upon and kept on lists.Priviledge in uk society is a sinister and ever growing cancer 
and like fascism needs a victim most people gain from others loss,Librarians,bus 
drivers,post office workers are quite often used to keep people on lists and often work 
with mafia and secret service ajents in creating "priviledge" the real culprits are the far 
right type of home office workers who get extra perks and alleged private buisnessmen 
in society getting presents.The list is endless however without this form of system there 
wouldnt be lists.the sicialian mafia.the stasi,the mob in New York all keep lists and all 
connected to Politicians and Paramilitary groups even football violence and gangs in 
London are all controlled by insiders and fascists and keep lists of rivals and 
enemies.Without priviledge British Government wouldnt function .The Monarchy itself 
is the most rancid form of structured priviledge that you can percieve within a 
country.Finally the BBC last year exposed the British Military investigating Heroin 
found on ther own planes flying from Afghanastan,the prison service provided free 
Heroin to inmates in Tony Blairs leadership in exchange for helping the prison officers 
to write prison reports that were later on published on their own prison computer 
systems and then in turn napstered extrnally by police and mi5.Basically heroin was 
used by the British state and still is to rewrite political history, the type of dirty trix 
reports created or generated like this account for creating lists of men who could 
account for intelligence,suspected un solved crimes,suspected quantities of hidden or 
none recovered money and items suspected identy firearms political persuasion once 
again thanx to SPUD and David Dundale former Bullingdon for this info 
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There is a large amounbt of evidence held by the ISI in Pakistan itself of Tony Blairs 
Government being involved in the illegal importation of a quantity of drugs.I can 
confirm that AL-QAEDA kept its own secret lists of its own soldiers.I believe that in 
Britain they have similar sytems that are against Human rights law I hope this answers 
your question Brian 
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I know British intelligence keep lists on as many people as they can, that's their main 
job. If there's evidence British Intelligence such as MI5 co-operate with the Mafia in the 
heroin trade, then so what? Are we supposed to be surprised British intelligence doesn't 
have our best interests at heart? 

Incidentally blacklisting has been covered even in the mainstream media as recently as 
a couple of months ago 

http://www.theguardian.com/business/2013/oct/12/police-blacklist-construction- 
workers-watchdog 

http://www.theguardian.com/commentisfree/2013/aug/20/blacklisting-activists- 
human-rights-inquiry 

I don't understand why terrorism against countries such as Israel, United states or 
Britain in particular is highlighted as something you don't support. 

My problem with common internet narratives such as these are that either 

• they limit us to an honest transparent capitalism as the best human nature can 
achieve (Black Mass by John Gray, Terror Inc. by Loretta Napoleoni, David 
Dundale's one internet comment I found from Googling him) 

• they fundamentally disempower workers by asserting they are powerless, whereas I 
think it can be demonstrated that the working-class can emancipate themselves and 
there are particular ways to do it. 

I'm not saying parapolitical activities don't happen but they aren't all-powerful and 
pulling the strings of everything. Nor should we take them on hearsay or suspend 
normal judgment of evidence. 
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MI5 and MAFIA lists 

MI 5 are very much aware of lists they keep them however there are persons who work 
for the British Government who are of a different political ideology we need security 
against terrorists however the class sysytem in uk is based on privalage british 
intelligence are aware of heroin being taken into prisons so that prisoners and staff 
altered mi5 records by altering computer systems David Dundale has evidence of this 
and more of the mafia and military working together in uk add your comments here 

Edited by moderatorl on 30/01/2014 - 10:54pm 
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Spud Politics is quite simple really the people with the guns maintain it,without force you 

Offline would not have democracy,in every alleged democracy you find fascists you find them 

Joined: in Government in the police in the intelligence service and in the public also in other 

24/01/2014 organisations the simplest way of describing lists to some one in the uk was and still is 
the Northern ireland conflict were both uda and ira held lists of people they were 
trying to kill, in london they have many weird and wonderfull organisations that keep 
lists on people.however through my expierence in life fascists work with each other so 
fascists in ireland work with fascists in america and uk and the fascists that do exsist 
who work in government control them. Fascists arent always white look at 
Gadaffi,hussein ok they werent subscribed to the same principles as white fascists 
however what they did to their own people was fascist full stop period. 

One form of fascism is when people maintin silence of what they know is going on 
around them, my personal beef with An Phoblacht for example in eire ireland is that 
they have a news paper and dont report the bourgeois nazis you find in the republic of 
ireland who have gained financially on keeping people on lists, the same nazis that the 
queen of England and the fbi and cia employ to do their dirt for them, you understand 
their a club of nazis mainting lists on people.{sic not all employees of MI5 and cia are 
nazis i apologise for this however why aint they reporting the others who are??} 

ok so how are lists maintained, this is done through privilege, i had some diryt 
trixster(nazi) steal some of my own political work one piece was on privilege, it took 
my person a day to write it and some b*****d a few seconds to remove.Privilege in the 
uk is something the working class political rags/papers( class bore dam rep etc) dont 
really constructively examine or point out in writing, it accounts for countless of 
billions in cash in uk alone that has surreptitiously appeared and disappeared over the 
last 2 decades, many people con the masses into believing they worked for there 
wealth CRAP! your priviledge got you it...Anyhow privilege means I get a job in LIDLS 
supermarket and all I do all day is talk aboat the same guy that buys his food there 
and gets himself filmed, the lidls video then gets sent to a bent cop through a security 
company as a suspected fraud credit card user on a crimeline and then this gets the 
man followed around town for the next six months, wether hes guilty of owning false 
cards or not, this is working class privilege because you dont get to keep your job 
unless you participate in looking for guys who can be followed. Drug users talk aboat 
this guy being wanted as a fraudster in exchange for putting him up on mobile 
phones and get free drugs for saying this on phone lines, the drug addict gets driving 
licences sent to their flats and exchanges them for more heroin the cops work for the 
bent solicitors who protect the driving licence holder from being prosecuted who gets i 
can write a book on this subject however any 2 bit cop or junkie can tell you how 
middle class nazis in london get all there credit card bills waved through , all the 
false credit cards the police and banks are telling us aboat each year account for a 
percentage of priviledge gained credit cards involving drug users morgage defaulters 
and bent cops end of story full stop period.The fascists at the top white wash credit 
crime over a number of years with politicians signing secret service contracts so 
nobody gets found, whilst cash back mike the heist from tesco inc. all change their 
names again and all go for a nice long walk. 




once your on a list you cant function properly as a person just ask any former kgb ajent 
or eastern european police officer from the 1990s it is against human rights law and 
fascistic to keep people on lists and believe meit is a well known technique used by 
certain police and mi5/cia operatives who have used both succesfully and 
(un)succesfully for many years 

I have researched the internet in crime sites and political sites and nowhere can i find 
articles by people explaining MI5 and mafia lists,remember you can only carry on for 
so long before MI5 find out aboat it or themselves are a part of it simply 
explained you cant be a continual suspect to a crime without the police ruling you out 
so again its evidence of people being held continously on lists in order to maintain a 
structure based around fascism and crime in order to maintain priviledge and gain 
capital from it, if your getting stopped and searched alll the time by the police your 
on a list full stop period. 

so why the silence why doesnt anybody acknowledge lists held in the uk? good 
question id be very suprised if a single politician or solicitor bothers to reply to this 
article by adding a reply 

My name is David Dundale I do not in any way support any form of terrorism against 
Israel United states or Britain support peace in Ireland and want peace between 
muslims and Jews and DO NOT TOLERATE RACISM OR FASCISM, I condem certain 
former MI5 operatives for working with fascists in Europe and maintining lists that 
formed the base of muslim terrorism and allowing records held by the Government of 
Britain to be used by drug cartels and middle class nazis in uk and Ireland 
to financially gain through privelege.Thanx to spud for allowing me to use his web site 
I am not a member of SPGB and afford the public to condem movements that promote 
fascism as i have. 
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spud wrote: 

Politics is quite simple really the people with the guns maintain it, 


I'm afraid it is not that simple. While capitalist control of production rests ultimately on 
their control of political power (and its guns), it is also, sadly, the case that capitalist 
society is mainly kept going by the pro-capitalist ideas most people hold. As the 
anarcho-communist Alexander Berkman put it: 


Quote: 

Our social institutions are founded on certain ideas; as long as the latter 
are generally believed, the institutions built on them are safe. Government 
remains strong because people think political authority and legal 
compulsion necessary. Capitalism will continue as long as such an 
economic system is considered adequate and just. 


This means that the most subversive of capitalism activity that socialists can engage in is 
undermining these ideas by constant criticism of them. Which is what we in the Socialist 
Party are doing. When a sufficient number have rejected capitalist ideas then 
capitalism's days are numbered, even if they do initially still have guns but a socialist 
majority can take these away from them by winning control of political power itself. 

You are right that under capitalism democracy is distorted by all sorts of things, 
including the secret services and their activities. I'm not sure that "fascism" is the right 
word to describe this. A better term would be "authoritarianism" or something like 
that. After all, these practices existed before historical fascism. In fact the word 
"fascism" should probably be confined to the inter-war period in Central and Southern 
Europe. 
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ALB WROTE-1 embrace your intellectualism and thank you most genuinely for your 
input into this web page,your the first to save my sanity ! I completly agree the subject 
that you have engaged with is itself a complete subject within a hastily compiled 
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article that deserves further political debate, the article you refer to is itself sketchy 
and has been produced not for my own self pity or want of political recognition 
however an absolute necessity, the very subject itself for example of "privilege" within 
this article is what I would gracefully ask you to address. It is so painfull within my 
mind watching even the working class itself falling into this abyss.I perceive upper 
working class, lower working class,middle working class now becoming an issue within 
the very proletariat itself and how it is structured.I recently read an article written by 
none other than Gerry Adams TD Sinn Fein in the Metro daily free newspaper,im not 
hear to promote or endorse in any way this man however the observation I made 
within his article was a strong reference to "priviledge". I believe this is a good statrting 
point as an example of a politicians different perceptions in politics over what 
"priviledge" is within politics itself, Mr Adams refernces were to the abolishment of 
Seanad (part of the Irish Government). I would like to clearly state that his paper An 
Phoblacht has had more than enough time to expose the upper middle class bourgeois 
Nazi reclaiming land and running private armies within the Republic of Ireland and yet 
sadly there remains a complete void upon this subject or at least very little that 
surfaces within the internet issued by his party.I would like to remind the readers of 
this sub article that parts of The Republic of Ireland is modelling itself upon Serbian 
and Croatian inbred fascism based on the "privilege" system held by an increasing 
percentage of far right farmers land and building owners who are continually waging 
a war to keep the working class off the national land a clandestine war not to my 
knowledge mentioned by or even recognised by An Phoblact and that this secret war 
has remarkable similarities between travellers in the uk and how they have been spied 
upon and kept on lists.Priviledge in uk society is a sinister and ever growing cancer 
and like fascism needs a victim most people gain from others loss,Librarians,bus 
drivers,post office workers are quite often used to keep people on lists and often work 
with mafia and secret service ajents in creating "priviledge" the real culprits are the far 
right type of home office workers who get extra perks and alleged private buisnessmen 
in society getting presents.The list is endless however without this form of system there 
wouldnt be lists.the sicialian mafia.the stasi,the mob in New York all keep lists and all 
connected to Politicians and Paramilitary groups even football violence and gangs in 
London are all controlled by insiders and fascists and keep lists of rivals and 
enemies.Without priviledge British Government wouldnt function .The Monarchy itself 
is the most rancid form of structured priviledge that you can percieve within a 
country.Finally the BBC last year exposed the British Military investigating Heroin 
found on ther own planes flying from Afghanastan,the prison service provided free 
Heroin to inmates in Tony Blairs leadership in exchange for helping the prison officers 
to write prison reports that were later on published on their own prison computer 
systems and then in turn napstered extrnally by police and mi5.Basically heroin was 
used by the British state and still is to rewrite political history, the type of dirty trix 
reports created or generated like this account for creating lists of men who could 
account for intelligence,suspected un solved crimes,suspected quantities of hidden or 
none recovered money and items suspected identy firearms political persuasion once 
again thanx to SPUD and David Dundale former Bullingdon for this info 
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Black mass and terror inc good books on lists 
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There is a large amounbt of evidence held by the ISI in Pakistan itself of Tony Blairs 
Government being involved in the illegal importation of a quantity of drugs.I can 
confirm that AL-QAEDA kept its own secret lists of its own soldiers.I believe that in 
Britain they have similar sytems that are against Human rights law I hope this answers 
your question Brian 
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I know British intelligence keep lists on as many people as they can, that's their main 
job. If there's evidence British Intelligence such as MI5 co-operate with the Mafia in the 
heroin trade, then so what? Are we supposed to be surprised British intelligence doesn't 
have our best interests at heart? 

Incidentally blacklisting has been covered even in the mainstream media as recently as 
a couple of months ago 

http://www.theguardian.com/business/2013/oct/12/police-blacklist-construction- 
workers-watchdog 

http://www.theguardian.com/commentisfree/2013/aug/20/blacklisting-activists- 
human-rights-inquiry 

I don't understand why terrorism against countries such as Israel, United states or 
Britain in particular is highlighted as something you don't support. 

My problem with common internet narratives such as these are that either 

• they limit us to an honest transparent capitalism as the best human nature can 
achieve (Black Mass by John Gray, Terror Inc. by Loretta Napoleoni, David 
Dundale's one internet comment I found from Googling him) 

• they fundamentally disempower workers by asserting they are powerless, whereas I 
think it can be demonstrated that the working-class can emancipate themselves and 
there are particular ways to do it. 

I'm not saying parapolitical activities don't happen but they aren't all-powerful and 
pulling the strings of everything. Nor should we take them on hearsay or suspend 
normal judgment of evidence. 
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MI5 and MAFIA lists 

MI 5 are very much aware of lists they keep them however there are persons who work 
for the British Government who are of a different political ideology we need security 
against terrorists however the class sysytem in uk is based on privalage british 
intelligence are aware of heroin being taken into prisons so that prisoners and staff 
altered mi5 records by altering computer systems David Dundale has evidence of this 
and more of the mafia and military working together in uk add your comments here 

Edited by moderatorl on 30/01/2014 - 10:54pm 
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Spud Politics is quite simple really the people with the guns maintain it,without force you 

Offline would not have democracy,in every alleged democracy you find fascists you find them 

Joined: in Government in the police in the intelligence service and in the public also in other 

24/01/2014 organisations the simplest way of describing lists to some one in the uk was and still is 
the Northern ireland conflict were both uda and ira held lists of people they were 
trying to kill, in london they have many weird and wonderfull organisations that keep 
lists on people.however through my expierence in life fascists work with each other so 
fascists in ireland work with fascists in america and uk and the fascists that do exsist 
who work in government control them. Fascists arent always white look at 
Gadaffi,hussein ok they werent subscribed to the same principles as white fascists 
however what they did to their own people was fascist full stop period. 

One form of fascism is when people maintin silence of what they know is going on 
around them, my personal beef with An Phoblacht for example in eire ireland is that 
they have a news paper and dont report the bourgeois nazis you find in the republic of 
ireland who have gained financially on keeping people on lists, the same nazis that the 
queen of England and the fbi and cia employ to do their dirt for them, you understand 
their a club of nazis mainting lists on people.{sic not all employees of MI5 and cia are 
nazis i apologise for this however why aint they reporting the others who are??} 

ok so how are lists maintained, this is done through privilege, i had some diryt 
trixster(nazi) steal some of my own political work one piece was on privilege, it took 
my person a day to write it and some b*****d a few seconds to remove.Privilege in the 
uk is something the working class political rags/papers( class bore dam rep etc) dont 
really constructively examine or point out in writing, it accounts for countless of 
billions in cash in uk alone that has surreptitiously appeared and disappeared over the 
last 2 decades, many people con the masses into believing they worked for there 
wealth CRAP! your priviledge got you it...Anyhow privilege means I get a job in LIDLS 
supermarket and all I do all day is talk aboat the same guy that buys his food there 
and gets himself filmed, the lidls video then gets sent to a bent cop through a security 
company as a suspected fraud credit card user on a crimeline and then this gets the 
man followed around town for the next six months, wether hes guilty of owning false 
cards or not, this is working class privilege because you dont get to keep your job 
unless you participate in looking for guys who can be followed. Drug users talk aboat 
this guy being wanted as a fraudster in exchange for putting him up on mobile 
phones and get free drugs for saying this on phone lines, the drug addict gets driving 
licences sent to their flats and exchanges them for more heroin the cops work for the 
bent solicitors who protect the driving licence holder from being prosecuted who gets i 
can write a book on this subject however any 2 bit cop or junkie can tell you how 
middle class nazis in london get all there credit card bills waved through , all the 
false credit cards the police and banks are telling us aboat each year account for a 
percentage of priviledge gained credit cards involving drug users morgage defaulters 
and bent cops end of story full stop period.The fascists at the top white wash credit 
crime over a number of years with politicians signing secret service contracts so 
nobody gets found, whilst cash back mike the heist from tesco inc. all change their 
names again and all go for a nice long walk. 




once your on a list you cant function properly as a person just ask any former kgb ajent 
or eastern european police officer from the 1990s it is against human rights law and 
fascistic to keep people on lists and believe meit is a well known technique used by 
certain police and mi5/cia operatives who have used both succesfully and 
(un)succesfully for many years 

I have researched the internet in crime sites and political sites and nowhere can i find 
articles by people explaining MI5 and mafia lists,remember you can only carry on for 
so long before MI5 find out aboat it or themselves are a part of it simply 
explained you cant be a continual suspect to a crime without the police ruling you out 
so again its evidence of people being held continously on lists in order to maintain a 
structure based around fascism and crime in order to maintain priviledge and gain 
capital from it, if your getting stopped and searched alll the time by the police your 
on a list full stop period. 

so why the silence why doesnt anybody acknowledge lists held in the uk? good 
question id be very suprised if a single politician or solicitor bothers to reply to this 
article by adding a reply 

My name is David Dundale I do not in any way support any form of terrorism against 
Israel United states or Britain support peace in Ireland and want peace between 
muslims and Jews and DO NOT TOLERATE RACISM OR FASCISM, I condem certain 
former MI5 operatives for working with fascists in Europe and maintining lists that 
formed the base of muslim terrorism and allowing records held by the Government of 
Britain to be used by drug cartels and middle class nazis in uk and Ireland 
to financially gain through privelege.Thanx to spud for allowing me to use his web site 
I am not a member of SPGB and afford the public to condem movements that promote 
fascism as i have. 
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spud wrote: 

Politics is quite simple really the people with the guns maintain it, 


I'm afraid it is not that simple. While capitalist control of production rests ultimately on 
their control of political power (and its guns), it is also, sadly, the case that capitalist 
society is mainly kept going by the pro-capitalist ideas most people hold. As the 
anarcho-communist Alexander Berkman put it: 


Quote: 

Our social institutions are founded on certain ideas; as long as the latter 
are generally believed, the institutions built on them are safe. Government 
remains strong because people think political authority and legal 
compulsion necessary. Capitalism will continue as long as such an 
economic system is considered adequate and just. 


This means that the most subversive of capitalism activity that socialists can engage in is 
undermining these ideas by constant criticism of them. Which is what we in the Socialist 
Party are doing. When a sufficient number have rejected capitalist ideas then 
capitalism's days are numbered, even if they do initially still have guns but a socialist 
majority can take these away from them by winning control of political power itself. 

You are right that under capitalism democracy is distorted by all sorts of things, 
including the secret services and their activities. I'm not sure that "fascism" is the right 
word to describe this. A better term would be "authoritarianism" or something like 
that. After all, these practices existed before historical fascism. In fact the word 
"fascism" should probably be confined to the inter-war period in Central and Southern 
Europe. 
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ALB WROTE-1 embrace your intellectualism and thank you most genuinely for your 
input into this web page,your the first to save my sanity ! I completly agree the subject 
that you have engaged with is itself a complete subject within a hastily compiled 
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article that deserves further political debate, the article you refer to is itself sketchy 
and has been produced not for my own self pity or want of political recognition 
however an absolute necessity, the very subject itself for example of "privilege" within 
this article is what I would gracefully ask you to address. It is so painfull within my 
mind watching even the working class itself falling into this abyss.I perceive upper 
working class, lower working class,middle working class now becoming an issue within 
the very proletariat itself and how it is structured.I recently read an article written by 
none other than Gerry Adams TD Sinn Fein in the Metro daily free newspaper,im not 
hear to promote or endorse in any way this man however the observation I made 
within his article was a strong reference to "priviledge". I believe this is a good statrting 
point as an example of a politicians different perceptions in politics over what 
"priviledge" is within politics itself, Mr Adams refernces were to the abolishment of 
Seanad (part of the Irish Government). I would like to clearly state that his paper An 
Phoblacht has had more than enough time to expose the upper middle class bourgeois 
Nazi reclaiming land and running private armies within the Republic of Ireland and yet 
sadly there remains a complete void upon this subject or at least very little that 
surfaces within the internet issued by his party.I would like to remind the readers of 
this sub article that parts of The Republic of Ireland is modelling itself upon Serbian 
and Croatian inbred fascism based on the "privilege" system held by an increasing 
percentage of far right farmers land and building owners who are continually waging 
a war to keep the working class off the national land a clandestine war not to my 
knowledge mentioned by or even recognised by An Phoblact and that this secret war 
has remarkable similarities between travellers in the uk and how they have been spied 
upon and kept on lists.Priviledge in uk society is a sinister and ever growing cancer 
and like fascism needs a victim most people gain from others loss,Librarians,bus 
drivers,post office workers are quite often used to keep people on lists and often work 
with mafia and secret service ajents in creating "priviledge" the real culprits are the far 
right type of home office workers who get extra perks and alleged private buisnessmen 
in society getting presents.The list is endless however without this form of system there 
wouldnt be lists.the sicialian mafia.the stasi,the mob in New York all keep lists and all 
connected to Politicians and Paramilitary groups even football violence and gangs in 
London are all controlled by insiders and fascists and keep lists of rivals and 
enemies.Without priviledge British Government wouldnt function .The Monarchy itself 
is the most rancid form of structured priviledge that you can percieve within a 
country.Finally the BBC last year exposed the British Military investigating Heroin 
found on ther own planes flying from Afghanastan,the prison service provided free 
Heroin to inmates in Tony Blairs leadership in exchange for helping the prison officers 
to write prison reports that were later on published on their own prison computer 
systems and then in turn napstered extrnally by police and mi5.Basically heroin was 
used by the British state and still is to rewrite political history, the type of dirty trix 
reports created or generated like this account for creating lists of men who could 
account for intelligence,suspected un solved crimes,suspected quantities of hidden or 
none recovered money and items suspected identy firearms political persuasion once 
again thanx to SPUD and David Dundale former Bullingdon for this info 
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And what exactly is it you are trying to tell us? 

Yours For Positive Socialist Activity 
Brian 
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Black mass and terror inc good books on lists 
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There is a large amounbt of evidence held by the ISI in Pakistan itself of Tony Blairs 
Government being involved in the illegal importation of a quantity of drugs.I can 
confirm that AL-QAEDA kept its own secret lists of its own soldiers.I believe that in 
Britain they have similar sytems that are against Human rights law I hope this answers 
your question Brian 
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I know British intelligence keep lists on as many people as they can, that's their main 
job. If there's evidence British Intelligence such as MI5 co-operate with the Mafia in the 
heroin trade, then so what? Are we supposed to be surprised British intelligence doesn't 
have our best interests at heart? 

Incidentally blacklisting has been covered even in the mainstream media as recently as 
a couple of months ago 

http://www.theguardian.com/business/2013/oct/12/police-blacklist-construction- 
workers-watchdog 

http://www.theguardian.com/commentisfree/2013/aug/20/blacklisting-activists- 
human-rights-inquiry 

I don't understand why terrorism against countries such as Israel, United states or 
Britain in particular is highlighted as something you don't support. 

My problem with common internet narratives such as these are that either 

• they limit us to an honest transparent capitalism as the best human nature can 
achieve (Black Mass by John Gray, Terror Inc. by Loretta Napoleoni, David 
Dundale's one internet comment I found from Googling him) 

• they fundamentally disempower workers by asserting they are powerless, whereas I 
think it can be demonstrated that the working-class can emancipate themselves and 
there are particular ways to do it. 

I'm not saying parapolitical activities don't happen but they aren't all-powerful and 
pulling the strings of everything. Nor should we take them on hearsay or suspend 
normal judgment of evidence. 
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MI5 and MAFIA lists 

MI 5 are very much aware of lists they keep them however there are persons who work 
for the British Government who are of a different political ideology we need security 
against terrorists however the class sysytem in uk is based on privalage british 
intelligence are aware of heroin being taken into prisons so that prisoners and staff 
altered mi5 records by altering computer systems David Dundale has evidence of this 
and more of the mafia and military working together in uk add your comments here 
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Spud Politics is quite simple really the people with the guns maintain it,without force you 

Offline would not have democracy,in every alleged democracy you find fascists you find them 

Joined: in Government in the police in the intelligence service and in the public also in other 

24/01/2014 organisations the simplest way of describing lists to some one in the uk was and still is 
the Northern ireland conflict were both uda and ira held lists of people they were 
trying to kill, in london they have many weird and wonderfull organisations that keep 
lists on people.however through my expierence in life fascists work with each other so 
fascists in ireland work with fascists in america and uk and the fascists that do exsist 
who work in government control them. Fascists arent always white look at 
Gadaffi,hussein ok they werent subscribed to the same principles as white fascists 
however what they did to their own people was fascist full stop period. 

One form of fascism is when people maintin silence of what they know is going on 
around them,my personal beef with An Phoblacht for example in eire ireland is that 
they have a news paper and dont report the bourgeois nazis you find in the republic of 
ireland who have gained financially on keeping people on lists, the same nazis that the 
queen of England and the fbi and cia employ to do their dirt for them, you understand 
their a club of nazis mainting lists on people.{sic not all employees of MI5 and cia are 
nazis i apologise for this however why aint they reporting the others who are??} 

ok so how are lists maintained, this is done through privilege, i had some diryt 
trixster(nazi) steal some of my own political work one piece was on privilege, it took 
my person a day to write it and some b*****d a few seconds to remove.Privilege in the 
uk is something the working class political rags/papers( class bore dam rep etc) dont 
really constructively examine or point out in writing, it accounts for countless of 
billions in cash in uk alone that has surreptitiously appeared and disappeared over the 
last 2 decades, many people con the masses into believing they worked for there 
wealth CRAP! your priviledge got you it...Anyhow privilege means I get a job in LIDLS 
supermarket and all I do all day is talk aboat the same guy that buys his food there 
and gets himself filmed, the lidls video then gets sent to a bent cop through a security 
company as a suspected fraud credit card user on a crimeline and then this gets the 
man followed around town for the next six months, wether hes guilty of owning false 
cards or not, this is working class privilege because you dont get to keep your job 
unless you participate in looking for guys who can be followed. Drug users talk aboat 
this guy being wanted as a fraudster in exchange for putting him up on mobile 
phones and get free drugs for saying this on phone lines, the drug addict gets driving 
licences sent to their flats and exchanges them for more heroin the cops work for the 
bent solicitors who protect the driving licence holder from being prosecuted who gets i 
can write a book on this subject however any 2 bit cop or junkie can tell you how 
middle class nazis in london get all there credit card bills waved through , all the 
false credit cards the police and banks are telling us aboat each year account for a 
percentage of priviledge gained credit cards involving drug users morgage defaulters 
and bent cops end of story full stop period.The fascists at the top white wash credit 
crime over a number of years with politicians signing secret service contracts so 
nobody gets found, whilst cash back mike the heist from tesco inc. all change their 
names again and all go for a nice long walk. 




once your on a list you cant function properly as a person just ask any former kgb ajent 
or eastern european police officer from the 1990s it is against human rights law and 
fascistic to keep people on lists and believe meit is a well known technique used by 
certain police and mi5/cia operatives who have used both succesfully and 
(un)succesfully for many years 

I have researched the internet in crime sites and political sites and nowhere can i find 
articles by people explaining MI5 and mafia lists,remember you can only carry on for 
so long before MI5 find out aboat it or themselves are a part of it simply 
explained you cant be a continual suspect to a crime without the police ruling you out 
so again its evidence of people being held continously on lists in order to maintain a 
structure based around fascism and crime in order to maintain priviledge and gain 
capital from it, if your getting stopped and searched alll the time by the police your 
on a list full stop period. 

so why the silence why doesnt anybody acknowledge lists held in the uk? good 
question id be very suprised if a single politician or solicitor bothers to reply to this 
article by adding a reply 

My name is David Dundale I do not in any way support any form of terrorism against 
Israel United states or Britain support peace in Ireland and want peace between 
muslims and Jews and DO NOT TOLERATE RACISM OR FASCISM, I condem certain 
former MI5 operatives for working with fascists in Europe and maintining lists that 
formed the base of muslim terrorism and allowing records held by the Government of 
Britain to be used by drug cartels and middle class nazis in uk and Ireland 
to financially gain through privelege.Thanx to spud for allowing me to use his web site 
I am not a member of SPGB and afford the public to condem movements that promote 
fascism as i have. 


Top 

Sat, 25/01/2014 - 7:56am #4 

ALB 

Online 

Joined: 

22/06/2011 


spud wrote: 

Politics is quite simple really the people with the guns maintain it, 


I'm afraid it is not that simple. While capitalist control of production rests ultimately on 
their control of political power (and its guns), it is also, sadly, the case that capitalist 
society is mainly kept going by the pro-capitalist ideas most people hold. As the 
anarcho-communist Alexander Berkman put it: 


Quote: 

Our social institutions are founded on certain ideas; as long as the latter 
are generally believed, the institutions built on them are safe. Government 
remains strong because people think political authority and legal 
compulsion necessary. Capitalism will continue as long as such an 
economic system is considered adequate and just. 


This means that the most subversive of capitalism activity that socialists can engage in is 
undermining these ideas by constant criticism of them. Which is what we in the Socialist 
Party are doing. When a sufficient number have rejected capitalist ideas then 
capitalism's days are numbered, even if they do initially still have guns but a socialist 
majority can take these away from them by winning control of political power itself. 

You are right that under capitalism democracy is distorted by all sorts of things, 
including the secret services and their activities. I'm not sure that "fascism" is the right 
word to describe this. A better term would be "authoritarianism" or something like 
that. After all, these practices existed before historical fascism. In fact the word 
"fascism" should probably be confined to the inter-war period in Central and Southern 
Europe. 
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What They're Reading In Dublin Autumn 2016 - Culture Trip 

https://thecLlturetrip.coim > Europe j Ireland ▼ 

13 Oct 2016 - British author John le Cane has published 23 spy novels, but The Pigeon Tunnel: 
Stories from My Life is the writer's first work of non-fiction to focus on his own experiences working for 
MI5 and M16 during the 1950s and 60s. Bringing readers into his world without barriers for the first 
time, the highly... 


Potential Extremists May Be Working In Dublin Offices According To MI6 

https://d ublininfo rmer. c om/. .. /pote ntial-extrem ists-may-be-wo rking-i n-dubli n-ofbces-ac .. . 

19 Aug 2017 - Potential Extremists May Be Working In Dublin Offices According To Ml!6 Lovin 
Dublin British spies are keeping tabs on a number of persons of interest in Ireland, according to 
The Journal, ie. Ml 6 agents have been operating around the country since the London Bridge attack in 
June. It r s thought that... 


Hundreds of mourners turn out for Brendan Duddy's funeral - Derry ... 

https://www.denypu mal.com/.. ./h und reds^of-mo ume rs-tu m-o ut-fo r-bren dan-d uddy-. .. ▼ 

15 May 2017 - Journalist Peter Taylor (on left) and former MI6 officer Michael Oatiley were among the 

mourners at Brendan Duddy s Requiem Mass.Presbyterian Church, and Dr. William Morton, 

former Dean of St Columb's Cathedral and now Dean of St Patrick's Cathedral in Dublin, also took 
part in yesterday's Mass. 


Exagente del MIS alerta: Posibles atentados takfines en Irlanda ... 

www.hispantv.com/ . ./irlanda-agente-mt6^al-qaeda-posibles-atentad... ▼ Translate this page 
Agentes de la Policia irlandesa tratan de impedir en Dublin (capital) la huida del pais de I os 
cabecillas del clan criminal Kinahan, 26 de enero de 2017. Publicada: domingo, 28 de mayo de 2017 
17:20. a; *; A. Imprimir; Enviar. J_a isla verde' ofrece 'abundantes oportunidades" para que bandas 
come EIIL cometan atentados, .... 


Albert smith mi6 by Christy Kinahan - issuu 

https://issu u. c om/c hristykin ahan/d ocs/albert_smith_mi6. . ▼ 

9 Sep 2017 - Menu. DUBLIN GANGLAND THE STORY OF DUBLIN GANGLAND THE STORY OF 
DUBLIN GANGLAND. GERRYHUTCH Gerry Hutch (bom 1963) is an Irish criminal. He was the prime 
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O ► World news ► MIS 

I MI5 and MI6 'join Dublin police in probing gangland 
I shootings' following David Byrne's funeral 

The top spy agencies in Britain have joined authorities in the Republic of Ireland to crack down on the out-of-control gangland 
warfare 
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ANDREW DEDMAN Warrant 1001 



The UK’s independent authority set up to uphold information rights in the public interest, 
promoting openness by public bodies and data privacy for individuals. 

Information security (Principle 7) 


What needs to be protected by information security 
arrangements? 

It is important to understand that the requirements of the Data Protection Act go beyond the way 
information is stored or transmitted. The seventh data protection principle relates to the security of 
every aspect of your processing of personal data. 

So the security measures you put in place should seek to ensure that: 

• only authorised people can access, alter, disclose or destroy personal data; 

• those people only act within the scope of their authority; and 

• if personal data is accidentally lost, altered or destroyed, it can be recovered to prevent any 
damage or distress to the individuals concerned. 

What level of security is required? 

The Act says you should have security that is appropriate to: 

• the nature of the information in question; and 

• the harm that might result from its improper use, or from its accidental loss or destruction. 


Former police officer Andrew Dedman (mi5) is known to the : 

Information Compliance Office 

Hertfordshire Constabulary 

Police Headquarters 

Stanborough Road 

Welwyn Garden City 

Hertfordshire 

AL8 6XF 

Or telephone: 01707 354 177 
Or fax: 01438 757 419 

Or send an email to: informationservices@herts.pnn.police.uk 


Whilst serving within the British Police Force Andrew Dedman “altered” ’ Police National 
Computer information, ICO regulations state that only persons with authorisation can alter PNC 
information. 
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BRITISH SPIES TO CONTINUE MASS SURVEILLANCE OPERATIONS IN IRELAND AND ELSEWHERE 

m August 21,2016 

b Current Affairs, History, Internet, Irish Republican, Military, Politics, Technology 
p 6 comments 

The United Kingdom's state intelligence agencies have been given the green light to continue their mass spying operations around the world following 
an independent review into the UK's extraordinarily invasive bulk surveillance laws. Compiled by David Anderson QC, a senior lawyer and Britain's official 
"Independent Reviewer of Terrorism Legislation", the two hundred page report was commissioned by Theresa May, before she became the British prime minister. In 
effect the review agrees that the UK's spooks can snoop where they want, when they want, with minimal restrictions or oversight. In the alarming words of Joanna 
Cherry, an MP with the Scottish National Party (SNP), Britain has now gone "...further than any other Western democracy" in the mass surveillance of its citizens and 
those of neighbouring countries. The Register, a leading tech-website, has a lengthy article on the newly published document, "Report of the Bulk Powers Review", 
and the near free pass it gives to the activities of Britain's Government Communications Headquarters (GCHQ), the Security Service (SS - MI5) and the Secret 
Intelligence Service (SIS - MI6). It's essential reading for those interested in such matters, as indeed is the full report itself. 

Of Irish interest are the case studies involving MI5, an organisation which played a sinister role in the 1966-2005 conflict in the north-east of Ireland. It's local 
branch continues to operate in Palace Barracks, a sprawling British Army base in County Down that also functioned as a torture-centre during the 1970s. 


"6. 13. All the case studies relating to the use of bulk acquisition were provided by Ml5, 
although in A8/1 GCHQ provided an example of the combined use of bulk 
interception and communications data. The case studies concerned principally 
Islamist extremist activity in the UK and abroad!, and dissident republican activity 
in Northern Ireland. 

• Northern Ireland Related Terrorism: Dissident Republican (DR) groupings 
continue to conduct attacks designed to kill members of the security forces 
including police and prison officers. In 2015 there were 16 DR attacks, and in 
2016 Prison Officer Adrian Ismay died as a result of such an attack. Bulk 
capabilities are essential to understanding the plans of resilient, experienced 
terrorists and stopping their attacks" 


That last claim is highly debatable given the apparent amateurism shown in the examples below, all involving individuals allegedly participating in the would-be 
Republican Resistance in the UK-occupied Six Counties (and in some contrast to those who came before). 


Case study A9/17 

MI5 

Action 

Counter-terrorism 

Bulk acquisition data was used in a recent operation to identify phones linked to a 

dissident republican attack in Northern Ireland. The information obtained, combined with other sources, led to the arrest and charge of an 
individual on terrorist offences. The telephones were not previously known to MI5. The Review team was given information which indicated that it 
would have taken more time and been considerably more resource intensive to discover the telephones without bulk acquisition data. 

Case study A9/23 

MI5 

Action 

Counter-terrorism 

Bulk acquisition data was used in 2014 to identify the mobile phone being used by a dissident Irish republican. The phone was then intercepted, 
and police were able to arrest the individual while he was committing a terrorism-related offence but before any harm had been caused. He was 
then prosecuted for a number of terrorism-related offences. 

MI5 told the Review team that it would have been possible to identify the mobile phone without the use of bulk acquisition data. However, the 
alternative method would have involved significant collateral intrusion in the form of gathering information about many telephones, all but one of 








them of no intelligence interest. This method would also have taken longer, and so carried the risk that the correct phone might not have 
been identified in time to prevent an attack. 

Case study A9/24 

MIS 

Action 

Counter-terrorism 

In 2014 bulk acquisition data were used by MI5 to identify telephones being used by dissident Irish republicans who were planning attacks. The 
phones were then 

intercepted. The knowledge gained from this operation informed the joint MI5 and PSNI investigative strategy. An individual was subsequently 
arrested and charged with terrorist and other offences. 

Case study A9/25 

MI5 

Action 

Counter-terrorism 

Summarised in the Operational Case 

In this 2013 case, bulk acquisition data was used to foil an attack by Irish dissident 
republicans. It was suspected that members of the group had already obtained 

explosives and that their activities were increasing (a common sign of an attack being imminent). However, MI5 did not know the date of any 
proposed attack and the group's security awareness made it difficult to obtain further information. 

The use of bulk acquisition data identified telephones being used by the group, and 

further enabled MI5 to identify previously unknown members of the group. MI5 was able to increase its coverage of this expanded group. As a result 
it became aware of a sudden further increase in activity from analysis of the group's communications activity and MI5 judged that an attack was 
imminent. Police intervened and recovered an improvised explosive device. A prosecution followed. 

The Review team was given details which indicated that, without bulk acquisition data, the telephones would not have been identified. 


Of course many ordinary people in Ireland, who have no part in politics (or insurgency), will simply shrug their shoulders at the above news and move on to the 
next item of interest. However, to do so is to voluntarily submit to a system of mass surveillance by a hostile foreign power, an Orwellian situation that I pointed 
out as long ago as 2014: 

Since the late 1980s the British intelligence services have expanded from a programme of targeted spying on certain individuals and organisations 
to a strategy of observing and where necessary recording all electronic information relating to telephone calls, faxes, text messages, emails and 
general internet activities on or from this island nation. In large part that change in tactics was due to the growth and importance of the internet 
and the increasing personalisation of computing technologies. However it also reflected the simple fact that if the institutions of a state believe they 
can do something that will serve the interests of their state they will probably do so, however questionable it may be. 

Of course on a more practical level online and remote surveillance was expected to reduce employee numbers and budgets for intelligence¬ 
gathering organisations, as well as the obvious risks encountered in the deployment of field agents. For hefty initial investments long-term savings 
were expected from the new model of "spying by accountants" championed by the NSA and others... 

...this is not just a case of the British intelligence services secretly "tapping into" Irish telephonic and internet traffic via land and maritime cables. 
Rather in most cases they are being provided free (or commercial) access to the information by companies associated with the use, ownership or 
maintenance of these cables. And it is all information, every email you send, every message, every internet search or visit, every upload or 
download, albeit collated and filtered through layers of software programmes before being flagged up for human review (if required). 
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| the Phoenix says: 

August 21,2016 at 07:41 
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Hi Palace Barracks. Go fuck yourselves. Bye. 
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An Sionnach Fionn says: 
August 22, 2016 at 07:48 
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This 


If they're reading this they must be looking for something to do! 
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L~T| the Phoenix says: 

August 24, 2016 at 04:51 
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I used to be on a site that was infested with the filth.l i always used to like to say hello to the c^s.lol 


An Sionnach Fionn says: 

August 24, 2016 at 14:02 
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This 


There's probably a few places they monitor, the obvious message boards, but really its all automated programs and semantic trawling. ASF might be on a 
list but it's very, very low down. 


Sean McGouran says: 
August 22, 2016 at 14:30 
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All this exhibitionist hardware is useless. British Intelligence (an oxymoron if ever there was one) relies on violence. My introduction to Palace Barracks 
consistted of being kicked about a big room. "Kicked about" there is not metaphore, being fed drugs ('uppers' apparently) and denied use of the toilet, 
fortunately I didn't humiliate myself, there was alsothe rattking of rifle bolts and pretend execution. 


Graham Ennis says: 

May 21, 2017 at 10:18 

d 0 ^ 0 a Rate 
This 

Sean, Thank You for speaking out and reminding everyone of just what the war against the Irish involved. People forget, or want to forget, or simply 
refuse to accept simple truths, about what happened, it needs to be forcibly reminded into the Brains of those who refuse to accept what happened, 
refuse to accept that the Irish People have a right of resistance, against oppression, or simply were supremely selfish and cowardly. The problem now 
though, is even far more complicated and dangerous than in your time, and the politics likewise. Nothing would give the British establishment more 
pleasure than to use the intelligence system, not only to spy, seeking enemies, or potential enemies, everywhere in Ireland, but to provoke, to destabilise 
legitimate political activity, and to twist the political situation in the North to their own advantage and hegemony. Their permanent objective is to 
undermine the Nationalist community in every way, to destabilise any group that is politically opposed to the Unionist micro-state, so as to preserve the 
status quo. This is why there is the obsessive spying on everyone and everything in Ireland. For the British "Deep State", everything Irish is a zero-Sum 
game. The only way to counter this is to get to the root of the problem, in the North. That is to stop playing the Game, by taking part in the Peace 
Agreement and the Tin-Pot Banana republic Assembly and Government, and total opposition to it. The only thing that is going to change things is to de- 
legitimise the present Northern Ireland "Goverment", refuse to take part, and use BREXIT as the main weapon, to force reunification by making the North 
ungovernable, unmanageable, and un-affordable. Such a strategy will bring violence, but not from the Irish Side. It will result in the UK state lashing out, 
and inflicting violence, disruption, and repression, on those who oppose it. We are then in a "West bank" situation. As the Palestinians discovered, the 
limited peace agreement and self-government simply ended up as a proxy police force for the Israeli's. The policy of non-participation, de-legitimisation, 
and isolation, of London Rule, simply swamps any attempts to co-opt Irish People in their own oppression. The UK intelligence services can then spy all 
they want, but it will get them nowhere. The levers of power and influence via the present system in the North, would have been wrecked. It does not 
need any violence, from the irish side. Indeed, that is exactly what the British "Deep State" is looking and hoping for, as it would freeze a situation much 
to their advantage, for another 30 years. Once again Sean, thanks for speaking up. 
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Inquiry Exposes Three More Spycops 


AUG 
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Saturday 5 th 


posted by Steve Sweeney in Britain 


Probe chairman says more identities will be revealed 


THREE more spycops’ identities were exposed yesterday by the public inquiry into undercover police 
operations. 

The inquiry is investigating the behaviour of police officers who infiltrated left-wing political groups over a 40- 
year period. 

It is the first time that the inquiry, chaired by Sir John Mitting, has revealed the names used by officers who 
were working on undercover spy missions. 

Those who have previously been uncovered as spies were unmasked by campaigners who became suspicious 
of their activities. 

Last month it was revealed that 250 police officers spied on over 1,000 campaign organisations since the late 
1960s. 

These included trade unions, environmental campaigns, anti-racist groups, peace activists and even the 
grieving parents of murder victims. 

One of the spies exposed yesterday went by the name of “Rick Gibson” who infiltrated the left-wing 
organisation Big Flame and played a leading role in the Troops Out Movement, which opposed Britain’s 
campaign in the north of Ireland. 

He was active between 1974 and 1976 before his cover was almost blown after activists found a death 
certificate that appeared to show he had died as a young child. 

The undercover police spy — who has since died — told the group that he used the fake identity to evade 
police capture. 

However the spycop operation regularly used the birth certificates of dead children to obtain official 
documents including passports and other forms of identification for undercover police officers. 

Another of the spies went by the name “Doug Edwards” who infiltrated a number of groups including the 
Independent Labour Party. To his comrades, he was working as a long-distance lorry driver. 

He told the inquiry: “Some of the people in these groups were really nice, pleasant, intelligent people. They 
were different politically in their views, but in this country you can have different political views.” 

The third spy used the moniker “John Graham” and targeted anti-war groups in the late 1960s. 

He was active in west London branches of the Vietnam Solidarity Campaign, a group that organised large 
demonstrations in London including the protest at the US embassy in Grosvenor Square. 




The inquiry has been held up as police attempt to block the release of names of undercover officers. 

Inquiry chair Mr Mitting said he will announce the names of a further three spycops who have died along with 
those of seven officers who helped with the operations “in due course.” 
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DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 
of 27 April 2016 

on the protection of natural persons with regard to the processing of personal data by competent 
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal 
offences or the execution of criminal penalties, and on the free movement of such data, and 
repealing Council Framework Decision 2008/977/JHA 

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION, 

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 
16(2) thereof, 

Having regard to the proposal from the European Commission, 

After transmission of the draft legislative act to the national parliaments, 

Having regard to the opinion of the Committee of the Regions _Q), 

Acting in accordance with the ordinary legislative procedure (2 ). 

Whereas: 

(1) The protection of natural persons in relation to the processing of personal data is a 
fundamental right. Article 8(1) of the Charter of Fundamental Rights of the European 
Union (‘the Charter’) and Article 16(1) of the Treaty on the Functioning of the 
European Union (TFEU) provide that everyone has the right to the protection of 
personal data concerning him or her. 

(2) The principles of, and rules on the protection of natural persons with regard to the 
processing of their personal data should, whatever their nationality or residence, respect 
their fundamental rights and freedoms, in particular their right to the protection of 
personal data. This Directive is intended to contribute to the accomplishment of an area 
of freedom, security and justice. 

(3) Rapid technological developments and globalisation have brought new challenges for 
the protection of personal data. The scale of the collection and sharing of personal data 
has increased significantly. Technology allows personal data to be processed on an 
unprecedented scale in order to pursue activities such as the prevention, investigation, 
detection or prosecution of criminal offences or the execution of criminal penalties. 

(4) The free flow of personal data between competent authorities for the purposes of the 
prevention, investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, including the safeguarding against and the prevention 
of threats to public security within the Union and the transfer of such personal data to 
third countries and international organisations, should be facilitated while ensuring a 
high level of protection of personal data. Those developments require the building of a 
strong and more coherent framework for the protection of personal data in the Union, 
backed by strong enforcement. 

(5) Directive 95/46/EC of the European Parliament and of the Council_(3) applies to all 


processing of personal data in Member States in both the public and the private 
sectors. However, it does not apply to the processing of personal data in the course of 
an activity which falls outside the scope of Community law, such as activities in the 
areas of judicial cooperation in criminal matters and police cooperation. 

Council Framework Decision 2008/977/JHA (4) applies in the areas of judicial 
cooperation in criminal matters and police cooperation. The scope of application of 
that Framework Decision is limited to the processing of personal data transmitted or 
made available between Member States. 

Ensuring a consistent and high level of protection of the personal data of natural 
persons and facilitating the exchange of personal data between competent authorities 
of Members States is crucial in order to ensure effective judicial cooperation in 
criminal matters and police cooperation. To that end, the level of protection of the 
rights and freedoms of natural persons with regard to the processing of personal data 
by competent authorities for the purposes of the prevention, investigation, detection or 
prosecution of criminal offences or the execution of criminal penalties, including the 
safeguarding against and the prevention of threats to public security, should be 
equivalent in all Member States. Effective protection of personal data throughout the 
Union requires the strengthening of the rights of data subjects and of the obligations of 
those who process personal data, as well as equivalent powers for monitoring and 
ensuring compliance with the rules for the protection of personal data in the Member 
States. 

Article 16(2) TFEU mandates the European Parliament and the Council to lay down 
the rules relating to the protection of natural person s with regard to the processing of 
personal data and the rules relating to the free movement of personal data. 

On that basis, Regulation (EU) 2016/679 of the European Parliament and of the 
Council 15) lays down general rules to protect natural persons in relation to the 
processing of personal data and to ensure the free movement of personal data within 
the Union. 

In Declaration No 21 on the protection of personal data in the fields of judicial 
cooperation in criminal matters and police cooperation, annexed to the final act of 
the intergovernmental conference which adopted the Treaty of Lisbon, the 
conference acknowledged that specific rules on the protection of personal data and 
the free movement of personal data in the fields of judicial cooperation in criminal 
matters and police cooperation based on Article 16 TFEU may prove necessary 
because of the specific nature of those fields. 

It is therefore appropriate for those fields to be addressed by a directive that lays 
down the specific rules relating to the protection of natural persons with regard to 
the processing of personal data by competent authorities for the purposes of the 
prevention, investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, including the safeguarding against and the 
prevention of threats to public security, respecting the specific nature of those 
activities. Such competent authorities may include not only public authorities such 
as the judicial authorities, the police or other law-enforcement authorities but also 
any other body or entity entrusted by Member State law to exercise public 
authority and public powers for the purposes of this Directive. Where such a body 
or entity processes personal data for purposes other than for the purposes of this 


Directive, Regulation (EU) 2016/679 applies. Regulation (EU) 2016/679 therefore 
applies in cases where a body or entity collects personal data for other purposes 
and further processes those personal data in order to comply with a legal obligation 
to which it is subject. For example, for the purposes of investigation detection or 
prosecution of criminal offences financial institutions retain certain personal data 
which are processed by them, and provide those personal data only to the 
competent national authorities in specific cases and in accordance with Member 
State law. A body or entity which processes personal data on behalf of such 
authorities within the scope of this Directive should be bound by a contract or other 
legal act and by the provisions applicable to processors pursuant to this Directive, 
while the application of Regulation (EU) 2016/679 remains unaffected for the 
processing of personal data by the processor outside the scope of this Directive. 

The activities carried out by the police or other law-enforcement authorities are 
focused mainly on the prevention, investigation, detection or prosecution of 
criminal offences, including police activities without prior knowledge if an 
incident is a criminal offence or not. Such activities can also include the exercise 
of authority by taking coercive measures such as police activities at 
demonstrations, major sporting events and riots. They also include maintaining 
law and order as a task conferred on the police or other law-enforcement 
authorities where necessary to safeguard against and prevent threats to public 
security and to fundamental interests of the society protected by law which may 
lead to a criminal offence. Member States may entrust competent authorities with 
other tasks which are not necessarily carried out for the purposes of the prevention, 
investigation, detection or prosecution of criminal offences, including the 
safeguarding against and the prevention of threats to public security, so that the 
processing of personal data for those other purposes, in so far as it is within the 
scope of Union law, falls within the scope of Regulation (EU) 2016/679. 

A criminal offence within the meaning of this Directive should be an 
autonomous concept of Union law as interpreted by the Court of Justice of the 
European Union (the ‘Court of Justice’). 

Since this Directive should not apply to the processing of personal data in the 
course of an activity which falls outside the scope of Union law, activities 
concerning national security, activities of agencies or units dealing with national 
security issues and the processing of personal data by the Member States when 
carrying out activities which fall within the scope of Chapter 2 of Title V of the 
Treaty on European Union (TEU) should not be considered to be activities 
falling within the scope of this Directive. 

In order to ensure the same level of protection for natural persons through legally 
enforceable rights throughout the Union and to prevent divergences hampering 
the exchange of personal data between competent authorities, this Directive 
should provide for harmonised rules for the protection and the free movement of 
personal data processed for the purposes of the prevention, investigation, 
detection or prosecution of criminal offences or the execution of criminal 
penalties, including the safeguarding against and the prevention of threats to 
public security. The approximation of Member States' laws should not result in 
any lessening of the personal data protection they afford but should, on the 
contrary, seek to ensure a high level of protection within the Union. Member 
States should not be precluded from providing higher safeguards than those 



established in this Directive for the protection of the rights and freedoms of the 
data subject with regard to the processing of personal data by competent 
authorities. 

This Directive is without prejudice to the principle of public access to official 
documents. Under Regulation (EU) 2016/679 personal data in official 
documents held by a public authority or a public or private body for the 
performance of a task carried out in the public interest may be disclosed by that 
authority or body in accordance with Union or Member State law to which the 
public authority or body is subject in order to reconcile public access to official 
documents with the right to the protection of personal data. 

The protection afforded by this Directive should apply to natural persons, 
whatever their nationality or place of residence, in relation to the processing of 
their personal data. 

In order to prevent creating a serious risk of circumvention, the protection of 
natural persons should be technologically neutral and should not depend on the 
techniques used. The protection of natural persons should apply to the processing 
of personal data by automated means, as well as to manual processing, if the 
personal data are contained or are intended to be contained in a filing system. 
Files or sets of files, as well as their cover pages, which are not structured 
according to specific criteria should not fall within the scope of this Directive. 

Regulation (EC) No 45/2001 of the European Parliament and of the Council 16) 
applies to the processing of personal data by the Union institutions, bodies, 
offices and agencies. Regulation (EC) No 45/2001 and other Union legal acts 
applicable to such processing of personal data should be adapted to the 
principles and rules established in Regulation (EU) 2016/679. 

This Directive does not preclude Member States from specifying processing 
operations and processing procedures in national rules on criminal procedures in 
relation to the processing of personal data by courts and other judicial 
authorities, in particular as regards personal data contained in a judicial decision 
or in records in relation to criminal proceedings. 

The principles of data protection should apply to any information concerning an 
identified or identifiable natural person. To determine whether a natural person is 
identifiable, account should be taken of all the means reasonably likely to be 
used, such as singling out, either by the controller or by another person to 
identify the natural person directly or indirectly. To ascertain whether means are 
reasonably likely to be used to identify the natural person, account should be 
taken of all objective factors, such as the costs of and the amount of time 
required for identification, taking into consideration the available technology at 
the time of the processing and technological developments. The principles of 
data protection should therefore not apply to anonymous information, namely 
information which does not relate to an identified or identifiable natural person 
or to personal data rendered anonymous in such a manner that the data subject is 
no longer identifiable. 

Public authorities to which personal data are disclosed in accordance with a legal 
obligation for the exercise of their official mission, such as tax and customs 


authorities, financial investigation units, independent administrative authorities, 
or financial market authorities responsible for the regulation and supervision of 
securities markets should not be regarded as recipients if they receive personal 
data which are necessary to carry out a particular inquiry in the general interest, 
in accordance with Union or Member State law. The requests for disclosure sent 
by the public authorities should always be in writing, reasoned and occasional 
and should not concern the entirety of a filing system or lead to the 
interconnection of filing systems. The processing of personal data by those public 
authorities should comply with the applicable data protection rules according to 
the purposes of the processing. 

Genetic data should be defined as personal data relating to the inherited or 
acquired genetic characteristics of a natural person which give unique 
information about the physiology or health of that natural person and which 
result from the analysis of a biological sample from the natural person in 
question, in particular chromosomal, deoxyribonucleic acid (DNA) or 
ribonucleic acid (RNA) analysis, or from the analysis of another element 
enabling equivalent information to be obtained. Considering the complexity and 
sensitivity of genetic information, there is a great risk of misuse and re-use for 
various purposes by the controller. Any discrimination based on genetic features 
should in principle be prohibited. 

Personal data concerning health should include all data pertaining to the health 
status of a data subject which reveal information relating to the past, current or 
future physical or mental health status of the data subject. This includes 
information about the natural person collected in the course of the registration 
for, or the provision of, health care services as referred to in Directive 
2011/24/EU of the European Parliament and of the Council (7) to that natural 
person; a number, symbol or particular assigned to a natural person to uniquely 
identify the natural person for health purposes; information derived from the 
testing or examination of a body part or bodily substance, including from genetic 
data and biological samples; and any information on, for example, a disease, 
disability, disease risk, medical history, clinical treatment or the physiological or 
biomedical state of the data subject independent of its source, for example from 
a physician or other health professional, a hospital, a medical device or an in 
vitro diagnostic test. 

All Member States are affiliated to the International Criminal Police 
Organisation (Interpol). To fulfil its mission, Interpol receives, stores and 
circulates personal data to assist competent authorities in preventing and 
combating international crime. It is therefore appropriate to strengthen 
cooperation between the Union and Interpol by promoting an efficient exchange 
of personal data whilst ensuring respect for fundamental rights and freedoms 
regarding the automatic processing of personal data. Where personal data are 
transferred from the Union to Interpol, and to countries which have delegated 
members to Interpol, this Directive, in particular the provisions on international 
transfers, should apply. This Directive should be without prejudice to the specific 
rules laid down in Council Common Position 2005/69/JHA 18) and Council 
Decision 2007/533/JHA 19). 

Any processing of personal data must be lawful, fair and transparent in relation to 

the natural persons concerned, and only processed for specific purposes laid down 


by law. This does not in itself prevent the law-enforcement authorities from 
carrying out activities such as covert investigations or video surveillance. Such 
activities can be done for the purposes of the prevention, investigation, detection 
or prosecution of criminal offences or the execution of criminal penalties, 
including the safeguarding against and the prevention of threats to public security, 
as long as they are laid down by law and constitute a necessary and proportionate 
measure in a democratic society with due regard for the legitimate interests of the 
natural person concerned. The data protection principle of fair processing is a 
distinct notion from the right to a fair trial as defined in Article 47 of the Charter 
and in Article 6 of the European Convention for the Protection of Human Rights 
and Fundamental Freedoms (ECHR). Natural persons should be made aware of 
risks, rules, safeguards and rights in relation to the processing of their personal 
data and how to exercise their rights in relation to the processing. In particular, the 
specific purposes for which the personal data are processed should be explicit and 
legitimate and determined at the time of the collection of the personal data. The 
personal data should be adequate and relevant for the purposes for which they are 
processed. It should, in particular, be ensured that the personal data collected are 
not excessive and not kept longer than is necessary for the purpose for which they 
are processed. Personal data should be processed only if the purpose of the 
processing could not reasonably be fulfilled by other means. In order to ensure that 
the data are not kept longer than necessary, time limits should be established by the 
controller for erasure or for a periodic review. Member States should lay down 
appropriate safeguards for personal data stored for longer periods for archiving in 
the public interest, scientific, statistical or historical use. 

(27) For the prevention, investigation and prosecution of criminal offences, it is 
necessary for competent authorities to process personal data collected in the 
context of the prevention, investigation, detection or prosecution of specific 
criminal offences beyond that context in order to develop an understanding of 
criminal activities and to make links between different criminal offences 
detected. 

(28) In order to maintain security in relation to processing and to prevent processing in 
infringement of this Directive, personal data should be processed in a manner that 
ensures an appropriate level of security and confidentiality, including by 
preventing unauthorised access to or use of personal data and the equipment used 
for the processing, and that takes into account available state of the art and 
technology, the costs of implementation in relation to the risks and the nature of 
the personal data to be protected. 

(29) Personal data should be collected for specified, explicit and legitimate purposes 
within the scope of this Directive and should not be processed for purposes 
incompatible with the purposes of the prevention, investigation, detection or 
prosecution of criminal offences or the execution of criminal penalties, including 
the safeguarding against and the prevention of threats to public security. If 
personal data are processed by the same or another controller for a purpose 
within the scope of this Directive other than that for which it has been collected, 
such processing should be permitted under the condition that such processing is 
authorised in accordance with applicable legal provisions and is necessary for 
and proportionate to that other purpose. 


(30) 


The principle of accuracy of data should be applied while taking account of the 



nature and purpose of the processing concerned. In particular in judicial 
proceedings, statements containing personal data are based on the subjective 
perception of natural persons and are not always verifiable. Consequently, the 
requirement of accuracy should not appertain to the accuracy of a statement but 
merely to the fact that a specific statement has been made. 

(31) It is inherent to the processing of personal data in the areas of judicial 
cooperation in criminal matters and police cooperation that personal data relating 
to different categories of data subjects are processed. Therefore, a clear 
distinction should, where applicable and as far as possible, be made between 
personal data of different categories of data subjects such as: suspects; persons 
convicted of a criminal offence; victims and other parties, such as witnesses; 
persons possessing relevant information or contacts; and associates of suspects 
and convicted criminals. This should not prevent the application of the right of 
presumption of innocence as guaranteed by the Charter and by the ECHR, as 
interpreted in the case-law of the Court of Justice and by the European Court of 
Human Rights respectively. 

(32) The competent authorities should ensure that personal data which are inaccurate, 
incomplete or no longer up to date are not transmitted or made available. In 
order to ensure the protection of natural persons, the accuracy, completeness or 
the extent to which the personal data are up to date and the reliability of the 
personal data transmitted or made available, the competent authorities should, as 
far as possible, add necessary information in all transmissions of personal data. 

(33) Where this Directive refers to Member State law, a legal basis or a legislative 
measure, this does not necessarily require a legislative act adopted by a 
parliament, without prejudice to requirements pursuant to the constitutional 
order of the Member State concerned. However, such a Member State law, legal 
basis or legislative measure should be clear and precise and its application 
foreseeable for those subject to it, as required by the case-law of the Court of 
Justice and the European Court of Human Rights. Member State law regulating 
the processing of personal data within the scope of this Directive should specify 
at least the objectives, the personal data to be processed, the purposes of the 
processing and procedures for preserving the integrity and confidentiality of 
personal data and procedures for its destruction, thus providing sufficient 
guarantees against the risk of abuse and arbitrariness. 

(34) The processing of personal data by competent authorities for the purposes of the 
prevention, investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, including the safeguarding against and the 
prevention of threats to public security, should cover any operation or set of 
operations which are performed upon personal data or sets of personal data for 
those purposes, whether by automated means or otherwise, such as collection, 
recording, organisation, structuring, storage, adaptation or alteration, retrieval, 
consultation, use, alignment or combination, restriction of processing, erasure or 
destruction. In particular, the rules of this Directive should apply to the 
transmission of personal data for the purposes of this Directive to a recipient not 
subject to this Directive. Such a recipient should encompass a natural or legal 
person, public authority, agency or any other body to which personal data are 
lawfully disclosed by the competent authority. Where personal data were initially 
collected by a competent authority for one of the purposes of this Directive, 



Regulation (EU) 2016/679 should apply to the processing of those data for 
purposes other than the purposes of this Directive where such processing is 
authorised by Union or Member State law. In particular, the rules of Regulation 
(EU) 2016/679 should apply to the transmission of personal data for purposes 
outside the scope of this Directive. For the processing of personal data by a 
recipient that is not a competent authority or that is not acting as such within the 
meaning of this Directive and to which personal data are lawfully disclosed by a 
competent authority, Regulation (EU) 2016/679 should apply. While 
implementing this Directive, Member States should also be able to further 
specify the application of the rules of Regulation (EU) 2016/679, subject to the 
conditions set out therein. 

(35) In order to be lawful, the processing of personal data under this Directive should 
be necessary for the performance of a task carried out in the public interest by a 
competent authority based on Union or Member State law for the purposes of the 
prevention, investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, including the safeguarding against and the 
prevention of threats to public security. Those activities should cover the 
protection of vital interests of the data subject. The performance of the tasks of 
preventing, investigating, detecting or prosecuting criminal offences 
institutionally conferred by law to the competent authorities allows them to 
require or order natural persons to comply with requests made. In such a case, 
the consent of the data subject, as defined in Regulation (EU) 2016/679, should 
not provide a legal ground for processing personal data by competent authorities. 
Where the data subject is required to comply with a legal obligation, the data 
subject has no genuine and free choice, so that the reaction of the data subject 
could not be considered to be a freely given indication of his or her wishes. This 
should not preclude Member States from providing, by law, that the data subject 
may agree to the processing of his or her personal data for the purposes of this 
Directive, such as DNA tests in criminal investigations or the monitoring of his 
or her location with electronic tags for the execution of criminal penalties. 

(36) Member States should provide that where Union or Member State law applicable 
to the transmitting competent authority provides for specific conditions 
applicable in specific circumstances to the processing of personal data, such as 
the use of handling codes, the transmitting competent authority should inform 
the recipient of such personal data of those conditions and the requirement to 
respect them. Such conditions could, for example, include a prohibition against 
transmitting the personal data further to others, or using them for purposes other 
than those for which they were transmitted to the recipient, or informing the data 
subject in the case of a limitation of the right of information without the prior 
approval of the transmitting competent authority. Those obligations should also 
apply to transfers by the transmitting competent authority to recipients in third 
countries or international organisations. Member States should ensure that the 
transmitting competent authority does not apply such conditions to recipients in 
other Member States or to agencies, offices and bodies established pursuant to 
Chapters 4 and 5 of Title V of the TFEU other than those applicable to similar 
data transmissions within the Member State of that competent authority. 

(37) Personal data which are, by their nature, particularly sensitive in relation to 
fundamental rights and freedoms merit specific protection as the context of their 
processing could create significant risks to the fundamental rights and freedoms. 



Those personal data should include personal data revealing racial or ethnic 
origin, whereby the use of the term ‘racial origin’ in this Directive does not 
imply an acceptance by the Union of theories which attempt to determine the 
existence of separate human races. Such personal data should not be processed, 
unless processing is subject to appropriate safeguards for the rights and freedoms 
of the data subject laid down by law and is allowed in cases authorised by law; 
where not already authorised by such a law, the processing is necessary to 
protect the vital interests of the data subject or of another person; or the 
processing relates to data which are manifestly made public by the data subject. 
Appropriate safeguards for the rights and freedoms of the data subject could 
include the possibility to collect those data only in connection with other data on 
the natural person concerned, the possibility to secure the data collected 
adequately, stricter rules on the access of staff of the competent authority to the 
data and the prohibition of transmission of those data. The processing of such 
data should also be allowed by law where the data subject has explicitly agreed 
to the processing that is particularly intrusive to him or her. However, the 
consent of the data subject should not provide in itself a legal ground for 
processing such sensitive personal data by competent authorities. 

The data subject should have the right not to be subject to a decision evaluating 
personal aspects relating to him or her which is based solely on automated 
processing and which produces adverse legal effects concerning, or significantly 
affects, him or her. In any case, such processing should be subject to suitable 
safeguards, including the provision of specific information to the data subject 
and the right to obtain human intervention, in particular to express his or her 
point of view, to obtain an explanation of the decision reached after such 
assessment or to challenge the decision. Profiling that results in discrimination 
against natural persons on the basis of personal data which are by their nature 
particularly sensitive in relation to fundamental rights and freedoms should be 
prohibited under the conditions laid down in Articles 21 and 52 of the Charter. 

In order to enable him or her to exercise his or her rights, any information to the 
data subject should be easily accessible, including on the website of the 
controller, and easy to understand, using clear and plain language. Such 
information should be adapted to the needs of vulnerable persons such as 
children. 

Modalities should be provided for facilitating the exercise of the data subject's 
rights under the provisions adopted pursuant to this Directive, including 
mechanisms to request and, if applicable, obtain, free of charge, in particular, 
access to and rectification or erasure of personal data and restriction of 
processing. The controller should be obliged to respond to requests of the data 
subject without undue delay, unless the controller applies limitations to data 
subject rights in accordance with this Directive. Moreover, if requests are 
manifestly unfounded or excessive, such as where the data subject unreasonably 
and repetitiously requests information or where the data subject abuses his or her 
right to receive information, for example, by providing false or misleading 
information when making the request, the controller should be able to charge a 
reasonable fee or refuse to act on the request. 

Where the controller requests the provision of additional information necessary 
to confirm the identity of the data subject, that information should be processed 



only for that specific purpose and should not be stored for longer than needed for 
that purpose. 

At least the following information should be made available to the data subject: 
the identity of the controller, the existence of the processing operation, the 
purposes of the processing, the right to lodge a complaint and the existence of 
the right to request from the controller access to and rectification or erasure of 
personal data or restriction of processing. This could take place on the website of 
the competent authority. In addition, in specific cases and in order to enable the 
exercise of his or her rights, the data subject should be informed of the legal 
basis for the processing and of how long the data will be stored, in so far as such 
further information is necessary, taking into account the specific circumstances 
in which the data are processed, to guarantee fair processing in respect of the 
data subject. 

A natural person should have the right of access to data which has been collected 
concerning him or her, and to exercise this right easily and at reasonable intervals, 
in order to be aware of and verify the lawfulness of the processing. Every data 
subject should therefore have the right to know, and obtain communications about, 
the purposes for which the data are processed, the period during which the data are 
processed and the recipients of the data, including those in third countries. Where 
such communications include information as to the origin of the personal data, the 
information should not reveal the identity of natural persons, in particular 
confidential sources. For that right to be complied with, it is sufficient that the data 
subject be in possession of a full summary of those data in an intelligible form, 
that is to say a form which allows that data subject to become aware of those data 
and to verify that they are accurate and processed in accordance with this 
Directive, so that it is possible for him or her to exercise the rights conferred on 
him or her by this Directive. Such a summary could be provided in the form of a 
copy of the personal data undergoing processing. 

Member States should be able to adopt legislative measures delaying, restricting 
or omitting the information to data subjects or restricting, wholly or partly, the 
access to their personal data to the extent that and as long as such a measure 
constitutes a necessary and proportionate measure in a democratic society with 
due regard for the fundamental rights and the legitimate interests of the natural 
person concerned, to avoid obstructing official or legal inquiries, investigations 
or procedures, to avoid prejudicing the prevention, investigation, detection or 
prosecution of criminal offences or the execution of criminal penalties, to protect 
public security or national security, or to protect the rights and freedoms of 
others. The controller should assess, by way of a concrete and individual 
examination of each case, whether the right of access should be partially or 
completely restricted. 

Any refusal or restriction of access should in principle be set out in writing to the 
data subject and include the factual or legal reasons on which the decision is 
based. 

Any restriction of the rights of the data subject must comply with the Charter 
and with the ECHR, as interpreted in the case-law of the Court of Justice and by 
the European Court of Human Rights respectively, and in particular respect the 



essence of those rights and freedoms. 

A natural person should have the right to have inaccurate personal data 
concerning him or her rectified, in particular where it relates to facts, and the 
right to erasure where the processing of such data infringes this Directive. 
However, the right to rectification should not affect, for example, the content of 
a witness testimony. A natural person should also have the right to restriction of 
processing where he or she contests the accuracy of personal data and its 
accuracy or inaccuracy cannot be ascertained or where the personal data have to 
be maintained for purpose of evidence. In particular, instead of erasing personal 
data, processing should be restricted if in a specific case there are reasonable 
grounds to believe that erasure could affect the legitimate interests of the data 
subject. In such a case, restricted data should be processed only for the purpose 
which prevented their erasure. Methods to restrict the processing of personal 
data could include, inter alia, moving the selected data to another processing 
system, for example for archiving purposes, or making the selected data 
unavailable. In automated filing systems the restriction of processing should in 
principle be ensured by technical means. The fact that the processing of personal 
data is restricted should be indicated in the system in such a manner that it is 
clear that the processing of the personal data is restricted. Such rectification or 
erasure of personal data or restriction of processing should be communicated to 
recipients to whom the data have been disclosed and to the competent authorities 
from which the inaccurate data originated. The controllers should also abstain 
from further dissemination of such data. 

Where the controller denies a data subject his or her right to information, access 
to or rectification or erasure of personal data or restriction of processing, the data 
subject should have the right to request that the national supervisory authority 
verify the lawfulness of the processing. The data subject should be informed of 
that right. Where the supervisory authority acts on behalf of the data subject, the 
data subject should be informed by the supervisory authority at least that all 
necessary verifications or reviews by the supervisory authority have taken place. 
The supervisory authority should also inform the data subject of the right to seek 
a judicial remedy. 

Where the personal data are processed in the course of a criminal investigation 
and court proceedings in criminal matters, Member States should be able to 
provide that the exercise the right to information, access to and rectification or 
erasure of personal data and restriction of processing is carried out in accordance 
with national rules on judicial proceedings. 

The responsibility and liability of the controller for any processing of personal 
data carried out by the controller or on the controller's behalf should be 
established. In particular, the controller should be obliged to implement 
appropriate and effective measures and should be able to demonstrate that 
processing activities are in compliance with this Directive. Such measures 
should take into account the nature, scope, context and purposes of the 
processing and the risk to the rights and freedoms of natural persons. The 
measures taken by the controller should include drawing up and implementing 
specific safeguards in respect of the treatment of personal data of vulnerable 
natural persons, such as children. 



(51) The risk to the rights and freedoms of natural persons, of varying likelihood and 
severity, may result from data processing which could lead to physical, material or 
non-material damage, in particular: where the processing may give rise to 
discrimination, identity theft or fraud, financial loss, damage to the reputation, loss 
of confidentiality of data protected by professional secrecy, unauthorised reversal of 
pseudonymisation or any other significant economic or social disadvantage; where 
data subjects might be deprived of their rights and freedoms or from exercising 
control over their personal data; where personal data are processed which reveal 
racial or ethnic origin, political opinions, religion or philosophical beliefs or trade 
union membership; where genetic data or biometric data are processed in order to 
uniquely identify a person or where data concerning health or data concerning sex 
life and sexual orientation or criminal convictions and offences or related security 
measures are processed; where personal aspects are evaluated, in particular 
analysing and predicting aspects concerning performance at work, economic 
situation, health, personal preferences or interests, reliability or behaviour, location 
or movements, in order to create or use personal profiles; where personal data of 
vulnerable natural persons, in particular children, are processed; or where 
processing involves a large amount of personal data and affects a large number of 
data subjects. 

(52) The likelihood and severity of the risk should be determined by reference to the 
nature, scope, context and purposes of the processing. Risk should be evaluated 
on the basis of an objective assessment, through which it is established whether 
data-processing operations involve a high risk. A high risk is a particular risk of 
prejudice to the rights and freedoms of data subjects. 

(53) The protection of the rights and freedoms of natural persons with regard to the 
processing of personal data requires that appropriate technical and organisational 
measures are taken, to ensure that the requirements of this Directive are met. The 
implementation of such measures should not depend solely on economic 
considerations. In order to be able to demonstrate compliance with this Directive, 
the controller should adopt internal policies and implement measures which adhere 
in particular to the principles of data protection by design and data protection by 
default. Where the controller has carried out a data protection impact assessment 
pursuant to this Directive, the results should be taken into account when developing 
those measures and procedures. The measures could consist, inter alia, of the use of 
pseudonymisation, as early as possible. The use of pseudonymisation for the 
purposes of this Directive can serve as a tool that could facilitate, in particular, the 
free flow of personal data within the area of freedom, security and justice. 

(54) The protection of the rights and freedoms of data subjects as well as the 
responsibility and liability of controllers and processors, also in relation to the 
monitoring by and measures of supervisory authorities, requires a clear 
attribution of the responsibilities set out in this Directive, including where a 
controller determines the purposes and means of the processing jointly with other 
controllers or where a processing operation is carried out on behalf of a 
controller. 

(55) The carrying-out of processing by a processor should be governed by a legal act 
including a contract binding the processor to the controller and stipulating, in 
particular, that the processor should act only on instructions from the controller. 
The processor should take into account the principle of data protection by design 



and by default. 

(56) In order to demonstrate compliance with this Directive, the controller or 
processor should maintain records regarding all categories of processing 
activities under its responsibility. Each controller and processor should be obliged 
to cooperate with the supervisory authority and make those records available to it 
on request, so that they might serve for monitoring those processing operations. 
The controller or the processor processing personal data in non-automated 
processing systems should have in place effective methods of demonstrating the 
lawfulness of the processing, of enabling self-monitoring and of ensuring data 
integrity and data security, such as logs or other forms of records. 

(57) Logs should be kept at least for operations in automated processing systems such 
as collection, alteration, consultation, disclosure including transfers, combination 
or erasure. The identification of the person who consulted or disclosed personal 
data should be logged and from that identification it should be possible to 
establish the justification for the processing operations. The logs should solely be 
used for the verification of the lawfulness of the processing, self-monitoring, for 
ensuring data integrity and data security and criminal proceedings. Self¬ 
monitoring also includes internal disciplinary proceedings of competent 
authorities. 

(58) A data protection impact assessment should be carried out by the controller 
where the processing operations are likely to result in a high risk to the rights 
and freedoms of data subjects by virtue of their nature, scope or purposes, which 
should include, in particular, the measures, safeguards and mechanisms 
envisaged to ensure the protection of personal data and to demonstrate 
compliance with this Directive. Impact assessments should cover relevant 
systems and processes of processing operations, but not individual cases. 

(59) In order to ensure effective protection of the rights and freedoms of data 
subjects, the controller or processor should consult the supervisory authority, in 
certain cases, prior to the processing. 

(60) In order to maintain security and to prevent processing that infringes this 
Directive, the controller or processor should evaluate the risks inh erent in the 
processing and should implement measures to mitigate those risks, such as 
encryption. Such measures should ensure an appropriate level of security, 
including confidentiality and take into account the state of the art, the costs of 
implementation in relation to the risk and the nature of the personal data to be 
protected. In assessing data security risks, consideration should be given to the 
risks that are presented by data processing, such as the accidental or unlawful 
destruction, loss, alteration or unauthorised disclosure of or access to personal 
data transmitted, stored or otherwise processed, which may, in particular, lead to 
physical, material or non-material damage. The controller and processor should 
ensure that the processing of personal data is not carried out by unauthorised 
persons. 

A personal data breach may, if not addressed in an appropriate and timely manner, 
result in physical, material or non-material damage to natural persons such as loss of 
control over their personal data or limitation of their rights, discrimination, identity 
theft or fraud, financial loss, unauthorised reversal of pseudonymisation, damage to 


( 61 ) 



reputation, loss of confidentiality of personal data protected by professional secrecy 
or any other significant economic or social disadvantage to the natural person 
concerned. Therefore, as soon as the controller becomes aware that a personal data 
breach has occurred, the controller should notify the personal data breach to the 
supervisory authority without undue delay and, where feasible, not later than 72 
hours after having become aware of it, unless the controller is able to demonstrate, 
in accordance with the accountability principle, that the personal data breach is 
unlikely to result in a risk to the rights and freedoms of natural persons. Where such 
notification cannot be achieved within 72 hours, the reasons for the delay should 
accompany the notification and information may be provided in phases without 
undue further delay. 

(62) Natural persons should be informed without undue delay where the personal data 
breach is likely to result in a high risk to the rights and freedoms of natural persons, 
in order to allow them to take the necessary precautions. The communication 
should describe the nature of the personal data breach and include 
recommendations for the natural person concerned to mitigate potential adverse 
effects. Communication to data subjects should be made as soon as reasonably 
feasible, in close cooperation with the supervisory authority, and respecting 
guidance provided by it or other relevant authorities. For example, the need to 
mitigate an immediate risk of damage would call for a prompt communication to 
data subjects, whereas the need to implement appropriate measures against 
continuing or similar data breaches may justify more time for the communication. 
Where avoiding obstruction of official or legal inquiries, investigations or 
procedures, avoiding prejudice to the prevention, detection, investigation or 
prosecution of criminal offences or the execution of criminal penalties, protecting 
public security, protecting national security or protecting the rights and freedoms of 
others cannot be achieved by delaying or restricting the communication of a 
personal data breach to the natural person concerned, such communication could, 
in exceptional circumstances, be omitted. 

(63) The controller should designate a person who would assist it in monitoring 
internal compliance with the provisions adopted pursuant to this Directive, 
except where a Member State decides to exempt courts and other independent 
judicial authorities when acting in their judicial capacity. That person could be a 
member of the existing staff of the controller who received special training in 
data protection law and practice in order to acquire expert knowledge in that 
field. The necessary level of expert knowledge should be determined, in 
particular, according to the data processing carried out and the protection 
required for the personal data processed by the controller. His or her task could 
be carried out on a part-time or full-time basis. A data protection officer may be 
appointed jointly by several controllers, taking into account their organisational 
structure and size, for example in the case of shared resources in central units. 
That person can also be appointed to different positions within the structure of 
the relevant controllers. That person should help the controller and the 
employees processing personal data by informing and advising them on 
compliance with their relevant data protection obligations. Such data protection 
officers should be in a position to perform their duties and tasks in an 
independent manner in accordance with Member State law. 

(64) Member States should ensure that a transfer to a third country or to an 
international organisation takes place only if necessary for the prevention, 



investigation, detection or prosecution of criminal offences or the execution of 
criminal penalties, including the safeguarding against and the prevention of 
threats to public security, and that the controller in the third country or 
international organisation is an authority competent within the meaning of this 
Directive. A transfer should be carried out only by competent authorities acting 
as controllers, except where processors are explicitly instructed to transfer on 
behalf of controllers. Such a transfer may take place in cases where the 
Commission has decided that the third country or international organisation in 
question ensures an adequate level of protection, where appropriate safeguards 
have been provided, or where derogations for specific situations apply. Where 
personal data are transferred from the Union to controllers, to processors or to 
other recipients in third countries or international organisations, the level of 
protection of natural persons provided for in the Union by this Directive should 
not be undermined, including in cases of onward transfers of personal data from 
the third country or international organisation to controllers or processors in the 
same or in another third country or international organisation. 

(65) Where personal data are transferred from a Member State to third countries or 
international organisations, such a transfer should, in principle, take place only 
after the Member State from which the data were obtained has given its 
authorisation to the transfer. The interests of efficient law-enforcement cooperation 
require that where the nature of a threat to the public security of a Member State or 
a third country or to the essential interests of a Member State is so immediate as to 
render it impossible to obtain prior authorisation in good time, the competent 
authority should be able to transfer the relevant personal data to the third country 
or international organisation concerned without such a prior authorisation. 

Member States should provide that any specific conditions concerning the transfer 
should be communicated to third countries or international organisations. Onward 
transfers of personal data should be subject to prior authorisation by the competent 
authority that carried out the original transfer. When deciding on a request for the 
authorisation of an onward transfer, the competent authority that carried out the 
original transfer should take due account of all relevant factors, including the 
seriousness of the criminal offence, the specific conditions subject to which, and 
the purpose for which, the data was originally transferred, the nature and 
conditions of the execution of the criminal penalty, and the level of personal data 
protection in the third country or an international organisation to which personal 
data are onward transferred. The competent authority that carried out the original 
transfer should also be able to subject the onward transfer to specific conditions. 
Such specific conditions can be described, for example, in handling codes. 

(66) The Commission should be able to decide with effect for the entire Union that 
certain third countries, a territory or one or more specified sectors within a third 
country, or an international organisation, offer an adequate level of data 
protection, thus providing legal certainty and uniformity throughout the Union as 
regards the third countries or international organisations which are considered to 
provide such a level of protection. In such cases, transfers of personal data to 
those countries should be able to take place without the need to obtain any 
specific authorisation, except where another Member State from which the data 
were obtained has to give its authorisation to the transfer. 

(67) In line with the fundamental values on which the Union is founded, in particular 
the protection of human rights, the Commission should, in its assessment of the 



third country, or of a territory or specified sector within a third country, take into 
account how a particular third country respects the rule of law, access to justice 
as well as international human rights norms and standards and its general and 
sectoral law, including legislation concerning public security, defence and 
national security, as well as public order and criminal law. The adoption of an 
adequacy decision with regard to a territory or a specified sector in a third 
country should take into account clear and objective criteria, such as specific 
processing activities and the scope of applicable legal standards and legislation 
in force in the third country. The third country should offer guarantees ensuring 
an adequate level of protection essentially equivalent to that ensured within the 
Union, in particular where data are processed in one or several specific sectors. 

In particular, the third country should ensure effective independent data 
protection supervision and provide for cooperation mechanisms with the 
Member States' data protection authorities, and the data subjects should be 
provided with effective and enforceable rights and effective administrative and 
judicial redress. 

Apart from the international commitments the third country or international 
organisation has entered into, the Commission should also take account of 
obligations arising from the third country's or international organisation's 
participation in multilateral or regional systems, in particular in relation to the 
protection of personal data, as well as the implementation of such obligations. In 
particular the third country's accession to the Council of Europe Convention of 28 
January 1981 for the Protection of Individuals with regard to the Automatic 
Processing of Personal Data and its Additional Protocol should be taken into 
account. The Commission should consult with the European Data Protection 
Board established by Regulation (EU) 2016/679 (the ‘Board’) when assessing the 
level of protection in third countries or international organisations. The 
Commission should also take into account any relevant Commission adequacy 
decision adopted in accordance with Article 45 of Regulation (EU) 2016/679. 

The Commission should monitor the functioning of decisions on the level of 
protection in a third country, a territory or a specified sector within a third 
country, or an international organisation. In its adequacy decisions, the 
Commission should provide for a periodic review mechanism of their 
functioning. That periodic review should be undertaken in consultation with the 
third country or international organisation in question and should take into 
account all relevant developments in the third country or international 
organisation. 

The Commission should also be able to recognise that a third country, a territory 
or a specified sector within a third country, or an international organisation, no 
longer ensures an adequate level of data protection. Consequently, the transfer of 
personal data to that third country or international organisation should be 
prohibited unless the requirements in this Directive relating to transfers subject 
to appropriate safeguards and derogations for specific situations are fulfilled. 
Provision should be made for procedures for consultations between the 
Commission and such third countries or international organisations. The 
Commission should, in a timely manner, inform the third country or international 
organisation of the reasons and enter into consultations with it in order to remedy 
the situation. 



Transfers not based on such an adequacy decision should be allowed only where 
appropriate safeguards have been provided in a legally binding instrument which 
ensures the protection of personal data or where the controller has assessed all 
the circumstances surrounding the data transfer and, on the basis of that 
assessment, considers that appropriate safeguards with regard to the protection of 
personal data exist. Such legally binding instruments could, for example, be 
legally binding bilateral agreements which have been concluded by the Member 
States and implemented in their legal order and which could be enforced by their 
data subjects, ensuring compliance with data protection requirements and the 
rights of the data subjects, including the right to obtain effective administrative 
or judicial redress. The controller should be able to take into account cooperation 
agreements concluded between Europol or Eurojust and third countries which 
allow for the exchange of personal data when carrying out the assessment of all 
the circumstances surrounding the data transfer. The controller should be able to 
also take into account the fact that the transfer of personal data will be subject to 
confidentiality obligations and the principle of specificity, ensuring that the data 
will not be processed for other purposes than for the purposes of the transfer. In 
addition, the controller should take into account that the personal data will not be 
used to request, hand down or execute a death penalty or any form of cruel and 
inhuman treatment. While those conditions could be considered to be appropriate 
safeguards allowing the transfer of data, the controller should be able to require 
additional safeguards. 

Where no adequacy decision or appropriate safeguards exist, a transfer or a 
category of transfers could take place only in specific situations, if necessary to 
protect the vital interests of the data subject or another person, or to safeguard 
legitimate interests of the data subject where the law of the Member State 
transferring the personal data so provides; for the prevention of an immediate 
and serious threat to the public security of a Member State or a third country; in 
an individual case for the purposes of the prevention, investigation, detection or 
prosecution of criminal offences or the execution of criminal penalties, including 
the safeguarding against and the prevention of threats to public security; or in an 
individual case for the establishment, exercise or defence of legal claims. Those 
derogations should be interpreted restrictively and should not allow frequent, 
massive and structural transfers of personal data, or large-scale transfers of data, 
but should be limited to data strictly necessary. Such transfers should be 
documented and should be made available to the supervisory authority on 
request in order to monitor the lawfulness of the transfer. 

Competent authorities of Member States apply bilateral or multilateral 
international agreements in force, concluded with third countries in the field of 
judicial cooperation in criminal matters and police cooperation, for the exchange 
of relevant information to allow them to perform their legally assigned tasks. In 
principle, this takes place through, or at least with, the cooperation of the 
authorities competent in the third countries concerned for the purposes of this 
Directive, sometimes even in the absence of a bilateral or multilateral 
international agreement. However, in specific individual cases, the regular 
procedures requiring contacting such an authority in the third country may be 
ineffective or inappropriate, in particular because the transfer could not be 
carried out in a timely manner, or because that authority in the third country does 
not respect the rule of law or international human rights norms and standards, so 
that competent authorities of Member States could decide to transfer personal 



data directly to recipients established in those third countries. This may be the 
case where there is an urgent need to transfer personal data to save the life of a 
person who is in danger of becoming a victim of a criminal offence or in the 
interest of preventing an imminent perpetration of a crime, including terrorism. 
Even if such a transfer between competent authorities and recipients established 
in third countries should take place only in specific individual cases, this 
Directive should provide for conditions to regulate such cases. Those provisions 
should not be considered to be derogations from any existing bilateral or 
multilateral international agreements in the field of judicial cooperation in 
criminal matters and police cooperation. Those rules should apply in addition to 
the other rules of this Directive, in particular those on the lawfulness of 
processing and Chapter V. 

Where personal data move across borders it may put at increased risk the ability 
of natural persons to exercise data protection rights to protect themselves from 
the unlawful use or disclosure of those data. At the same time, supervisory 
authorities may find that they are unable to pursue complaints or conduct 
investigations relating to the activities outside their borders. Their efforts to work 
together in the cross-border context may also be hampered by insufficient 
preventative or remedial powers and inconsistent legal regimes. Therefore, there 
is a need to promote closer cooperation among data protection supervisory 
authorities to help them exchange information with their foreign counterparts. 

The establishment in Member States of supervisory authorities that are able to 
exercise their functions with complete independence is an essential component 
of the protection of natural persons with regard to the processing of their 
personal data. The supervisory authorities should monitor the application of the 
provisions adopted pursuant to this Directive and should contribute to their 
consistent application throughout the Union in order to protect natural persons 
with regard to the processing of their personal data. To that end, the supervisory 
authorities should cooperate with each other and with the Commission. 

Member States may entrust a supervisory authority already established under 
Regulation (EU) 2016/679 with the responsibility for the tasks to be performed 
by the national supervisory authorities to be established under this Directive. 

Member States should be allowed to establish more than one supervisory 
authority to reflect their constitutional, organisational and administrative 
structure. Each supervisory authority should be provided with the financial and 
human resources, premises and infrastructure, which are necessary for the 
effective performance of their tasks, including for the tasks related to mutual 
assistance and cooperation with other supervisory authorities throughout the 
Union. Each supervisory authority should have a separate, public annual budget, 
which may be part of the overall state or national budget. 

Supervisory authorities should be subject to independent control or monitoring 
mechanisms regarding their financial expenditure, provided that such financial 
control does not affect their independence. 

The general conditions for the member or members of the supervisory authority 
should be laid down by Member State law and should in particular provide that 
those members should be either appointed by the parliament or the government 



or the head of State of the Member State based on a proposal from the 
government or a member of the government, or the parliament or its chamber, or 
by an independent body entrusted by Member State law with the appointment by 
means of a transparent procedure. In order to ensure the independence of the 
supervisory authority, the member or members should act with integrity, should 
refrain from any action incompatible with their duties and should not, during 
their term of office, engage in any incompatible occupation, whether gainful or 
not. In order to ensure the independence of the supervisory authority, the staff 
should be chosen by the supervisory authority which may include an intervention 
by an independent body entrusted by Member State law. 

While this Directive applies also to the activities of national courts and other 
judicial authorities, the competence of the supervisory authorities should not 
cover the processing of personal data where courts are acting in their judicial 
capacity, in order to safeguard the independence of judges in the performance of 
their judicial tasks. That exemption should be limited to judicial activities in 
court cases and not apply to other activities where judges might be involved in 
accordance with Member State law. Member States should also be able to 
provide that the competence of the supervisory authority does not cover the 
processing of personal data of other independent judicial authorities when acting 
in their judicial capacity, for example public prosecutor's office. In any event, the 
compliance with the rules of this Directive by the courts and other independent 
judicial authorities is always subject to independent supervision in accordance 
with Article 8(3) of the Charter. 

Each supervisory authority should handle complaints lodged by any data subject 
and should investigate the matter or transmit it to the competent supervisory 
authority. The investigation following a complaint should be carried out, subject 
to judicial review, to the extent that is appropriate in the specific case. The 
supervisory authority should inform the data subject of the progress and the 
outcome of the complaint within a reasonable period. If the case requires further 
investigation or coordination with another supervisory authority, intermediate 
information should be provided to the data subject. 

In order to ensure effective, reliable and consistent monitoring of compliance 
with and enforcement of this Directive throughout the Union pursuant to the 
TFEU as interpreted by the Court of Justice, the supervisory authorities should 
have in each Member State the same tasks and effective powers, including 
investigative, corrective, and advisory powers which constitute necessary means 
to perform their tasks. However, their powers should not interfere with specific 
rules for criminal proceedings, including investigation and prosecution of 
criminal offences, or the independence of the judiciary. Without prejudice to the 
powers of prosecutorial authorities under Member State law, supervisory 
authorities should also have the power to bring infringements of this Directive to 
the attention of the judicial authorities or to engage in legal proceedings. The 
powers of supervisory authorities should be exercised in accordance with 
appropriate procedural safeguards laid down by Union and Member State law, 
impartially, fairly and within a reasonable time. In particular each measure 
should be appropriate, necessary and proportionate in view of ensuring 
compliance with this Directive, taking into account the circumstances of each 
individual case, respect the right of every person to be heard before any 
individual measure that would adversely affect the person concerned is taken, 



and avoiding superfluous costs and excessive inconvenience to the person 
concerned. Investigative powers as regards access to premises should be 
exercised in accordance with specific requirements in Member State law, such as 
the requirement to obtain a prior judicial authorisation. The adoption of a legally 
binding decision should be subject to judicial review in the Member State of the 
supervisory authority that adopted the decision. 

The supervisory authorities should assist one another in performing their tasks 
and provide mutual assistance, so as to ensure the consistent application and 
enforcement of the provisions adopted pursuant to this Directive. 

The Board should contribute to the consistent application of this Directive 
throughout the Union, including advising the Commission and promoting the 
cooperation of the supervisory authorities throughout the Union. 

Every data subject should have the right to lodge a complaint with a single 
supervisory authority and to an effective judicial remedy in accordance with 
Article 47 of the Charter where the data subject considers that his or her rights 
under provisions adopted pursuant to this Directive are infringed or where the 
supervisory authority does not act on a complaint, partially or wholly rejects or 
dismisses a complaint or does not act where such action is necessary to protect the 
rights of the data subject. The investigation following a complaint should be 
carried out, subject to judicial review, to the extent that is appropriate in the 
specific case. The competent supervisory authority should inform the data subject 
of the progress and the outcome of the complaint within a reasonable period. If 
the case requires further investigation or coordination with another supervisory 
authority, intermediate information should be provided to the data subject. In 
order to facilitate the submission of complaints, each supervisory authority should 
take measures such as providing a complaint submission form which can also be 
completed electronically, without excluding other means of communication. 

Each natural or legal person should have the right to an effective judicial remedy 
before the competent national court against a decision of a supervisory authority 
which produces legal effects concerning that person. Such a decision concerns in 
particular the exercise of investigative, corrective and authorisation powers by 
the supervisory authority or the dismissal or rejection of complaints. However, 
that right does not encompass other measures of supervisory authorities which 
are not legally binding, such as opinions issued by or advice provided by the 
supervisory authority. Proceedings against a supervisory authority should be 
brought before the courts of the Member State where the supervisory authority is 
established and should be conducted in accordance with Member State law. 
Those courts should exercise full jurisdiction which should include jurisdiction 
to examine all questions of fact and law relevant to the dispute before it. 

Where a data subject considers that his or her rights under this Directive are 
infringed, he or she should have the right to mandate a body which aims to 
protect the rights and interests of data subjects in relation to the protection of 
their personal data and is constituted according to Member State law to lodge a 
complaint on his or her behalf with a supervisory authority and to exercise the 
right to a judicial remedy. The right of representation of data subjects should be 
without prejudice to Member State procedural law which may require mandatory 
representation of data subjects by a lawyer, as defined in Council Directive 



77/249/EEC (TOT before national courts. 


Any damage which a person may suffer as a result of processing that infringes 
the provisions adopted pursuant to this Directive should be compensated by the 
controller or any other authority competent under Member State law. The 
concept of damage should be broadly interpreted in the light of the case-law of 
the Court of Justice in a manner which fully reflects the objectives of this 
Directive. This is without prejudice to any claims for damage deriving from the 
violation of other rules in Union or Member State law. When reference is made 
to processing that is unlawful or that infringes the provisions adopted pursuant to 
this Directive it also covers processing that infringes implementing acts adopted 
pursuant to this Directive. Data subjects should receive full and effective 
compensation for the damage that they have suffered. 

Penalties should be imposed on any natural or legal person, whether governed by 
private or public law, who infringes this Directive. Member States should ensure 
that the penalties are effective, proportionate and dissuasive and should take all 
measures to implement the penalties. 

In order to ensure uniform conditions for the implementation of this Directive, 
implementing powers should be conferred on the Co mm ission with regard to the 
adequate level of protection afforded by a third country, a territory or a specified 
sector within a third country, or an international organisation and the format and 
procedures for mutual assistance and the arrangements for the exchange of 
information by electronic means between supervisory authorities, and between 
supervisory authorities and the Board. Those powers should be exercised in 
accordance with Regulation (EU) No 182/2011 of the European Parliament and 
of the Council (Ilk 

The examination procedure should be used for the adoption of implementing acts 
on the adequate level of protection afforded by a third country, a territory or a 
specified sector within a third country, or an international organisation and on 
the format and procedures for mutual assistance and the arrangements for the 
exchange of information by electronic means between supervisory authorities, 
and between supervisory authorities and the Board, given that those acts are of a 
general scope. 

The Commission should adopt immediately applicable implementing acts where, 
in duly justified cases relating to a third country, a territory or a specified sector 
within a third country, or an international organisation which no longer ensure an 
adequate level of protection, imperative grounds of urgency so require. 

Since the objectives of this Directive, namely to protect the fundamental rights 
and freedoms of natural persons and in particular their right to the protection of 
personal data and to ensure the free exchange of personal data by competent 
authorities within the Union, cannot be sufficiently achieved by the Member 
States and can rather, by reason of the scale or effects of the action, be better 
achieved at Union level, the Union may adopt measures, in accordance with the 
principle of subsidiarity as set out in Article 5 of the TEU. In accordance with 
the principle of proportionality as set out in that Article, this Directive does not 
go beyond what is necessary in order to achieve those objectives 




Specific provisions of acts of the Union adopted in the field of judicial 
cooperation in criminal matters and police cooperation which were adopted prior 
to the date of the adoption of this Directive, regulating the processing of personal 
data between Member States or the access of designated authorities of Member 
States to information systems established pursuant to the Treaties, should remain 
unaffected, such as, for example, the specific provisions concerning the 
protection of personal data applied pursuant to Council Decision 
2008/6 15/JHAJT2), or Article 23 of the Convention on Mutual Assistance in 
Criminal Matters between the Member States of the European Union (13 ) . Since 
Article 8 of the Charter and Article 16 TFEU require that the fundamental right 
to the protection of personal data be ensured in a consistent manner throughout 
the Union, the Commission should evaluate the situation with regard to the 
relationship between this Directive and the acts adopted prior to the date of 
adoption of this Directive regulating the processing of personal data between 
Member States or the access of designated authorities of Member States to 
information systems established pursuant to the Treaties, in order to assess the 
need for alignment of those specific provisions with this Directive. Where 
appropriate, the Commission should make proposals with a view to ensuring 
consistent legal rules relating to the processing of personal data. 

In order to ensure a comprehensive and consistent protection of personal data in 
the Union, international agreements which were concluded by Member States 
prior to the date of entry into force of this Directive and which comply with the 
relevant Union law applicable prior to that date should remain in force until 
amended, replaced or revoked. 

Member States should be allowed a period of not more than two years from the 
date of entry into force of this Directive to transpose it. Processing already under 
way on that date should be brought into conformity with this Directive within the 
period of two years after which this Directive enters into force. However, where 
such processing complies with the Union law applicable prior to the date of entry 
into force of this Directive, the requirements of this Directive concerning the 
prior consultation of the supervisory authority should not apply to the processing 
operations already under way on that date given that those requirements, by their 
very nature, are to be met prior to the processing. Where Member States use the 
longer implementation period expiring seven years after the date of entry into 
force of this Directive for meeting the logging obligations for automated 
processing systems set up prior to that date, the controller or the processor should 
have in place effective methods for demonstrating the lawfulness of the data 
processing, for enabling self-monitoring and for ensuring data integrity and data 
security, such as logs or other forms of records. 

This Directive is without prejudice to the rules on combating the sexual abuse 
and sexual exploitation of children and child pornography as laid down in 
Directive 2011/93/EU of the European Parliament and of the Council (14) . 

Framework Decision 2008/977/JHA should therefore be repealed. 

In accordance with Article 6a of Protocol No 21 on the position of the United 
Kingdom and Ireland in respect of the area of freedom, security and justice, as 
annexed to the TEU and to the TFEU, the United Kingdom and Ireland are not 
bound by the rules laid down in this Directive which relate to the processing of 





personal data by the Member States when carrying out activities which fall 
within the scope of Chapter 4 or Chapter 5 of Title V of Part Three of the TFEU 
where the United Kingdom and Ireland are not bound by the rules governing the 
forms of judicial cooperation in criminal matters or police cooperation which 
require compliance with the provisions laid down on the basis of Article 16 
TFEU. 

(100) In accordance with Articles 2 and 2a of Protocol No 22 on the position of 

Denmark, as annexed to the TEU and to the TFEU, Denmark is not bound 
by the rules laid down in this Directive or subject to their application which 
relate to the processing of personal data by the Member States when 
carrying out activities which fall within the scope of Chapter 4 or Chapter 5 
of Title V of Part Three of the TFEU. Given that this Directive builds upon 
the Schengen acquis, under Title V of Part Three of the TFEU, Denmark, in 
accordance with Article 4 of that Protocol, is to decide within six months 
after adoption of this Directive whether it will implement it in its national 
law. 

(101) As regards Iceland and Norway, this Directive constitutes a development of 

provisions of the Schengen acquis, as provided for by the Agreement 
concluded by the Council of the European Union and the Republic of Iceland 
and the Kingdom of Norway concerning the association of those two States 
with the implementation, application and development of the Schengen 
acquis (15) . 

(102) As regards Switzerland, this Directive constitutes a development of 

provisions of the Schengen acquis, as provided for by the Agreement 
between the European Union, the European Community and the Swiss 
Confederation concerning the association of the Swiss Confederation with 
the implementation, application and development of the Schengen acquis 
JT6). 

(103) As regards Liechtenstein, this Directive constitutes a development of 

provisions of the Schengen acquis, as provided for by the Protocol between 
the European Union, the European Community, the Swiss Confederation and 
the Principality of Liechtenstein on the accession of the Principality of 
Liechtenstein to the Agreement between the European Union, the European 
Community and the Swiss Confederation on the Swiss Confederation's 
association with the implementation, application and development of the 
Schengen acquis (17) . 

(104) This Directive respects the fundamental rights and observes the principles 

recognised in the Charter as enshrined in the TFEU, in particular the right 
to respect for private and family life, the right to the protection of personal 
data, the right to an effective remedy and to a fair trial. Limitations placed 
on those rights are in accordance with Article 52(1) of the Charter as they 
are necessary to meet objectives of general interest recognised by the Union 
or the need to protect the rights and freedoms of others. 

(105) In accordance with the Joint Political Declaration of 28 September 2011 of 

Member States and the Commission on explanatory documents, Member 
States have undertaken to accompany, in justified cases, the notification of 





their transposition measures with one or more documents explaining the 
relationship between the components of a directive and the corresponding 
parts of national transposition measures. With regard to this Directive, the 
legislator considers the transmission of such documents to be justified. 

(106) The European Data Protection Supervisor was consulted in accordance with 

Article 28(2) of Regulation (EC) No 45/2001 and delivered an opinion on 7 
March 20 12JT8). 

(107) This Directive should not preclude Member States from implementing the 

exercise of the rights of data subjects on information, access to and 
rectification or erasure of personal data and restriction of processing in the 
course of criminal proceedings, and their possible restrictions thereto, in 
national rules on criminal procedure, 

HAVE ADOPTED THIS DIRECTIVE: 

CHAPTER I 
General provisions 
Article 1 

Subject-matter and objectives 

1. This Directive lays down the rules relating to the protection of natural persons with regard to the 
processing of personal data by competent authorities for the purposes of the prevention, 
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, 
including the safeguarding against and the prevention of threats to public security. 

2. In accordance with this Directive, Member States shall: 

(a) protect the fundamental rights and freedoms of natural persons and in particular their 
right to the protection of personal data; and 

(b) ensure that the exchange of personal data by competent authorities within the Union, 
where such exchange is required by Union or Member State law, is neither restricted 
nor prohibited for reasons connected with the protection of natural persons with regard 
to the processing of personal data. 

3. This Directive shall not preclude Member States from providing higher safeguards than those 
established in this Directive for the protection of the rights and freedoms of the data subject with 
regard to the processing of personal data by competent authorities. 

Article 2 

Scope 

1. This Directive applies to the processing of personal data by competent authorities for the 
purposes set out in Article 1(1). 

2. This Directive applies to the processing of personal data wholly or partly by automated means, 
and to the processing other than by automated means of personal data which form part of a filing 
system or are intended to form part of a filing system. 

3. This Directive does not apply to the processing of personal data: 

(a) in the course of an activity which falls outside the scope of Union law; 



(b) by the Union institutions, bodies, offices and agencies. 

Article 3 

Definitions 

For the purposes of this Directive: 

(1) ‘personal data’ means any information relating to an identified or identifiable natural 
person (‘data subject’); an identifiable natural person is one who can be identified, 
directly or indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, cultural or social 
identity of that natural person; 

(2) ‘processing’ means any operation or set of operations which is performed on personal 
data or on sets of personal data, whether or not by automated means, such as 
collection, recording, organisation, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 
making available, alignment or combination, restriction, erasure or destruction; 

(3) ‘restriction of processing’ means the marking of stored personal data with the aim of 
limiting their processing in the future; 

(4) ‘profiling’ means any form of automated processing of personal data consisting of the 
use of personal data to evaluate certain personal aspects relating to a natural person, in 
particular to analyse or predict aspects concerning that natural person's performance at 
work, economic situation, health, personal preferences, interests, reliability, behaviour, 
location or movements; 

(5) ‘pseudonymisation’ means the processing of personal data in such a manner that the 
personal data can no longer be attributed to a specific data subject without the use of 
additional information, provided that such additional information is kept separately and is 
subject to technical and organisational measures to ensure that the personal data are not 
attributed to an identified or identifiable natural person; 

(6) ‘filing system’ means any structured set of personal data which are accessible 
according to specific criteria, whether centralised, decentralised or dispersed on a 
functional or geographical basis; 

(7) ‘competent authority’ means: 

(a) any public authority competent for the prevention, investigation, detection 
or prosecution of criminal offences or the execution of criminal penalties, 
including the safeguarding against and the prevention of threats to public 
security; or 

(b) any other body or entity entrusted by Member State law to exercise public 
authority and public powers for the purposes of the prevention, 
investigation, detection or prosecution of criminal offences or the execution 
of criminal penalties, including the safeguarding against and the prevention 
of threats to public security; 


( 8 ) 


‘controller’ means the competent authority which, alone or jointly with others, 



determines the purposes and means of the processing of personal data; where the 
purposes and means of such processing are determined by Union or Member State law, 
the controller or the specific criteria for its nomination may be provided for by Union 
or Member State law; 

(9) ‘processor’ means a natural or legal person, public authority, agency or other body 
which processes personal data on behalf of the controller; 

(10) ‘recipient’ means a natural or legal person, public authority, agency or another 
body, to which the personal data are disclosed, whether a third party or not. 
However, public authorities which may receive personal data in the framework 
of a particular inquiry in accordance with Member State law shall not be 
regarded as recipients; the processing of those data by those public authorities 
shall be in compliance with the applicable data protection rules according to the 
purposes of the processing; 

(11) ‘personal data breach’ means a breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, 
personal data transmitted, stored or otherwise processed; 

(12) ‘genetic data’ means personal data, relating to the inherited or acquired genetic 
characteristics of a natural person which give unique information about the 
physiology or the health of that natural person and which result, in particular, 
from an analysis of a biological sample from the natural person in question; 

(13) ‘biometric data’ means personal data resulting from specific technical processing 
relating to the physical, physiological or behavioural characteristics of a natural 
person, which allow or confirm the unique identification of that natural person, 
such as facial images or dactyloscopic data; 

(14) ‘data concerning health’ means personal data related to the physical or mental 
health of a natural person, including the provision of health care services, which 
reveal information about his or her health status; 

(15) ‘supervisory authority’ means an independent public authority which is 
established by a Member State pursuant to Article 41; 

(16) ‘international organisation’ means an organisation and its subordinate bodies 
governed by public international law, or any other body which is set up by, or on 
the basis of, an agreement between two or more countries. 

CHAPTER II 

Principles 

Article 4 

Principles relating to processing of personal data 

1. Member States shall provide for personal data to be: 

(a) processed lawfully and fairly; 

(b) collected for specified, explicit and legitimate purposes and not processed in a manner 



that is incompatible with those purposes; 


(c) adequate, relevant and not excessive in relation to the purposes for which they are 
processed; 

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to 
ensure that personal data that are inaccurate, having regard to the purposes for which 
they are processed, are erased or rectified without delay; 

(e) kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which they are processed; 

(f) processed in a manner that ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental loss, 
destruction or damage, using appropriate technical or organisational measures. 

2. Processing by the same or another controller for any of the purposes set out in Article 1(1) other 
than that for which the personal data are collected shall be permitted in so far as: 

(a) the controller is authorised to process such personal data for such a purpose in 
accordance with Union or Member State law; and 

(b) processing is necessary and proportionate to that other purpose in accordance with 
Union or Member State law. 

3. Processing by the same or another controller may include archiving in the public interest, 
scientific, statistical or historical use, for the purposes set out in Article 1(1), subject to appropriate 
safeguards for the rights and freedoms of data subjects. 

4. The controller shall be responsible for, and be able to demonstrate compliance with, paragraphs 
1, 2 and 3. 

Article 5 

Time-limits for storage and review 

Member States shall provide for appropriate time limits to be established for the erasure of personal 
data or for a periodic review of the need for the storage of personal data. Procedural measures shall 
ensure that those time limits are observed. 

Article 6 

Distinction between different categories of data subject 

Member States shall provide for the controller, where applicable and as far as possible, to make a 
clear distinction between personal data of different categories of data subjects, such as: 

(a) persons with regard to whom there are serious grounds for believing that they have 
committed or are about to co mm it a criminal offence; 

(b) persons convicted of a criminal offence; 

(c) victims of a criminal offence or persons with regard to whom certain facts give rise to 
reasons for believing that he or she could be the victim of a criminal offence; and 

(d) other parties to a criminal offence, such as persons who might be called on to testify in 
investigations in connection with criminal offences or subsequent criminal 



proceedings, persons who can provide information on criminal offences, or contacts or 
associates of one of the persons referred to in points (a) and (b). 


Article 7 

Distinction between personal data and verification of quality of personal data 

1. Member States shall provide for personal data based on facts to be distinguished, as far as 
possible, from personal data based on personal assessments. 

2. Member States shall provide for the competent authorities to take all reasonable steps to ensure 
that personal data which are inaccurate, incomplete or no longer up to date are not transmitted or 
made available. To that end, each competent authority shall, as far as practicable, verify the quality 
of personal data before they are transmitted or made available. As far as possible, in all 
transmissions of personal data, necessary information enabling the receiving competent authority to 
assess the degree of accuracy, completeness and reliability of personal data, and the extent to which 
they are up to date shall be added. 

3. If it emerges that incorrect personal data have been transmitted or personal data have been 
unlawfully transmitted, the recipient shall be notified without delay. In such a case, the personal 
data shall be rectified or erased or processing shall be restricted in accordance with Article 16. 

Article 8 

Lawfulness of processing 

1. Member States shall provide for processing to be lawful only if and to the extent that processing 
is necessary for the performance of a task carried out by a competent authority for the purposes set 
out in Article 1(1) and that it is based on Union or Member State law. 

2. Member State law regulating processing within the scope of this Directive shall specify at least 
the objectives of processing, the personal data to be processed and the purposes of the processing. 

Article 9 

Specific processing conditions 

1. Personal data collected by competent authorities for the purposes set out in Article 1(1) shall not 
be processed for purposes other than those set out in Article 1(1) unless such processing is 
authorised by Union or Member State law. Where personal data are processed for such other 
purposes, Regulation (EU) 2016/679 shall apply unless the processing is carried out in an activity 
which falls outside the scope of Union law. 

2. Where competent authorities are entrusted by Member State law with the performance of tasks 
other than those performed for the purposes set out in Article 1(1), Regulation (EU) 2016/679 shall 
apply to processing for such purposes, including for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes, unless the processing is carried out 
in an activity which falls outside the scope of Union law. 

3. Member States shall, where Union or Member State law applicable to the transmitting 
competent authority provides specific conditions for processing, provide for the transmitting 
competent authority to inform the recipient of such personal data of those conditions and the 
requirement to comply with them. 

4. Member States shall provide for the transmitting competent authority not to apply conditions 
pursuant to paragraph 3 to recipients in other Member States or to agencies, offices and bodies 
established pursuant to Chapters 4 and 5 of Title V of the TFEU other than those applicable to 
similar transmissions of data within the Member State of the transmitting competent authority. 


Article 10 



Processing of special categories of personal data 

Processing of personal data revealing racial or ethnic origin, political opinions, religious or 
philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data 
for the purpose of uniquely identifying a natural person, data concerning health or data concerning a 
natural person's sex life or sexual orientation shall be allowed only where strictly necessary, subject 
to appropriate safeguards for the rights and freedoms of the data subject, and only: 

(a) where authorised by Union or Member State law; 

(b) to protect the vital interests of the data subject or of another natural person; or 

(c) where such processing relates to data which are manifestly made public by the data 
subject. 


Article 11 

Automated individual decision-making 

1. Member States shall provide for a decision based solely on automated processing, including 
profding, which produces an adverse legal effect concerning the data subject or significantly affects 
him or her, to be prohibited unless authorised by Union or Member State law to which the controller 
is subject and which provides appropriate safeguards for the rights and freedoms of the data subject, 
at least the right to obtain human intervention on the part of the controller. 

2. Decisions referred to in paragraph 1 of this Article shall not be based on special categories of 
personal data referred to in Article 10, unless suitable measures to safeguard the data subject's rights 
and freedoms and legitimate interests are in place. 

3. Profiling that results in discrimination against natural persons on the basis of special categories 
of personal data referred to in Article 10 shall be prohibited, in accordance with Union law. 

CHAPTER III 

Rights of the data subject 

Article 12 

Communication and modalities for exercising the rights of the data subject 

1. Member States shall provide for the controller to take reasonable steps to provide any 
information referred to in Article 13 and make any communication with regard to Articles 11, 14 to 
18 and 31 relating to processing to the data subject in a concise, intelligible and easily accessible 
form, using clear and plain language. The information shall be provided by any appropriate means, 
including by electronic means. As a general rule, the controller shall provide the information in the 
same form as the request. 

2. Member States shall provide for the controller to facilitate the exercise of the rights of the data 
subject under Articles 11 and 14 to 18. 

3. Member States shall provide for the controller to inform the data subject in writing about the 
follow up to his or her request without undue delay. 

4. Member States shall provide for the information provided under Article 13 and any 
communication made or action taken pursuant to Articles 11, 14 to 18 and 31 to be provided free of 
charge. Where requests from a data subject are manifestly unfounded or excessive, in particular 
because of their repetitive character, the controller may either: 

(a) charge a reasonable fee, taking into account the administrative costs of providing the 

information or communication or taking the action requested; or 



(b) 


refuse to act on the request. 


The controller shall bear the burden of demonstrating the manifestly unfounded or excessive 
character of the request. 

5. Where the controller has reasonable doubts concerning the identity of the natural person making 
a request referred to in Article 14 or 16, the controller may request the provision of additional 
information necessary to confirm the identity of the data subject. 

Article 13 

Information to be made available or given to the data subject 

1. Member States shall provide for the controller to make available to the data subject at least the 
following information: 

(a) the identity and the contact details of the controller; 

(b) the contact details of the data protection officer, where applicable; 

(c) the purposes of the processing for which the personal data are intended; 

(d) the right to lodge a complaint with a supervisory authority and the contact details of 
the supervisory authority; 

(e) the existence of the right to request from the controller access to and rectification or 
erasure of personal data and restriction of processing of the personal data concerning 
the data subject. 

2. In addition to the information referred to in paragraph 1, Member States shall provide by law for 
the controller to give to the data subject, in specific cases, the following further information to 
enable the exercise of his or her rights: 

(a) the legal basis for the processing; 

(b) the period for which the personal data will be stored, or, where that is not possible, the 
criteria used to determine that period; 

(c) where applicable, the categories of recipients of the personal data, including in third 
countries or international organisations; 

(d) where necessary, farther information, in particular where the personal data are 
collected without the knowledge of the data subject. 

3. Member States may adopt legislative measures delaying, restricting or omitting the provision of 
the information to the data subject pursuant to paragraph 2 to the extent that, and for as long as, 
such a measure constitutes a necessary and proportionate measure in a democratic society with due 
regard for the fundamental rights and the legitimate interests of the natural person concerned, in 
order to: 

(a) avoid obstructing official or legal inquiries, investigations or procedures; 

(b) avoid prejudicing the prevention, detection, investigation or prosecution of criminal 
offences or the execution of criminal penalties; 

(c) protect public security; 



(d) protect national security; 

(e) protect the rights and freedoms of others. 

4. Member States may adopt legislative measures in order to determine categories of processing 
which may wholly or partly fall under any of the points listed in paragraph 3. 

Article 14 

Right of access by the data subject 

Subject to Article 15, Member States shall provide for the right of the data subject to obtain from 
the controller confirmation as to whether or not personal data concerning him or her are being 
processed, and, where that is the case, access to the personal data and the following information: 

(a) the purposes of and legal basis for the processing; 

(b) the categories of personal data concerned; 

(c) the recipients or categories of recipients to whom the personal data have been 
disclosed, in particular recipients in third countries or international organisations; 

(d) where possible, the envisaged period for which the personal data will be stored, or, if 
not possible, the criteria used to determine that period; 

(e) the existence of the right to request from the controller rectification or erasure of 
personal data or restriction of processing of personal data concerning the data subject; 

(f) the right to lodge a complaint with the supervisory authority and the contact details of the 
supervisory authority; 

(g) communication of the personal data undergoing processing and of any available 
information as to their origin. 


Article 15 

Limitations to the right of access 

1. Member States may adopt legislative measures restricting, wholly or partly, the data subject's 
right of access to the extent that, and for as long as such a partial or complete restriction constitutes 
a necessary and proportionate measure in a democratic society with due regard for the fundamental 
rights and legitimate interests of the natural person concerned, in order to: 

(a) avoid obstructing official or legal inquiries, investigations or procedures; 

(b) avoid prejudicing the prevention, detection, investigation or prosecution of criminal 
offences or the execution of criminal penalties; 

(c) protect public security; 

(d) protect national security; 

(e) protect the rights and freedoms of others. 



2. Member States may adopt legislative measures in order to determine categories of processing 
which may wholly or partly fall under points (a) to (e) of paragraph 1. 

3. In the cases referred to in paragraphs 1 and 2, Member States shall provide for the controller to 
inform the data subject, without undue delay, in writing of any refusal or restriction of access and of 
the reasons for the refusal or the restriction. Such information may be omitted where the provision 
thereof would undermine a purpose under paragraph 1. Member States shall provide for the 
controller to inform the data subject of the possibility of lodging a complaint with a supervisory 
authority or seeking a judicial remedy. 

4. Member States shall provide for the controller to document the factual or legal reasons on which 
the decision is based. That information shall be made available to the supervisory authorities. 

Article 16 

Right to rectification or erasure of personal data and restriction of processing 

1. Member States shall provide for the right of the data subject to obtain from the controller 
without undue delay the rectification of inaccurate personal data relating to him or her. Taking into 
account the purposes of the processing, Member States shall provide for the data subject to have the 
right to have incomplete personal data completed, including by means of providing a supplementary 
statement. 

2. Member States shall require the controller to erase personal data without undue delay and 
provide for the right of the data subject to obtain from the controller the erasure of personal data 
concerning him or her without undue delay where processing infringes the provisions adopted 
pursuant to Article 4, 8 or 10, or where personal data must be erased in order to comply with a legal 
obligation to which the controller is subject. 

3. Instead of erasure, the controller shall restrict processing where: 

(a) the accuracy of the personal data is contested by the data subject and their accuracy or 
inaccuracy cannot be ascertained; or 

(b) the personal data must be maintained for the purposes of evidence. 

Where processing is restricted pursuant to point (a) of the first subparagraph, the controller shall 
inform the data subject before lifting the restriction of processing. 

4. Member States shall provide for the controller to inform the data subject in writing of any 
refusal of rectification or erasure of personal data or restriction of processing and of the reasons for 
the refusal. Member States may adopt legislative measures restricting, wholly or partly, the 
obligation to provide such information to the extent that such a restriction constitutes a necessary 
and proportionate measure in a democratic society with due regard for the fundamental rights and 
legitimate interests of the natural person concerned in order to: 

(a) avoid obstructing official or legal inquiries, investigations or procedures; 

(b) avoid prejudicing the prevention, detection, investigation or prosecution of criminal 
offences or the execution of criminal penalties; 

(c) protect public security; 

(d) protect national security; 

(e) protect the rights and freedoms of others. 


Member States shall provide for the controller to inform the data subject of the possibility of 



lodging a complaint with a supervisory authority or seeking a judicial remedy. 

5. Member States shall provide for the controller to communicate the rectification of inaccurate 
personal data to the competent authority from which the inaccurate personal data originate. 

6. Member States shall, where personal data has been rectified or erased or processing has been 
restricted pursuant to paragraphs 1, 2 and 3, provide for the controller to notify the recipients and 
that the recipients shall rectify or erase the personal data or restrict processing of the personal data 
under their responsibility. 

Article 17 

Exercise of rights by the data subject and verification by the supervisory authority 

1. In the cases referred to in Article 13(3), Article 15(3) and Article 16(4) Member States shall 
adopt measures providing that the rights of the data subject may also be exercised through the 
competent supervisory authority. 

2. Member States shall provide for the controller to inform the data subject of the possibility of 
exercising his or her rights through the supervisory authority pursuant to paragraph 1. 

3. Where the right referred to in paragraph 1 is exercised, the supervisory authority shall inform 
the data subject at least that all necessary verifications or a review by the supervisory authority have 
taken place. The supervisory authority shall also inform the data subject of his or her right to seek a 
judicial remedy. 

Article 18 

Rights of the data subject in criminal investigations and proceedings 

Member States may provide for the exercise of the rights referred to in Articles 13,14 and 16 to be 
carried out in accordance with Member State law where the personal data are contained in a judicial 
decision or record or case file processed in the course of criminal investigations and proceedings. 

CHAPTER IV 

Controller and processor 

Section 1 

General obligations 
Article 19 

Obligations of the controller 

1. Member States shall provide for the controller, taking into account the nature, scope, context 
and purposes of processing as well as the risks of varying likelihood and severity for the rights and 
freedoms of natural persons, to implement appropriate technical and organisational measures to 
ensure and to be able to demonstrate that processing is performed in accordance with this Directive. 
Those measures shall be reviewed and updated where necessary. 

2. Where proportionate in relation to the processing activities, the measures referred to in 
paragraph 1 shall include the implementation of appropriate data protection policies by the 
controller. 

Article 20 

Data protection by design and by default 

1. Member States shall provide for the controller, taking into account the state of the art, the cost 
of implementation and the nature, scope, context and purposes of processing, as well as the risks of 
varying likelihood and severity for rights and freedoms of natural persons posed by the processing, 
both at the time of the determination of the means for processing and at the time of the processing 



itself, to implement appropriate technical and organisational measures, such as pseudonymisation, 
which are designed to implement data protection principles, such as data minimisation, in an 
effective manner and to integrate the necessary safeguards into the processing, in order to meet the 
requirements of this Directive and protect the rights of data subjects. 

2. Member States shall provide for the controller to implement appropriate technical and 
organisational measures ensuring that, by default, only personal data which are necessary for each 
specific purpose of the processing are processed. That obligation applies to the amount of personal 
data collected, the extent of their processing, the period of their storage and their accessibility. In 
particular, such measures shall ensure that by default personal data are not made accessible without 
the individual's intervention to an indefinite number of natural persons. 

Article 21 

Joint controllers 

1. Member States shall, where two or more controllers jointly determine the purposes and means 
of processing, provide for them to be joint controllers. They shall, in a transparent manner, 
determine their respective responsibilities for compliance with this Directive, in particular as 
regards the exercise of the rights of the data subject and their respective duties to provide the 
information referred to in Article 13, by means of an arrangement between them unless, and in so 
far as, the respective responsibilities of the controllers are determined by Union or Member State 
law to which the controllers are subject. The arrangement shall designate the contact point for data 
subjects. Member States may designate which of the joint controllers can act as a single contact 
point for data subjects to exercise their rights. 

2. Irrespective of the terms of the arrangement referred to in paragraph 1, Member States may 
provide for the data subject to exercise his or her rights under the provisions adopted pursuant to 
this Directive in respect of and against each of the controllers. 

Article 22 

Processor 

1. Member States shall, where processing is to be carried out on behalf of a controller, provide for 
the controller to use only processors providing sufficient guarantees to implement appropriate 
technical and organisational measures in such a manner that the processing will meet the 
requirements of this Directive and ensure the protection of the rights of the data subject. 

2. Member States shall provide for the processor not to engage another processor without prior 
specific or general written authorisation by the controller. In the case of general written 
authorisation, the processor shall inform the controller of any intended changes concerning the 
addition or replacement of other processors, thereby giving the controller the opportunity to object 
to such changes. 

3. Member States shall provide for the processing by a processor to be governed by a contract or 
other legal act under Union or Member State law, that is binding on the processor with regard to the 
controller and that sets out the subject-matter and duration of the processing, the nature and purpose 
of the processing, the type of personal data and categories of data subjects and the obligations and 
rights of the controller. That contract or other legal act shall stipulate, in particular, that the 
processor: 

(a) acts only on instructions from the controller; 

(b) ensures that persons authorised to process the personal data have committed 
themselves to confidentiality or are under an appropriate statutory obligation of 
confidentiality; 



(c) assists the controller by any appropriate means to ensure compliance with the 
provisions on the data subject's rights; 

(d) at the choice of the controller, deletes or returns all the personal data to the controller 
after the end of the provision of data processing services, and deletes existing copies 
unless Union or Member State law requires storage of the personal data; 

(e) makes available to the controller all information necessary to demonstrate compliance 
with this Article; 

(f) complies with the conditions referred to in paragraphs 2 and 3 for engaging another 
processor. 

4. The contract or the other legal act referred to in paragraph 3 shall be in writing, including in an 
electronic form. 

5. If a processor determines, in infringement of this Directive, the purposes and means of 
processing, that processor shall be considered to be a controller in respect of that processing. 

Article 23 

Processing under the authority of the controller or processor 

Member States shall provide for the processor and any person acting under the authority of the 
controller or of the processor, who has access to personal data, not to process those data except on 
instructions from the controller, unless required to do so by Union or Member State law. 

Article 24 

Records of processing activities 

1. Member States shall provide for controllers to maintain a record of all categories of processing 
activities under their responsibility. That record shall contain all of the following information: 

(a) the name and contact details of the controller and, where applicable, the joint controller 
and the data protection officer; 

(b) the purposes of the processing; 

(c) the categories of recipients to whom the personal data have been or will be disclosed 
including recipients in third countries or international organisations; 

(d) a description of the categories of data subject and of the categories of personal data; 

(e) where applicable, the use of profiling; 

(f) where applicable, the categories of transfers of personal data to a third country or an 
international organisation; 

(g) an indication of the legal basis for the processing operation, including transfers, for 
which the personal data are intended; 

(h) where possible, the envisaged time limits for erasure of the different categories of 
personal data; 

(i) where possible, a general description of the technical and organisational security measures 



referred to in Article 29(1). 


2. Member States shall provide for each processor to maintain a record of all categories of 
processing activities carried out on behalf of a controller, containing: 

(a) the name and contact details of the processor or processors, of each controller on behalf 
of which the processor is acting and, where applicable, the data protection officer; 

(b) the categories of processing carried out on behalf of each controller; 

(c) where applicable, transfers of personal data to a third country or an international 
organisation where explicitly instructed to do so by the controller, including the 
identification of that third country or international organisation; 

(d) where possible, a general description of the technical and organisational security 
measures referred to in Article 29(1). 

3. The records referred to in paragraphs 1 and 2 shall be in writing, including in electronic form. 

The controller and the processor shall make those records available to the supervisory authority on 
request. 

Article 25 

Logging 

1. Member States shall provide for logs to be kept for at least the following processing operations 
in automated processing systems: collection, alteration, consultation, disclosure including transfers, 
combination and erasure. The logs of consultation and disclosure shall make it possible to establish 
the justification, date and time of such operations and, as far as possible, the identification of the 
person who consulted or disclosed personal data, and the identity of the recipients of such personal 
data. 

2. The logs shall be used solely for verification of the lawfulness of processing, self-monitoring, 
ensuring the integrity and security of the personal data, and for criminal proceedings. 

3. The controller and the processor shall make the logs available to the supervisory authority on 
request. 

Article 26 

Cooperation with the supervisory authority 

Member States shall provide for the controller and the processor to cooperate, on request, with the 
supervisory authority in the performance of its tasks on request. 

Article 27 

Data protection impact assessment 

1. Where a type of processing, in particular, using new technologies, and taking into account the 
nature, scope, context and purposes of the processing is likely to result in a high risk to the rights 
and freedoms of natural persons, Member States shall provide for the controller to carry out, prior to 
the processing, an assessment of the impact of the envisaged processing operations on the 
protection of personal data. 

2. The assessment referred to in paragraph 1 shall contain at least a general description of the 
envisaged processing operations, an assessment of the risks to the rights and freedoms of data 
subjects, the measures envisaged to address those risks, safeguards, security measures and 
mechanisms to ensure the protection of personal data and to demonstrate compliance with this 



Directive, taking into account the rights and legitimate interests of the data subjects and other 
persons concerned. 

Article 28 

Prior consultation of the supervisory authority 

1. Member States shall provide for the controller or processor to consult the supervisory authority 
prior to processing which will form part of a new fding system to be created, where: 

(a) a data protection impact assessment as provided for in Article 27 indicates that the 
processing would result in a high risk in the absence of measures taken by the 
controller to mitigate the risk; or 

(b) the type of processing, in particular, where using new technologies, mechanisms or 
procedures, involves a high risk to the rights and freedoms of data subjects. 

2. Member States shall provide for the supervisory authority to be consulted during the preparation 
of a proposal for a legislative measure to be adopted by a national parliament or of a regulatory 
measure based on such a legislative measure, which relates to processing. 

3. Member States shall provide that the supervisory authority may establish a list of the processing 
operations which are subject to prior consultation pursuant to paragraph 1. 

4. Member States shall provide for the controller to provide the supervisory authority with the data 
protection impact assessment pursuant to Article 27 and, on request, with any other information to 
allow the supervisory authority to make an assessment of the compliance of the processing and in 
particular of the risks for the protection of personal data of the data subject and of the related 
safeguards. 

5. Member States shall, where the supervisory authority is of the opinion that the intended 
processing referred to in paragraph 1 of this Article would infringe the provisions adopted pursuant 
to this Directive, in particular where the controller has insufficiently identified or mitigated the risk, 
provide for the supervisory authority to provide, within a period of up to six weeks of receipt of the 
request for consultation, written advice to the controller and, where applicable, to the processor, and 
may use any of its powers referred to in Article 47. That period may be extended by a month, taking 
into account the complexity of the intended processing. The supervisory authority shall inform the 
controller and, where applicable, the processor of any such extension within one month of receipt of 
the request for consultation, together with the reasons for the delay. 

Section 2 

Security of personal data 
Article 29 

Security of processing 

1. Member States shall provide for the controller and the processor, taking into account the state of 
the art, the costs of implementation and the nature, scope, context and purposes of the processing as 
well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, to 
implement appropriate technical and organisational measures to ensure a level of security 
appropriate to the risk, in particular as regards the processing of special categories of personal data 
referred to in Article 10. 

2. In respect of automated processing, each Member State shall provide for the controller or 
processor, following an evaluation of the risks, to implement measures designed to: 

(a) deny unauthorised persons access to processing equipment used for processing 



(‘equipment access control’); 

(b) prevent the unauthorised reading, copying, modification or removal of data media 
(‘data media control’); 

(c) prevent the unauthorised input of personal data and the unauthorised inspection, 
modification or deletion of stored personal data (‘storage control’); 

(d) prevent the use of automated processing systems by unauthorised persons using data 
communication equipment (‘user control’); 

(e) ensure that persons authorised to use an automated processing system have access only 
to the personal data covered by their access authorisation (‘data access control’); 

(f) ensure that it is possible to verify and establish the bodies to which personal data have 
been or may be transmitted or made available using data communication equipment 
(‘communication control’); 

ensure that it is subsequently possible to verify and establish which personal data have 
been input into automated processing systems and when and by whom the personal 
data were input (‘input control’); 

prevent the unauthorised reading, copying, modification or deletion of personal data 
during transfers of personal data or during transportation of data media (‘transport 
control’); 

ensure that installed systems may, in the case of interruption, be restored (‘recovery’); 

ensure that the functions of the system perform, that the appearance of faults in the 
functions is reported (‘reliability’) and that stored personal data cannot be corrupted by 
means of a malfunctioning of the system (‘integrity’). 


(g) 

(h) 

(i) 
0 ) 


Article 30 

Notification of a personal data breach to the supervisory authority 

1. Member States shall, in the case of a personal data breach, provide for the controller to notify 
without undue delay and, where feasible, not later than 72 hours after having become aware of it, 
the personal data breach to the supervisory authority, unless the personal data breach is unlikely to 
result in a risk to the rights and freedoms of natural persons. Where the notification to the 
supervisory authority is not made within 72 hours, it shall be accompanied by reasons for the delay. 

2. The processor shall notify the controller without undue delay after becoming aware of a 
personal data breach. 

3. The notification referred to in paragraph 1 shall at least: 

(a) describe the nature of the personal data breach including, where possible, the categories 
and approximate number of data subjects concerned and the categories and 
approximate number of personal data records concerned; 

(b) communicate the name and contact details of the data protection officer or other 
contact point where more information can be obtained; 

(c) describe the likely consequences of the personal data breach; 



(d) describe the measures taken or proposed to be taken by the controller to address the 

personal data breach, including, where appropriate, measures to mitigate its possible 
adverse effects. 

4. Where, and in so far as, it is not possible to provide the information at the same time, the 
information may be provided in phases without undue further delay. 

5. Member States shall provide for the controller to document any personal data breaches referred 
to in paragraph 1, comprising the facts relating to the personal data breach, its effects and the 
remedial action taken. That documentation shall enable the supervisory authority to verify 
compliance with this Article. 

6. Member States shall, where the personal data breach involves personal data that have been 
transmitted by or to the controller of another Member State, provide for the information referred to 
in paragraph 3 to be communicated to the controller of that Member State without undue delay. 

Article 31 

Communication of a personal data breach to the data subject 

1. Member States shall, where the personal data breach is likely to result in a high risk to the rights 
and freedoms of natural persons, provide for the controller to communicate the personal data breach 
to the data subject without undue delay. 

2. The communication to the data subject referred to in paragraph 1 of this Article shall describe in 
clear and plain language the nature of the personal data breach and shall contain at least the 
information and measures referred to in points (b), (c) and (d) of Article 30(3). 

3. The communication to the data subject referred to in paragraph 1 shall not be required if any of 
the following conditions are met: 

(a) the controller has implemented appropriate technological and organisational protection 
measures, and those measures were applied to the personal data affected by the 
personal data breach, in particular those that render the personal data unintelligible to 
any person who is not authorised to access it, such as encryption; 

(b) the controller has taken subsequent measures which ensure that the high risk to the 
rights and freedoms of data subjects referred to in paragraph 1 is no longer likely to 
materialise; 

(c) it would involve a disproportionate effort. In such a case, there shall instead be a public 
communication or a similar measure whereby the data subjects are informed in an 
equally effective manner. 

4. If the controller has not already communicated the personal data breach to the data subject, the 
supervisory authority, having considered the likelihood of the personal data breach resulting in a 
high risk, may require it to do so, or may decide that any of the conditions referred to in paragraph 3 
are met. 

5. The communication to the data subject referred to in paragraph 1 of this Article may be delayed, 
restricted or omitted subject to the conditions and on the grounds referred to in Article 13(3). 

Section 3 

Data protection officer 
Article 32 



Designation of the data protection officer 

1. Member States shall provide for the controller to designate a data protection officer. Member 
States may exempt courts and other independent judicial authorities when acting in their judicial 
capacity from that obligation. 

2. The data protection officer shall be designated on the basis of his or her professional qualities 
and, in particular, his or her expert knowledge of data protection law and practice and ability to 
fulfil the tasks referred to in Article 34. 

3. A single data protection officer may be designated for several competent authorities, taking 
account of their organisational structure and size. 

4. Member States shall provide for the controller to publish the contact details of the data 
protection officer and communicate them to the supervisory authority. 

Article 33 

Position of the data protection officer 

1. Member States shall provide for the controller to ensure that the data protection officer is 
involved, properly and in a timely manner, in all issues which relate to the protection of personal 
data. 

2. The controller shall support the data protection officer in performing the tasks referred to in 
Article 34 by providing resources necessary to carry out those tasks and access to personal data and 
processing operations, and to maintain his or her expert knowledge. 

Article 34 

Tasks of the data protection officer 

Member States shall provide for the controller to entrust the data protection officer at least with the 
following tasks: 

(a) to inform and advise the controller and the employees who carry out processing of their 
obligations pursuant to this Directive and to other Union or Member State data 
protection provisions; 

(b) to monitor compliance with this Directive, with other Union or Member State data 
protection provisions and with the policies of the controller in relation to the protection 
of personal data, including the assignment of responsibilities, awareness-raising and 
training of staff involved in processing operations, and the related audits; 

(c) to provide advice where requested as regards the data protection impact assessment and 
monitor its performance pursuant to Article 27; 

(d) to cooperate with the supervisory authority; 

(e) to act as the contact point for the supervisory authority on issues relating to processing, 
including the prior consultation referred to in Article 28, and to consult, where 
appropriate, with regard to any other matter. 

CHAPTER V 

Transfers of personal data to third countries or international organisations 
Article 35 

General principles for transfers of personal data 



1. Member States shall provide for any transfer by competent authorities of personal data which 
are undergoing processing or are intended for processing after transfer to a third country or to an 
international organisation including for onward transfers to another third country or international 
organisation to take place, subject to compliance with the national provisions adopted pursuant to 
other provisions of this Directive, only where the conditions laid down in this Chapter are met, 
namely: 

(a) the transfer is necessary for the purposes set out in Article 1(1); 

(b) the personal data are transferred to a controller in a third country or international 
organisation that is an authority competent for the purposes referred to in Article 1(1); 

(c) where personal data are transmitted or made available from another Member State, that 
Member State has given its prior authorisation to the transfer in accordance with its 
national law; 

(d) the Commission has adopted an adequacy decision pursuant to Article 36, or, in the 
absence of such a decision, appropriate safeguards have been provided or exist 
pursuant to Article 37, or, in the absence of an adequacy decision pursuant to Article 
36 and of appropriate safeguards in accordance with Article 37, derogations for 
specific situations apply pursuant to Article 38; and 

(e) in the case of an onward transfer to another third country or international organisation, 
the competent authority that carried out the original transfer or another competent 
authority of the same Member State authorises the onward transfer, after taking into 
due account all relevant factors, including the seriousness of the criminal offence, the 
purpose for which the personal data was originally transferred and the level of personal 
data protection in the third country or an international organisation to which personal 
data are onward transferred. 

2. Member States shall provide for transfers without the prior authorisation by another Member 
State in accordance with point (c) of paragraph 1 to be permitted only if the transfer of the personal 
data is necessary for the prevention of an immediate and serious threat to public security of a 
Member State or a third country or to essential interests of a Member State and the prior 
authorisation cannot be obtained in good time. The authority responsible for giving prior 
authorisation shall be informed without delay. 

3. All provisions in this Chapter shall be applied in order to ensure that the level of protection of 
natural persons ensured by this Directive is not undermined. 

Article 36 

Transfers on the basis of an adequacy decision 

1. Member States shall provide that a transfer of personal data to a third country or an international 
organisation may take place where the Commission has decided that the third country, a territory or 
one or more specified sectors within that third country, or the international organisation in question 
ensures an adequate level of protection. Such a transfer shall not require any specific authorisation. 

2. When assessing the adequacy of the level of protection, the Commission shall, in particular, take 
account of the following elements: 

(a) the rule of law, respect for human rights and fundamental freedoms, relevant legislation, 

both general and sectoral, including concerning public security, defence, national 
security and criminal law and the access of public authorities to personal data, as well as 
the implementation of such legislation, data protection rules, professional rules and 



security measures, including rules for the onward transfer of personal data to another 
third country or international organisation, which are complied with in that country or 
international organisation, case-law, as well as effective and enforceable data subject 
rights and effective administrative and judicial redress for the data subjects whose 
personal data are transferred; 

(b) the existence and effective functioning of one or more independent supervisory 
authorities in the third country or to which an international organisation is subject, 
with responsibility for ensuring and enforcing compliance with data protection rules, 
including adequate enforcement powers, for assisting and advising data subjects in 
exercising their rights and for cooperation with the supervisory authorities of the 
Member States; and 

(c) the international commitments the third country or international organisation concerned 
has entered into, or other obligations arising from legally binding conventions or 
instruments as well as from its participation in multilateral or regional systems, in 
particular in relation to the protection of personal data. 

3. The Commission, after assessing the adequacy of the level of protection, may decide, by means 
of implementing act, that a third country, a territory or one or more specified sectors within a third 
country, or an international organisation ensures an adequate level of protection within the meaning 
of paragraph 2 of this Article. The implementing act shall provide a mechanism for periodic review, 
at least every four years, which shall take into account all relevant developments in the third 
country or international organisation. The implementing act shall specify its territorial and sectoral 
application and, where applicable, identify the supervisory authority or authorities referred to in 
point (b) of paragraph 2 of this Article. The implementing act shall be adopted in accordance with 
the examination procedure referred to in Article 58(2). 

4. The Commission shall, on an ongoing basis, monitor developments in third countries and 
international organisations that could affect the functioning of decisions adopted pursuant to 
paragraph 3. 

5. The Commission shall, where available information reveals, in particular following the review 
referred to in paragraph 3 of this Article, that a third country, a territory or one or more specified 
sectors within a third country, or an international organisation no longer ensures an adequate level 
of protection within the meaning of paragraph 2 of this Article, to the extent necessary, repeal, 
amend or suspend the decision referred to in paragraph 3 of this Article by means of implementing 
acts without retro-active effect. Those implementing acts shall be adopted in accordance with the 
examination procedure referred to in Article 58(2). 

On duly justified imperative grounds of urgency, the Commission shall adopt immediately 
applicable implementing acts in accordance with the procedure referred to in Article 58(3). 

6. The Commission shall enter into consultations with the third country or international 
organisation with a view to remedying the situation giving rise to the decision made pursuant to 
paragraph 5. 

7. Member States shall provide for a decision pursuant to paragraph 5 to be without prejudice to 
transfers of personal data to the third country, the territory or one or more specified sectors within 
that third country, or the international organisation in question pursuant to Articles 37 and 38. 

8. The Commission shall publish in the Official Journal of the European Union and on its website 
a list of the third countries, territories and specified sectors within a third country and international 
organisations for which it has decided that an adequate level of protection is or is no longer ensured. 


Article 37 



Transfers subject to appropriate safeguards 

1. In the absence of a decision pursuant to Article 36(3), Member States shall provide that a 
transfer of personal data to a third country or an international organisation may take place where: 

(a) appropriate safeguards with regard to the protection of personal data are provided for in 
a legally binding instrument; or 

(b) the controller has assessed all the circumstances surrounding the transfer of personal 
data and concludes that appropriate safeguards exist with regard to the protection of 
personal data. 

2. The controller shall inform the supervisory authority about categories of transfers under point 
(b) of paragraph 1. 

3. When a transfer is based on point (b) of paragraph 1, such a transfer shall be documented and 
the documentation shall be made available to the supervisory authority on request, including the 
date and time of the transfer, information about the receiving competent authority, the justification 
for the transfer and the personal data transferred. 

Article 38 

Derogations for specific situations 

1. In the absence of an adequacy decision pursuant to Article 36, or of appropriate safeguards 
pursuant to Article 37, Member States shall provide that a transfer or a category of transfers of 
personal data to a third country or an international organisation may take place only on the 
condition that the transfer is necessary: 

(a) in order to protect the vital interests of the data subject or another person; 

(b) to safeguard legitimate interests of the data subject, where the law of the Member State 
transferring the personal data so provides; 

(c) for the prevention of an immediate and serious threat to public security of a Member 
State or a third country; 

(d) in individual cases for the purposes set out in Article 1(1); or 

(e) in an individual case for the establishment, exercise or defence of legal claims relating 
to the purposes set out in Article 1(1). 

2. Personal data shall not be transferred if the transferring competent authority determines that 
fundamental rights and freedoms of the data subject concerned override the public interest in the 
transfer set out in points (d) and (e) of paragraph 1. 

3. Where a transfer is based on paragraph 1, such a transfer shall be documented and the 
documentation shall be made available to the supervisory authority on request, including the date 
and time of the transfer, information about the receiving competent authority, the justification for 
the transfer and the personal data transferred. 

Article 39 

Transfers of personal data to recipients established in third countries 

1. By way of derogation from point (b) of Article 35(1) and without prejudice to any international 
agreement referred to in paragraph 2 of this Article, Union or Member State law may provide for 
the competent authorities referred to in point (7)(a) of Article 3, in individual and specific cases, to 



transfer personal data directly to recipients established in third countries only if the other provisions 
of this Directive are complied with and all of the following conditions are fulfilled: 

(a) the transfer is strictly necessary for the performance of a task of the transferring 
competent authority as provided for by Union or Member State law for the purposes set 
out in Article 1(1); 

(b) the transferring competent authority determines that no fundamental rights and 
freedoms of the data subject concerned override the public interest necessitating the 
transfer in the case at hand; 

(c) the transferring competent authority considers that the transfer to an authority that is 
competent for the purposes referred to in Article 1(1) in the third country is ineffective 
or inappropriate, in particular because the transfer cannot be achieved in good time; 

(d) the authority that is competent for the purposes referred to in Article 1(1) in the third 
country is informed without undue delay, unless this is ineffective or inappropriate; 

(e) the transferring competent authority informs the recipient of the specified purpose or 
purposes for which the personal data are only to be processed by the latter provided that 
such processing is necessary. 

2. An international agreement referred to in paragraph 1 shall be any bilateral or multilateral 
international agreement in force between Member States and third countries in the field of judicial 
cooperation in criminal matters and police cooperation. 

3. The transferring competent authority shall inform the supervisory authority about transfers 
under this Article. 

4. Where a transfer is based on paragraph 1, such a transfer shall be documented. 

Article 40 

International cooperation for the protection of personal data 

In relation to third countries and international organisations, the Commission and Member States 
shall take appropriate steps to: 

(a) develop international cooperation mechanisms to facilitate the effective enforcement of 
legislation for the protection of personal data; 

(b) provide international mutual assistance in the enforcement of legislation for the 
protection of personal data, including through notification, complaint referral, 
investigative assistance and information exchange, subject to appropriate safeguards 
for the protection of personal data and other fundamental rights and freedoms; 

(c) engage relevant stakeholders in discussion and activities aimed at furthering 
international cooperation in the enforcement of legislation for the protection of personal 
data; 

(d) promote the exchange and documentation of personal data protection legislation and 
practice, including on jurisdictional conflicts with third countries. 


CHAPTER VI 

Independent supervisory authorities 



Section 1 

Independent status 
Article 41 

Supervisory authority 

1. Each Member State shall provide for one or more independent public authorities to be 
responsible for monitoring the application of this Directive, in order to protect the fundamental 
rights and freedoms of natural persons in relation to processing and to facilitate the free flow of 
personal data within the Union (‘supervisory authority’). 

2. Each supervisory authority shall contribute to the consistent application of this Directive 
throughout the Union. For that purpose, the supervisory authorities shall cooperate with each other 
and with the Commission in accordance with Chapter VII. 

3. Member States may provide for a supervisory authority established under Regulation (EU) 
2016/679 to be the supervisory authority referred to in this Directive and to assume responsibility 
for the tasks of the supervisory authority to be established under paragraph 1 of this Article. 

4. Where more than one supervisory authority is established in a Member State, that Member State 
shall designate the supervisory authority which are to represent those authorities in the Board 
referred to in Article 51. 

Article 42 

Independence 

1. Each Member State shall provide for each supervisory authority to act with complete 
independence in performing its tasks and exercising its powers in accordance with this Directive. 

2. Member States shall provide for the member or members of their supervisory authorities in the 
performance of their tasks and exercise of their powers in accordance with this Directive, to remain 
free from external influence, whether direct or indirect, and that they shall neither seek nor take 
instructions from anybody. 

3. Members of Member States' supervisory authorities shall refrain from any action incompatible 
with their duties and shall not, during their term of office, engage in any incompatible occupation, 
whether gainful or not. 

4. Each Member State shall ensure that each supervisory authority is provided with the human, 
technical and financial resources, premises and infrastructure necessary for the effective 
performance of its tasks and exercise of its powers, including those to be carried out in the context 
of mutual assistance, cooperation and participation in the Board. 

5. Each Member State shall ensure that each supervisory authority chooses and has its own staff 
which shall be subject to the exclusive direction of the member or members of the supervisory 
authority concerned. 

6. Each Member State shall ensure that each supervisory authority is subject to financial control 
which does not affect its independence and that it has separate, public annual budgets, which may 
be part of the overall state or national budget. 

Article 43 

General conditions for the members of the supervisory authority 

1. Member States shall provide for each member of their supervisory authorities to be appointed 
by means of a transparent procedure by: 

— their parliament; 



their government; 


— their head of State; or 

an independent body entrusted with the appointment under Member State law. 

2. Each member shall have the qualifications, experience and skills, in particular in the area of the 
protection of personal data, required to perform their duties and exercise their powers. 

3. The duties of a member shall end in the event of the expiry of the term of office, resignation or 
compulsory retirement, in accordance with the law of the Member State concerned. 

4. A member shall be dismissed only in cases of serious misconduct or if the member no longer 
fulfils the conditions required for the performance of the duties. 

Article 44 

Rules on the establishment of the supervisory authority 

1. Each Member State shall provide by law for all of the following: 

(a) the establishment of each supervisory authority; 

(b) the qualifications and eligibility conditions required to be appointed as a member of 
each supervisory authority; 

(c) the rules and procedures for the appointment of the member or members of each 
supervisory authority; 

(d) the duration of the term of the member or members of each supervisory authority of 
not less than four years, except for the first appointment after 6 May 2016, part of 
which may take place for a shorter period where that is necessary to protect the 
independence of the supervisory authority by means of a staggered appointment 
procedure; 

(e) whether and, if so, for how many terms the member or members of each supervisory 
authority is eligible for reappointment; 

(f) the conditions governing the obligations of the member or members and staff of each 
supervisory authority, prohibitions on actions, occupations and benefits incompatible 
therewith during and after the term of office and rules governing the cessation of 
employment. 

2. The member or members and the staff of each supervisory authority shall, in accordance with 
Union or Member State law, be subject to a duty of professional secrecy both during and after their 
term of office, with regard to any confidential information which has come to their knowledge in 
the course of the performance of their tasks or the exercise of their powers. During their term of 
office, that duty of professional secrecy shall in particular apply to reporting by natural persons of 
infringements of this Directive. 

Section 2 

Competence, tasks and powers 

Article 45 

Competence 



1. Each Member State shall provide for each supervisory authority to be competent for the 
performance of the tasks assigned to, and for the exercise of the powers conferred on, it in 
accordance with this Directive on the territory of its own Member State. 

2. Each Member State shall provide for each supervisory authority not to be competent for the 
supervision of processing operations of courts when acting in their judicial capacity. Member States 
may provide for their supervisory authority not to be competent to supervise processing operations 
of other independent judicial authorities when acting in their judicial capacity. 

Article 46 

Tasks 

1. Each Member State shall provide, on its territory, for each supervisory authority to: 

(a) monitor and enforce the application of the provisions adopted pursuant to this Directive 
and its implementing measures; 

(b) promote public awareness and understanding of the risks, rules, safeguards and rights 
in relation to processing; 

(c) advise, in accordance with Member State law, the national parliament, the government 
and other institutions and bodies on legislative and administrative measures relating to 
the protection of natural persons' rights and freedoms with regard to processing; 

(d) promote the awareness of controllers and processors of their obligations under this 
Directive; 

(e) upon request, provide information to any data subject concerning the exercise of their 
rights under this Directive and, if appropriate, cooperate with the supervisory 
authorities in other Member States to that end; 

(f) deal with complaints lodged by a data subject, or by a body, organisation or association in 
accordance with Article 55, and investigate, to the extent appropriate, the subject-matter 
of the complaint and inform the complainant of the progress and the outcome of the 
investigation within a reasonable period, in particular if further investigation or 
coordination with another supervisory authority is necessary; 

(g) check the lawfulness of processing pursuant to Article 17, and inform the data subject 
within a reasonable period of the outcome of the check pursuant to paragraph 3 of that 
Article or of the reasons why the check has not been carried out; 

(h) cooperate with, including by sharing information, and provide mutual assistance to 
other supervisory authorities, with a view to ensuring the consistency of application 
and enforcement of this Directive; 

(i) conduct investigations on the application of this Directive, including on the basis of 
information received from another supervisory authority or other public authority; 

(j) monitor relevant developments insofar as they have an impact on the protection of 
personal data, in particular the development of information and communication 
technologies; 

(k) provide advice on the processing operations referred to in Article 28; and 



( 1 ) 


contribute to the activities of the Board. 


2. Each supervisory authority shall facilitate the submission of complaints referred to in point (f) 
of paragraph 1 by measures such as providing a complaint submission form which can also be 
completed electronically, without excluding other means of communication. 

3. The performance of the tasks of each supervisory authority shall be free of charge for the data 
subject and for the data protection officer. 

4. Where a request is manifestly unfounded or excessive, in particular because it is repetitive, the 
supervisory authority may charge a reasonable fee based on its administrative costs, or may refuse 
to act on the request. The supervisory authority shall bear the burden of demonstrating that the 
request is manifestly unfounded or excessive. 

Article 47 

Powers 

1. Each Member State shall provide by law for each supervisory authority to have effective 
investigative powers. Those powers shall include at least the power to obtain from the controller 
and the processor access to all personal data that are being processed and to all information 
necessary for the performance of its tasks. 

2. Each Member State shall provide by law for each supervisory authority to have effective 
corrective powers such as, for example: 

(a) to issue warnings to a controller or processor that intended processing operations are 
likely to infringe the provisions adopted pursuant to this Directive; 

(b) to order the controller or processor to bring processing operations into compliance 
with the provisions adopted pursuant to this Directive, where appropriate, in a 
specified manner and within a specified period, in particular by ordering the 
rectification or erasure of personal data or restriction of processing pursuant to Article 
16; 

(c) to impose a temporary or definitive limitation, including a ban, on processing. 

3. Each Member State shall provide by law for each supervisory authority to have effective 
advisory powers to advise the controller in accordance with the prior consultation procedure 
referred to in Article 28 and to issue, on its own initiative or on request, opinions to its national 
parliament and its government or, in accordance with its national law, to other institutions and 
bodies as well as to the public on any issue related to the protection of personal data. 

4. The exercise of the powers conferred on the supervisory authority pursuant to this Article shall 
be subject to appropriate safeguards, including effective judicial remedy and due process, as set out 
in Union and Member State law in accordance with the Charter. 

5. Each Member State shall provide by law for each supervisory authority to have the power to 
bring infringements of provisions adopted pursuant to this Directive to the attention of judicial 
authorities and, where appropriate, to commence or otherwise engage in legal proceedings, in order 
to enforce the provisions adopted pursuant to this Directive. 

Article 48 

Reporting of infringements 

Member States shall provide for competent authorities to put in place effective mechanisms to 
encourage confidential reporting of infringements of this Directive. 


Article 49 



Activity reports 

Each supervisory authority shall draw up an annual report on its activities, which may include a list 
of types of infringement notified and types of penalties imposed. Those reports shall be transmitted 
to the national parliament, the government and other authorities as designated by Member State law. 
They shall be made available to the public, the Commission and the Board. 

CHAPTER VII 

Cooperation 

Article 50 

Mutual assistance 

1. Each Member State shall provide for their supervisory authorities to provide each other with 
relevant information and mutual assistance in order to implement and apply this Directive in a 
consistent manner, and to put in place measures for effective cooperation with one another. Mutual 
assistance shall cover, in particular, information requests and supervisory measures, such as requests 
to carry out consultations, inspections and investigations. 

2. Each Member States shall provide for each supervisory authority to take all appropriate 
measures required to reply to a request of another supervisory authority without undue delay and no 
later than one month after receiving the request. Such measures may include, in particular, the 
transmission of relevant information on the conduct of an investigation. 

3. Requests for assistance shall contain all the necessary information, including the purpose of and 
reasons for the request. Information exchanged shall be used only for the purpose for which it was 
requested. 

4. The requested supervisory authority shall not refuse to comply with the request unless: 

(a) it is not competent for the subject-matter of the request or for the measures it is 
requested to execute; or 

(b) compliance with the request would infringe this Directive or Union or Member State 
law to which the supervisory authority receiving the request is subject. 

5. The requested supervisory authority shall inform the requesting supervisory authority of the 
results or, as the case may be, of the progress of the measures taken in order to respond to the 
request. The requested supervisory authority shall provide reasons for any refusal to comply with a 
request pursuant to paragraph 4. 

6. Requested supervisory authorities shall, as a rule, supply the information requested by other 
supervisory authorities by electronic means, using a standardised format. 

7. Requested supervisory authorities shall not charge a fee for any action taken by them pursuant 
to a request for mutual assistance. Supervisory authorities may agree on rules to indemnify each 
other for specific expenditure arising from the provision of mutual assistance in exceptional 
circumstances. 

8. The Commission may, by means of implementing acts, specify the format and procedures for 
mutual assistance referred to in this Article and the arrangements for the exchange of information 
by electronic means between supervisory authorities, and between supervisory authorities and the 
Board. Those implementing acts shall be adopted in accordance with the examination procedure 
referred to in Article 58(2). 

Article 51 

Tasks of the Board 



1. The Board established by Regulation (EU) 2016/679 shall perform all of the following tasks in 
relation to processing within the scope of this Directive: 

(a) advise the Commission on any issue related to the protection of personal data in the 
Union, including on any proposed amendment of this Directive; 

(b) examine, on its own initiative, on request of one of its members or on request of the 
Commission, any question covering the application of this Directive and issue 
guidelines, recommendations and best practices in order to encourage consistent 
application of this Directive; 

(c) draw up guidelines for supervisory authorities concerning the application of measures 
referred to in Article 47(1) and (3); 

(d) issue guidelines, recommendations and best practices in accordance with point (b) of 
this subparagraph for establishing personal data breaches and determining the undue 
delay referred to in Article 30(1) and (2) and for the particular circumstances in which 
a controller or a processor is required to notify the personal data breach; 

(e) issue guidelines, recommendations and best practices in accordance with point (b) of 
this subparagraph as to the circumstances in which a personal data breach is likely to 
result in a high risk to the rights and freedoms of natural persons as referred to in 
Article 31(1); 

(f) review the practical application of the guidelines, recommendations and best practices 
referred to in points (b) and (c); 

(g) provide the Commission with an opinion for the assessment of the adequacy of the 
level of protection in a third country, a territory or one or more specified sectors within 
a third country, or an international organisation, including for the assessment whether 
such a third country, territory, specified sector, or international organisation no longer 
ensures an adequate level of protection; 

(h) promote the cooperation and the effective bilateral and multilateral exchange of 
information and best practices between the supervisory authorities; 

(i) promote common training programmes and facilitate personnel exchanges between the 
supervisory authorities and, where appropriate, with the supervisory authorities of third 
countries or with international organisations; 

(j) promote the exchange of knowledge and documentation on data protection law and 
practice with data protection supervisory authorities worldwide. 

With regard to point (g) of the first subparagraph, the Co mm ission shall provide the Board with all 
necessary documentation, including correspondence with the government of the third country, with 
the territory or specified sector within that third country, or with the international organisation. 

2. Where the Commission requests advice from the Board, it may indicate a time limit, taking into 
account the urgency of the matter. 

3. The Board shall forward its opinions, guidelines, recommendations and best practices to the 
Commission and to the committee referred to in Article 58(1) and make them public. 

4. The Commission shall inform the Board of the action it has taken following opinions, 



guidelines, recommendations and best practices issued by the Board. 

CHAPTER VIII 

Remedies, liability and penalties 
Article 52 

Right to lodge a complaint with a supervisory authority 

1. Without prejudice to any other administrative or judicial remedy, Member States shall provide 
for every data subject to have the right to lodge a complaint with a single supervisory authority, if 
the data subject considers that the processing of personal data relating to him or her infringes 
provisions adopted pursuant to this Directive. 

2. Member States shall provide for the supervisory authority with which the complaint has been 
lodged to transmit it to the competent supervisory authority, without undue delay if the complaint is 
not lodged with the supervisory authority that is competent pursuant to Article 45(1). The data 
subject shall be informed about the transmission. 

3. Member States shall provide for the supervisory authority with which the complaint has been 
lodged to provide further assistance on request of the data subject. 

4. The data subject shall be informed by the competent supervisory authority of the progress and 
the outcome of the complaint, including of the possibility of a judicial remedy pursuant to Article 
53. 

Article 53 

Right to an effective judicial remedy against a supervisory authority 

1. Without prejudice to any other administrative or non-judicial remedy, Member States shall 
provide for the right of a natural or legal person to an effective judicial remedy against a legally 
binding decision of a supervisory authority concerning them. 

2. Without prejudice to any other administrative or non-judicial remedy, each data subject shall 
have the right to an effective judicial remedy where the supervisory authority which is competent 
pursuant to Article 45(1) does not handle a complaint or does not inform the data subject within 
three months of the progress or outcome of the complaint lodged pursuant to Article 52. 

3. Member States shall provide for proceedings against a supervisory authority to be brought 
before the courts of the Member State where the supervisory authority is established. 

Article 54 

Right to an effective judicial remedy against a controller or processor 

Without prejudice to any available administrative or non-judicial remedy, including the right to 
lodge a complaint with a supervisory authority pursuant to Article 52, Member States shall provide 
for the right of a data subject to an effective judicial remedy where he or she considers that his or 
her rights laid down in provisions adopted pursuant to this Directive have been infringed as a result 
of the processing of his or her personal data in non-compliance with those provisions. 

Article 55 

Representation of data subjects 

Member States shall, in accordance with Member State procedural law, provide for the data subject 
to have the right to mandate a not-for-profit body, organisation or association which has been 
properly constituted in accordance with Member State law, has statutory objectives which are in the 
public interest and is active in the field of protection of data subject's rights and freedoms with 
regard to the protection of their personal data to lodge the complaint on his or her behalf and to 
exercise the rights referred to in Articles 52, 53 and 54 on his or her behalf. 



Article 56 

Right to compensation 

Member States shall provide for any person who has suffered material or non-material damage as a 
result of an unlawful processing operation or of any act infringing national provisions adopted 
pursuant to this Directive to have the right to receive compensation for the damage suffered from 
the controller or any other authority competent under Member State law. 

Article 57 

Penalties 

Member States shall lay down the rules on penalties applicable to infringements of the provisions 
adopted pursuant to this Directive and shall take all measures necessary to ensure that they are 
implemented. The penalties provided for shall be effective, proportionate and dissuasive. 

CHAPTER IX 

Implementing acts 

Article 58 

Committee procedure 

1. The Commission shall be assisted by the committee established by Article 93 of Regulation 
(EU) 2016/679. That committee shall be a committee within the meaning of Regulation (EU) No 
182/2011. 

2. Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall 
apply. 

3. Where reference is made to this paragraph, Article 8 of Regulation (EU) No 182/2011, in 
conjunction with Article 5 thereof, shall apply. 

CHAPTER X 

Final provisions 

Article 59 

Repeal of Framework Decision 2008/977/JHA 

1. Framework Decision 2008/977/JHA is repealed with effect from 6 May 2018. 

2. References to the repealed Decision referred to in paragraph 1 shall be construed as references 
to this Directive. 

Article 60 

Union legal acts already in force 

The specific provisions for the protection of personal data in Union legal acts that entered into force 
on or before 6 May 2016 in the field of judicial cooperation in criminal matters and police 
cooperation, which regulate processing between Member States and the access of designated 
authorities of Member States to information systems established pursuant to the Treaties within the 
scope of this Directive, shall remain unaffected. 

Article 61 

Relationship with previously concluded international agreements in the field of judicial cooperation 
in criminal matters and police cooperation 

International agreements involving the transfer of personal data to third countries or international 
organisations which were concluded by Member States prior to 6 May 2016 and which comply with 
Union law as applicable prior to that date shall remain in force until amended, replaced or revoked. 



Article 62 

Commission reports 

1. By 6 May 2022, and every four years thereafter, the Commission shall submit a report on the 
evaluation and review of this Directive to the European Parliament and to the Council. The reports 
shall be made public. 

2. In the context of the evaluations and reviews referred to in paragraph 1, the Commission shall 
examine, in particular, the application and functioning of Chapter V on the transfer of personal data 
to third countries or international organisations with particular regard to decisions adopted pursuant 
to Article 36(3) and Article 39. 

3. For the purposes of paragraphs 1 and 2, the Commission may request information from Member 
States and supervisory authorities. 

4. In carrying out the evaluations and reviews referred to in paragraphs 1 and 2, the Commission 
shall take into account the positions and findings of the European Parliament, of the Council and of 
other relevant bodies or sources. 

5. The Commission shall, if necessary, submit appropriate proposals with a view to amending this 
Directive, in particular taking account of developments in information technology and in the light of 
the state of progress in the information society. 

6. By 6 May 2019, the Commission shall review other legal acts adopted by the Union which 
regulate processing by the competent authorities for the purposes set out in Article 1(1) including 
those referred to in Article 60, in order to assess the need to align them with this Directive and to 
make, where appropriate, the necessary proposals to amend those acts to ensure a consistent 
approach to the protection of personal data within the scope of this Directive. 

Article 63 

Transposition 

1. Member States shall adopt and publish, by 6 May 2018, the laws, regulations and administrative 
provisions necessary to comply with this Directive. They shall forthwith notify to the Commission 
the text of those provisions. They shall apply those provisions from 6 May 2018. 

When Member States adopt those provisions, they shall contain a reference to this Directive or shall 
be accompanied by such a reference on the occasion of their official publication. Member States 
shall determine how such reference is to be made. 

2. By way of derogation from paragraph 1, a Member State may provide, exceptionally, where it 
involves disproportionate effort, for automated processing systems set up before 6 May 2016 to be 
brought into conformity with Article 25(1) by 6 May 2023. 

3. By way of derogation from paragraphs 1 and 2 of this Article, a Member State may, in 
exceptional circumstances, bring an automated processing system as referred to in paragraph 2 of 
this Article into conformity with Article 25(1) within a specified period after the period referred to 
in paragraph 2 of this Article, if it would otherwise cause serious difficulties for the operation of 
that particular automated processing system. The Member State concerned shall notify the 
Commission of the grounds for those serious difficulties and the grounds for the specified period 
within which it shall bring that particular automated processing system into conformity with Article 
25(1). The specified period shall in any event not be later than 6 May 2026. 

4. Member States shall communicate to the Commission the text of the main provisions of national 
law which they adopt in the field covered by this Directive. 

Article 64 

Entry into force 



This Directive shall enter into force on the day following that of its publication in the Official 
Journal of the European Union. 

Article 65 

Addressees 

This Directive is addressed to the Member States. 

Done at Brussels, 27 April 2016. 

For the European Parliament 
The President 
M. SCHULZ 
For the Council 
The President 

J.A. HENNIS-PLASSCHAERT 
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